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Burp Project Intruder Repeater Window Help

| Dashboard | Target | Proxy | intruder | Repeater ISequencsr T Decoder T Comparer IExtender TPmJect options IUssraptmns 1
Tasks (® Newlive task BEDEH QIS Upgrade to Eurp Suite Professional to automatically find vulnerabilities!

A
Yiter munning  Paused  Finished Issue actlvity [Pro version only] OF

Y Fiter High | Medium  Low  Info certain  Firm | Tentative O |search.

1. Live passive crawl from Proxy (all traffic)

| Host path
nput transformation (reflected) httpyfinsecure-bank.... jurl-shorten
SIHHF)  EHE(A)  REB(E) 3 httpyfinsecure-websit... [contact-us
8 Borwent http ffinsecure-bark.... jblog
Picked up _JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext= i - https:/finsecure-bank... /
ue | entity injection httpsyjvulnerable-we... [product/stock

Picked up _JAVA_OPTION t.useSystemAAFontSet ti -Dswing.aatext= ice interaction (HTTP) httpsfinsecure-webs... [product

WARNING: An illegal ref e access operation has occurred poisoning hitp:/insecure-bark....  contact-us
WARNING: T reflective access by burp.ffs (file:/usr/bin/burpsuite) to || RCMICEIUEEEE] hitpif/insecure-bank.... ~ juser-homepage
field javax.swing.JTree.expandedState n httpsyvulnerable-we... |

WARNING: Please consider reporting this to the maintainers of burp.ffs diniaction hitosfinsecure-webs. . Heedbackisubmit
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WARNING: Use —-illegal-access=warn to enable warnings of further illegal re
flective access operations

WARNING: A1l illegal access operations will be denied in a future release
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& burp-loader-keygen-2_1_07.jar 2019/12/30 10:47 JAR 3z 48 KB
[ burpsuite_pro v2.1.07.jar 2019/12/31 13:23 JAR 3Z4% 299,719 KB
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Burp Suite Pro 1.7.31 Loader & Keygen — By surferxyvz
1. Run Burp Suite Pro with the loader specified in the bootclasspath
Instructions: 2. Register using manual activation

3. On subsequent runs you must execute burpsuite with the loader otherwise it will become unregistered
Loader Command: |iva —noverify —Xbootclasspath/p:burp—loader—keygen-2_1_07. jar —jar burpsuite_pro_v2.1.07. jar Run

License Text: licensed to surferxyz

UjMm/1o3TNUkwyeeizD2mCF eG3bfQALE eRaoF qpDhQvvY An2zhiuTq9eC fhOHS 4m5 5k t fkFTNtmG A Tt vHRsRX UzBQCeEnnKY ekeg
b0BRetfdl60V1T00felphayF J2TXVYTFKzv jheTudeSorGwuaxGy /Pefhiorp j8GF TGEvEYNRECS16 191 Dezy g0 THZMEF eEEDX
License: VeC2VimdRZOVh3IZIL38U e TwPd IMOC3Htw i 21GhTBerntF epD+RQuiBhxb 731 I SwRUBC1 +Nur XX 0ulH Jqlal d4ebCEZRDVUE1Cu
I/ 0Grm3I+dU3G JEQvRy1 ThY9aT JT43Evks48NLTVrQGT+XIDEl 42
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Activation Response:
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&Y, SRJSburpsuite it 7 LMEMH T ;
WRrunBeE . BT HFdos, H¥runpl i KIar SN2
java -noverify -Xbootclasspath/p:burp-loader-keygen-2_1_07 jar -jar burpsuite_pro_v2.1.07 jar
(REEREFFREE) , FjrebinBR FTRMAZGS, IRWNHREEDINEFRT, ZERMLE—-ANPE—H:
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»>java —version

112-b15) _
112-b15, mixed mode)

C:\Program Files va'\jrel. 8.0_112\bin>java —noverify —Xbootclasspath/p:burp—loader-keygen-2_1 07. jar —jar burpsuite_pro
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02:19 java.util 5 >
Could not open/create prefs ro ¢ fs ¢ ) 000002. Windows RegCreateKe

eturned error code b.
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Burp Suite Pro 1.7.31 Loader & Keygen — By surferxyz Host

1. Fun Burp Suite Pro with the loader specified in the bootclasspath

Instructions: 2. Register using manual activation
3. On subsequent runs you must execute burpsuite with the loader otherwise it will become unregistered
Loader Command: |iva —noverify —Xbootclasspath/p:burp-loader—keygen-2_1_07. jar —jar burpsuite_pro_v2.1.07. jar Run
License Text: licensed to surferxyz
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Activation Request: v

Activation Response:
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proxy—>option—>edit
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[ Dashboard TTarget ]' Proxy I Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options

| [ Intercept I HTTP history IWebSnckets history T Options }

| A
@ N
@ Burp Proxy uses listeners to receive incoming HTTP requests from . Edit proxy listener X

l Add | Running | Interface Invisible | Redirect| | Binding T Request handling I Certificate ]
: ] 127.0.0.1:8080

@ These settings contral how Burp binds the proxy listener.
| Remave | )
— Bind to port: 5080

Bind to address: @ Loopback only

() All interf; ; :
Each installation of Burp generates its own CA certificate that Prox| mienaces o other installation
of Burp. (U Specific address: | 127.0.01 vJ
; v

l Import / export CA certificate | l Regenerate CA certificate |

@

@ Use these settings to control which requests are stalled for viewing

[ Intercept requests based on the following rules:

l Add | |Enabled | Operator | Match type Relation:
[} File extension Does not
lil (] Or Request Contains|
l Remove | L Or HTTP method Do.es not
et LJ And URL Is in targ
| up | | oK J | Cancel |

l Down |



[_] Automatically fix missing or superfluous new lines at end of request
] Automatically update Content-Length header when the request is edited

@ Intercept Server Responses
{§} Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[_] Intercept responses based on the following rules:
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| [ Dashboard TTarget ]'Proxy I Intruder ]' Repeater T Sequencer T Decoder I Comparer ]' Extender T Project options I User options

[ Intercept ]' HTTP history ]' WebSockets history T()m'oﬂs 1

A
@ Proxy Listeners L\

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

Add J Running ‘Interface Invisible | Redirec
] 127.0.0.1:8080

Edit
| [—J @ Choose a file to export the CA certificate.
| Remave

CA Certificate — O X

|Ct\Users\ASUS‘\Desktop\aaaa,ceri ‘ { Select file ...

Each installation of Burp generates its own CA certificate that Pro: cate for use in other tools or anaother installation
of Burp.

| l Import / export CA certificate J l Regenerate CA certificate J

@ Intercept Client Requests

@ Use these settings to control which requests are stalled for viewin

| [ Intercept requests based on the following rules:

l Add J Enabled ‘Operator Match type Relation
[} File extension Does n

| lij O Or Request Contain
Remave O Or HTTP method Does n
L And URL Is in tar

l Up Back Next

l Down J

[[] Automatically fix missing or superfluous new lines at end of request

[¥/] Automatically update Content-Length header when the request is edited

@ Intercept Server Responses

{:c:)} Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

‘ [ Intercept responses based on the following rules:
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Global Chambersign Root - 2008 Builtin Object Token TRy python . = . e
student-information-management 2020/3/519:09 3Tk
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Camerfirma Chambers of Commerce... Builtin Object Token b Es FIER 2020/1/2210:06  zi4sk
Camerfirma Global Chambersign Root Builtin Object Token 200 “,aaaa'cer 20202/ 20NEID L= 1K
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J Intercept I HTTP history IWehSo«:kels histary I Options ]

/ Request to http://detectportal firefox.com:80 [172.232.10.195]

l Forward J l Drop J [ Intercept is on ] Action l:l W @
Raw | Headers | Hex

GET /success.txt HTTP/L1.L

Host: detectportal.firefox.com

Uger-Agenc: Mozilla/5.0 (Windows NT 10.0; Winé4; =&64; rv:72.0) Gecko/I0100L0L Firefox/72.0
Aooept: *Fx

Accept-Language: zh-CM, zh;q=0.8, eh-TW;q=0.7, 2h-HE; q=0.5,en-U3;q=0.3,en;¢=0.Z2
Accept-Encoding: gzip, deflate

Cache-Control: no-cachs

Pragma: no-cache

Connesction: close

L

B RIXAER RE AT LA T
FEkali A A — AR .

*%

4) bugku WEBZ: 7ifi &8 # 5 /\

BARKEEM EHRZ: hitps://www.cnblogs.com/h3zh1/p/12573716.html
XESH RS ET, MR
web1: 23|, &HA0 LU

web?2: X B RhtmISHI AR, FHinputnRi%E T B KE BT kmiiT

web3: phpXlii$_GET[‘name’|fiE L&, KENALZ AnamelISHUE, gettsih A2 C1E%, htmISR BA XFERI LB,
— AR ERTEWLL? SH L= 5E K 7 R tE 5
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web4: phpXliR$_POST[waht[HiE X & &, REIAZ AwhattISHfE, postiiikRmE e, SHELNSHUERA AN, &
BT DA LR B B A ) A«

html>

<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Document</title>

<form action="./post" method="post">

<input type="text" name="what">
<input type="submit" value="submit">

</form>

BHhtmIsEaLK, W LIEIFHERE, XBEEE TR —
%F12, BformBEMFLZRIT, RTBITHER

web5: is_numeric() A TR B R BN TR T 7. phpRF\RUKIET, ==n] LG HT
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® Text () Hex @

lDecode as ..

lHash

|

[Encode as .. I
|

J

l Smart decode

XPESHIT LA HTMLSE Ak, R 8# N E— 2k dw S, BE &N Bk L TR,
PEATIX BRATE, XEX AR S RASCIRG, 753 MK, 69%ME, 89X MY.
WREFERRFHREH B RN .

web7 Jt I DNSARE 54 it ) T AE

web8: BT Fburpsuie interpret JI4;
Action—>send to repeater $447 BB 1ER, EHEIR Hiflag
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