CTF-Web/MAATTRB Y —71 fRCTF-WebZ: A A 7 H
RS B —BE BB R B f#

HER! F 2020-09-29 10:53:20 K AR 54328 Wi 683

SELR: # CTFwebTEHINR X #EArL: CTF Web A [ 15 CTF webE 2B 41 CTF WebH: A4 fi R
FRALE B ASCRE ERAQISCE, #IE_CC 4.0 BY-SA WA, B85 _EFE T s AE i,
ACEERE: https://blog.csdn.net/weixin_44953600/article/details/105399366

AL

CTFwebZE#HHE LRWFIZHE
QR E 12T

TBER

MAZ R G —IRLFRHITE, REAGERRE—EHE B ORIZERME, MZmRERE, NERERBRITETF, S ERHERN %
LZHRABERI R, JMIFEEE. TRRERT ~BESHXE, @R T RIREFN, REETEHR /HRITHKEE. Bl
AXRAEZLENER ERERN, HHARESE W% —U%E, UFEBTREEELEMR, HEXBEBERTE, Ril%
(VPN EE

AXSEFEE: https://mww.jianshu.com/p/5fd1b624fd7a

A3CHZ


https://blog.csdn.net/weixin_44953600
https://blog.csdn.net/weixin_44953600/category_10197485.html
https://so.csdn.net/so/search/s.do?q=CTF+Web%25E5%2585%25A5%25E9%2597%25A8%25E7%25AF%2587&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF+web%25E8%25A6%2581%25E5%25AD%25A6%25E5%2593%25AA%25E4%25BA%259B%25E7%259F%25A5%25E8%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF+Web%25E5%259F%25BA%25E6%259C%25AC%25E9%25A2%2598%25E5%259E%258B&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44953600/article/details/105399366
https://blog.csdn.net/weixin_44953600/category_10197485.html
https://www.jianshu.com/p/5fd1b624fd7a

F1RE-EA ARG H

(1) K4

(2) BREAAEE:
HE2RK-HTTP LK B

(1) KR4

(2) BAREAGEE:
3R K-GitJR G 2

JSEay
4K Z-Python€ di 5 B kb 3

(1) K4

(2) BAREH .
FESRE-PHPRIGH T (HE! ! 1)

(1) K4

(2) BiaEEaTE:
FORKK-XSSHH (EuiAm®)

(1) K4

(2) @A,
7 RK-BFwaf (WebR B 240

(1) K4

(2) BfkBAIaEE.
HFEAHK-SQLIEAN

(1) B4
(2) AARERALE.

BARR-E AL IRKEH
(1D B4:

o REREAMANITEE, BREARNEEMITFENL. HTTPIER, BHRETRSE, EAMEMEMELRKMIRG SRR
L,

o MRRBTTHE: BUEBANERAIR, W LRI RS E B R BKH AR, #ES TR,

(2) RixERARE:



1. BEENTIEDG
KN 25 A H YR O PREE 2 Ctrl+U

flag—BAEERER, ARREREMSH —4Khint (3R BE X EEHERKNER.
B H

e Bugku web2: http://123.206.87.240:8002/web2/

e Bugkuweb3: http://123.206.87.240:8002/web3/
2. RKZEHTTPE R
7] LA Hhacker, A B&ERT LS A,

e BugkuwebZAti$ GET: http://123.206.87.240:8002/get/
e Bugku web3fti$ POST: http://123.206.87.240:8002/post/
e Bugku miii—H /i IK: http://123.206.87.240:9001/test/ (iZMIF R LR T )

X =48 H H#ENT 853 hitps://blog.csdn.net/weixin_44953600/article/details/107331849

EBLAMBHAKITEPOSTES? AR E

> Fl pythonfii 4 !

3AHE WARBEERKZE
—ROXMEE, §—MAARNZBEERR T .

B2RAK-HTTPLAH X & H
(D) s

o FERBFMBKEHTTIPL.,
o BBITHE: ARAMKEERRKFAITE, EAMEATIE SR, A LR 5K R DA N 58S 5 M &R . H2

BRARA BRI S, RAB L WIFRLNEA. RS, T ESBRRRRRE 2 MIEZEERMT .
(2) A EBaHE.
1.5 F WMk

AR Rk B2 hint (3Bon) BEEE RRER, WA KRS ERIClagiE bk BaiR, HE2BEZRER WM LkEfag
R EH AL, FAKFERT.

[1 B A i =1l M FH I 4 Zs sl 4 BE T 4
H . X

IR, F0TE B /MK AR TE AN G R ~)

— (BT ERR T RABBEF RIS, &

o Bugku k%58 http://123.206.87.240:9009/hd.php——————— 41 fi#

28R L. PhikCookie
H W7 set-cookie. XFF#IReferer, B2 HVEBRIE, HIELBEE, HE %% WKERKLBERED B FEHLNZS Bk a3
T

L ik & By Cookie, HRIEME B ERMHT T
AT BUBUDSUte L, H5AFhEL B AR S S R HOF 4 2P 5 R


http://123.206.87.240:8002/web2/
http://123.206.87.240:8002/web3/
https://blog.csdn.net/weixin_44953600/article/details/107355388
http://123.206.87.240:8002/get/
http://123.206.87.240:8002/post/
https://blog.csdn.net/weixin_44953600/article/details/107331849
https://blog.csdn.net/weixin_44953600/article/details/107347997
http://123.206.87.240:9009/hd.php
https://blog.csdn.net/weixin_44953600/article/details/107360406

Bugku FEFF BA MM ¥E:  hitp:/123.206.87.240:8002/localhost/
Bugku & & R45: hitp://123.206.31.85:1003/
XCTF xff_referer: https://adworld.xctf.org.cn/task/answer?type=web&number=3&grade=0&id=5068

33 =30 Ve A

HIKK-GitIF g it 55 ?

ISE-
flag— EIRISI A /B, E0AREMAMRE S, FES—SRMIMR, WIXCTFALK Mmwikii.
WRIETT YK GitHack—H

XCTF mfw: https://adworld.xctf.org.cn/task/answer?type=web&number=3&grade=1&id=5002

PR S
F4K%K-Pythone di {5 B Ab#
CTF H#) Python I i 45— R IE & % i pythoniX [ TiE 5

(1) lfép%:

RRBE RS — A, WA SRS R — ST, BRI E R S5 R IR, WIRERIER A DGR B
flag

B A s i i8] — B AR A T B S AR AR, FrUA R BE S IIA . IR H B4 — AR 75 22 Elrequests FE

o fRBJT:: requestsfEFIBeautifulSoupERGEIER, BEZHMJLERHESINCRKINE, —BXBEEEH MBS M4
BT . EFELREXIBeautifulSoupIBGEE, HIMNEEE— & Hwebriimg (HTML) FI%1R.

(2) A @EH:

e Bugku &£ 11ZFHL: http://123.206.87.240:8002/qiumingshar/
I RB VAR T S 7% M
Pk 2 3 PostiE R H

BORR-PHPRMH T (EE! ! 1)
(1) B

RIEIHERERH, 2RBIRE, MELPHLAERLEEREE, FRMBRERENEARY Y —1.

fRRE Tk BARRERAES, ARSRERERLRKEPHPXIIES, T M L% I 2 BRI i R BRI 75 vk
%o

(2) RS AEHE:
1.hashin % H % :

PHP 5525 B hashH. &
XREAREE T REMPEE T, WHEE L.


http://123.206.87.240:8002/localhost/
http://123.206.31.85:1003/
https://adworld.xctf.org.cn/task/answer?type=web&number=3&grade=0&id=5068
https://blog.csdn.net/weixin_44953600/article/details/107515973
https://adworld.xctf.org.cn/task/answer?type=web&number=3&grade=1&id=5002
https://www.restran.net/2018/10/29/ctf-python-vulnerability-notes/
http://123.206.87.240:8002/qiumingshan/
https://blog.csdn.net/weixin_44953600/article/details/107930323

JARYARD :

if(md5($a) == md5($b)) { [/ ER ==
echo $flag;
}
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$p = $_GET['p'];
if (preg_match('/[0-9a-zA-Z]1{2}/',%p) === 1) {
echo 'False';
} else {
$pp = trim(base64_decode($p));
if ($pp === 'flag.php') {

echo 'success';

}

?>
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<?php

include'flag.php';

if(isset($_GET['code'])){
$code=$_GET[ 'code'];
if(strlen($code)>50){
die("Too Long.");
)
if(preg_match("/[A-Za-z0-9_]+/",$code)){
die("Not Allowed.");

)

@eval($code); // @eval: FEFEHHEBRACIIHAT
telse{

highlight_file(_ FILE_ );

}
//8hint = "php function getFlag() to get flag";

//RFEE, BEILBNIHIrgetFlag() &4, LR H SHEHREX LE, fHeeval () HiT.

?>
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for i in chrl :

for j in chr2 :

print(i + 'xor' + j + '=' + (chr(ord(i) ~ ord(3j))))
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<?php

if(isset($_GET['code'])){
$code=$_GET|[ 'code'];
if(strlen($code)>50){
die("Too Long.");
)
if(preg_match("/[A-Za-2z0-9_%$]+/",%code)){
die("Not Allowed.");
)
@eval($code);
telse{
highlight_file(_ FILE_ );
)
//flag in /

?>
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<?php
error_reporting(0);
if (isset($_GET['file'])) {
if($_GET['file'] === "flag"){
highlight_file("flag.php");
telse{
$page = $_GET['file'];
¥
} else {

$page = "./flag.php”;
}

assert("file_exists('$page')");
?>
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