Deep Learning Applied to Steganalysis of Digital Images:

A Systematic Review FE ¥ I EHFEBRE 2+ KM
H: RG%R

CVIiRETH F 2021-10-30 17:45:40 KA 347 o 3

W EIRAE: python HENALYN H ARG RS

FRAUE B AR E RGN, #IE_CC 4.0 BY-SA MM, HEEMH BRSO s M A S B .
ACEERE: https://blog.csdn.net/wangsanNOL OVE /article/details/121052537

FERAX

Deep Learning Applied to Steganalysis of Digital Images: A Systematic
Review (REZIEHFRGRESHHRMNE: RAELZR)

W=

B SR A H S RBERER N R A, BRI EEEE, NN U %R MRE AR BB ET A
. BRESITHATHEHABRSARENEREES: XEE B RS ERFERB M EES, Pl BE. WS SR
AR, L, REMTSABEDHLHNE, F—MBREHEATRNEGE BB RMEAERS2EE (Ensemble
Classifiers) Bt #FHEHL ( Support Vector Machines) #4742, HER, HEEINEBEESKEXH MNMEEM BEL—I B3
R Sy B B 75 VL ORI RE, RIS T RIFIIRR . AR T IEERFIFHREZEIBARBITRE SR . XERARMLS
REZEAME (JPEG) SN THEATE (FHERSEHBMFEERE (Rich Models with Ensemble Classifiers) ) 3k
BER. B2014F LR, HRANRFEHERMHEMNE RFUX—RRE, ERAEMEREWMER, igm E—RESE
(WOW. S-UNW ARD. HUGO. J-UNW ARD%) e 5EGKRME. WAZY, EENATRE S, HilEARZRIE
H, B HECN IR R RS NS NT RN RURIGEB K 8 .

*5

RERRKEESRBER T2 EEH (BB, FAENRSD o+, EMRESHMITEREE. MR IX BRI E —#SC T E
BWEEFERD SENR. A NMREMR T NnREERHER, E5HERTITEANRTE, IEFERASELR
B, WASSIRNEE. AN ESERAEKARE. U, ATHEGBNERSEARLENER, MIAEESRE, REHEEE
L. B—F, MIAREE LKXT, BmREEEE, AT UEZRBEARLEREE. £58 ZKEF K806, &
ERRNRGRE —FE BAMBEE, RSN —MENIRE, RREER UER AT N PRI S5
B Flmn, TET LR UREEHEENEMR A 1], XFEARCERAREE SRS ANER BRI E, BN SoRER
AEFMEAN R, FRBEREEOERRE TR HRNEANTERGNLRE, KhaEmalm, Zmemss), i
N7 B R A BRI R 235 B . I REveil NAlice MBobZ B 32 HeHITH B AT BE, Wk AN 78 ¥ IX L59H B Bk Wie (4
Ao

TR E A BB A TSR AR ST, (R A D £ B K 7 P DA — R B B T R BB ARSI A B B, B
R M AT R PR bt B B R 0 R TR (4], B BR T b, JOTUROR B2 0P - L 3 BT MR 77 1R
Bl MITEAN, BSAREE T LURFIREE AR5 T 0BG .


https://blog.csdn.net/wangsanNOLOVE
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E8%25AE%25A1%25E7%25AE%2597%25E6%259C%25BA%25E8%25A7%2586%25E8%25A7%2589&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%259B%25AE%25E6%25A0%2587%25E6%25A3%2580%25E6%25B5%258B&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B7%25B1%25E5%25BA%25A6%25E5%25AD%25A6%25E4%25B9%25A0&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/wangsanNOLOVE/article/details/121052537

RERTCUNFENGIR TR : ZEEHE . NEAERE, REEENRREERSEANRTERMMEGRELER. L
b B A B — 05 R 8 i BB E e MR R I BRARE AL (LSB) REIAJEE[5], [6]. HEl, FREARRHEN K,
WER Y, EEETEGNAZ, UEERS R ERN M XE5IAEE . 28R EHREEZHUGO[7]. HILL[S].
MiPOD[9]. S-UNIWARD[10]f1WOWI[11]. El1E/R T {#HS-UNIW ARDH %, ZERMAE (RAERMEE) AOKERLT,
KEESEBEREIREENHEEGHITIR. SEERML (bpp) - EERKAN, RTEGPHMESR, BLHEENREE
B

Image Cover
]

Image Stego

FIGURE 1. Example of embedding a message with the 5- UNMARD,;!;‘FMPQ usmﬁ a pnr F
of. 4 bpp. Image taken from BOSSBase V1.01 [12). 1821

BREMAMER R (PEG-BEREERA R#ETRER, wEBRKZETHR (DCD . BHDEZHKR (DWD MFRHE
5 (SVD) , P XUeEIEM3|H AT TR, JPEGREIDAN. H#ACHNH A I T DCTH B R R R & 4 B B &
MEREEER. FTAZHRMEL RBEEER, DMEEIJPEGHFHAHELE, NMEARTEER . Z8EHFHRSHEE
R J-UNIWARD[10]. F5[14]. UED[15}#I UERD[16].

REMTEFBERNEEREGERBIEE. N34, MERERMBEITEESHMSERITTERANBERE. BRERER L5
HNHEANH B B—BEEFHRIUFE, HPERAEEER (RM) RETERESRENT7]. FoMBEETES> LR (BBE
BRE) , HPEEFHERSESE (EC) 18] ZFRENL (SVM) [19]802 Mm% (perceptrons) [20]. HFHRE2> (DL)
RIFERLAESRT (GPU) [22]M#E5, AR SR XER RN HFRERMBRE S, DIREEFHERS RGN
E, ¥DLATRS SN, FERBNEBEMSRER —EHTH—, FRRLSE, AT T FIRERRGI K S Z A
HH[17]. B2BRTRE ST —REH, HPFIHRIUFE (W) MRS MTEHREN TR R SE R .



First Step Second Step
e |

Machine Learning f I8 1

Process e T Tttt ittt ¥ ettt ittt

i Input : : 15 :
Co-ocurrences or i Ensemble classifiers : Two
lmazgse{l?ixels::f—* Computing residuals —'—v—!-. histograme —U—:- ot E Steps

/ :"'""'"""'""'""'""'E"E""""'""'""""""_"'E'E'"'""'"""""""""":

| Pre-processing | Feature il Classification

P representation @ :

; P Convolutional Layers Clasification Module | !
input | | Image processing layer i Comolution 1 | [Fulveannecied Gne
h‘nage{Pineh} Fi [ e — {_' ye [ P

SEENIBR : + Fixed filter 1x5x5 i e H '

: + SAM Filters 30x5x5 : | ) o :

Deep Learning i . Caonvolution N -: Softmax layer

Process : i :

Y
Only Step

FIGURE 2. Steganalysis based on manual extraction of characteristics (top side) and shgln:lrsls hlud D;I_d!ﬂfp learning

techniques (bottom side). C5DN @wangsanMNO
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FIGURE 6. Most used CNNs architectures [25], [27], [38], [40], [51]. The data inside the boxes have the following structure: Number of kernels x (height x
width x number of feature maps as input). The data outside the box has the following structure: Number of feature maps x (he|gl1t x \mdth) If the
Stride or Padding is not specified, Stride =1 and Padding =0 are assumed. --
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