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® Load a new file x

Load file F:\Temp're.exe as

Portable executable for 80386 (PE) [pe.dll]
MS-DOS executable (EXE) [dos.dll]
Binary file

Processor tiype

NetaPC (disassenble all cpcodes) [metapc] - Set
tnalvsis
Loading segment O0x00000000 Kernel c¢ptions 1 Eernel options 2
Enabled
Loading offset Ox00000000 Indicator enabled Brocessor options
Options
Loading options [ ]Load resources
Fill sezment zaps [] Rename DLL entries
Create sezments [] Manual load
D Create FLAT group Create lmports segment

Load as code segment

Cancel Eelp
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1. IDA view: AL ZAE S HIACHS B AE R B .

2. Hexview: ARG BATHIE AR

3. exports: SHEHERE O

import: S ANBRERE O

names: B SH & F5F

functions: FEA KB A R B & M

strings: FREBERRE N, SFIHBEFHRIE 7R/
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Library function Ml Regular function Ml Instruction | Data [l Unexplored  External symbol
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for & tolf fn  ecr
all

32. 7% (-1763,-216) (512, 204) 00001091 00401091: sub 401090+ (Synchronized with Hex View-1)

A P RE A 3 B b B R — AN R B I IR AR, W BB "CTRL + AR 57 R4 B Bm IR/ . BXF KB Bk 5 2% 1 iR 3
AR SR ETEARERAR A ZREL, S AT DUEE IDAZE B E TERRINT AR ERSRE DR EMREEFNERX .

[FME B A SR W VR VT e A 7 IR AL, 2 UK B AR T SR L b A% (img-05TnQrYe-1572424879650)
(https://i.loli.net/2019/02/20/5c6d2eb7{17fc.png)]
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104 View-4 [ Pseudocode—a B @ Hex View-1 B Structures B E Eru

13

14| memset(&string, @, Bx104u);
15| v1e = @;

16 if ( a2 == 16 )

17 {

18 DestroyWindow(hWnd);
19 PostQuitMessage(@);

20| ¥

21 else if ( a2 == 273 )

22| {

23 if ( a3 == 1008 )

24 {

25 GetDlgItemTextA(hlWnd, 1002, &String, 260);

TA ctmTlanlBC+rinah -



e R I =
27 if ( strlen(&String) > 6 )

28 ExitProcess(@);

29 v10 = atoi(&String) + 1;

30 if (w10 == 123 && v12 == 120 && v14 == 122 && v13 == 121 )
31 {

32 strepy(Text, "flag");

33 memset (&7, @, @xFCu);

34 v8 = @;

35 vl = @;

36 _itoa(vlie, &5, 10);

37 strecat(Text, "{");

38 strecat(Text, &v5);

39 strecat(Text, " ");

40 strcat(Text, "Buffir Ovirf|ow");

41 strecat(Text, "}");

42 MessageBoxA(@, Text, "well done", @);
43 ¥

44 SetTimer(hlind, 1u, @x3E8u, TimerFunc);
45 }

46 if ( a3 == 1001 )

00001090 sub_401090:13 (401090}

X IEIE Rt D ARAD, J5 (A P ERE MR AT, KRBT ¥ TREM M, FEEABLCRREER LS.
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struction Data Dnexplored External symbol
ID& View—4 [ Pseudocode—4 (] 2] Hex view-1 [ Structures [ H Enums B Inports B = Exports [1x]
" | Name Address Ordinal

00401880 [nain ent--

Exports B HN SHEHE D , I THEBAXMFRFIE FHEY, HEAXGEFRERS, REMEASTTUERESHE
HIIRPERBA O RE.

j— =l i ¥ ASW [ =l 1 oSS dE == = usAa VLS L e L= [ER PRy P P P R ) ) L=
“~ |l Address Ordinal Name Library

Q04241 40C 'x1tProcess EBEENELZ2
w=| 00424180 Sleen KEEENELZ2
'+§ n04z41EB4 FlushFileBuffers EERNEL3Z
l*g 00428188 SetStdHandle KEEENELZ2
I*g 004281EC SetFilePointer KERNEL32
l*g 0042810 LCMapStringy¥ KEEENELZ2
I*g 004281C4 LCNMapStringd KERNEL32
l*g 00428108 HeapReillaoc KEEENELZ2
I*g 004281CC Virtualalloc KERNEL32
l*g 00424100 Heapslloc KERNEL32
'*g 00428104 GetModul eHandled EERNEL3Z
'+§ 00424108 GetStartupInfoh KERNEL32
'*g o042410C GetCommandLines EERNEL3Z
I*g 004241E0 GetVersion KERNEL32
l*g 0042814 DebugBreak KEEENELZ2
I*g 004241E8 GetStdHandle KERNEL32
l*g 004281EC ¥riteFile KEEENELZ2
'+§ O04Z2481F0 InterlockedDecremnent EERNEL3Z
'*g 004248174 CutputDebugStringd KEENEL3Z
'+§ O04Z241F8 GetProcaddress EERNEL3Z
l*g 004281FC LoadLibrarva KEEENELZ2
ME| 00424200 InterlockedIncrement EERNEL3Z



00428204
00428208
00428 20C
O0428210
o042az14
O0428218
o042821C
00428220
o042az24
00428228
00428 22C
00428230

GetModul eFileNamed
TerminateProcess
GetCurrentProcess
UnhandledExceptionFil ter
FreeEnvirormentStringsa
FreeEnviromment3tringsW
WideCharToMul tiBvte
GetEnvirommentStrings
GetEnvirommentStringsy
SetHandl eCount
GetFileType
GetEnvirommentVariabled

KFERNEL3Z
EERNEL3Z
KFERNEL3Z
EERNEL3Z
KFERNEL3Z
EERNEL3Z
KFERNEL3Z
EERNEL3Z
KFERNEL3Z
EERNEL3Z
KFERNEL3Z
EERNEL3Z

Line 1 of 59

Imports B FNSAREE O, BELFHEESITH Z #5504 S AR FTE R
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Structures HH, EAWHE, DASEHENRECEUELY RE, WEKRENSHCREMNERFHYNFILEER. E
LRSI L E SBEIDATE BRI M EHE LW, WHREEAF B AW AFEHRE, HiEdE 5wk, T
PATE Structures@ O B —AN B Xtk , RIERXT RN EEIE BT RZE R, HEBSEMST. W TFER

N structures@ O HFI H I — e iREESE AR QIR G Mk . TERIRLEWIRIE, W UAE R EN A ZEWANEHEbEL, FHALT +
QiRfESESH GIEI B E XAk, B2 A& KETTULS I (IDA ProfUsifias %2k ) MIZE8HE.

ruction Data Tnexplored External svmbol

ID4 View-4 [ Pseudocode—a [ @ Hex View-1 [ Structures [ E Erums B8 B
3 Ins/Del/Ctrl-E: create/delete/edit enumeration types
5 N/CErl-N : create/edit a symbolic constant
;U : delete a symbolic constant
;o or o : set a comment for the current item

For bitfields the line prefixes display the bitmask

Enums & O, WZEEOS5EMEEORM, HFPFEERCEIEE 8 XS, T EF=NEnums & O 51 H i — i i
RENEBA K,
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B,
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Function name

TimerFunc
DialogFunc
¥YinNain(x, x, x, )
_¥inNain®l6_0
sub_401090
sub_401390
__chkesp
_strcpy
_strcat

_atol

_atoil
__atolf4d
_strlen
_memset
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SLar L

__amsg_exit

_fast _error_exit
sub_401440
__CrtSetReportMode
__Crt3etReportFile
__CrtDbgReport
_CrtMessazeWindow
__isctype
__allmul

__cinit

_exit

__exit

__cexit

¢ exit

_doexit

__Initterm
__XcptFilter
_xzcptlockup
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Line 3 of 197

functions & I T IDARGIHKFTA R, WEERHxE, RICHE DB BIEERETERESEMIEAE, Foi
AR AP REE PRE e fr B T 2 R A

Output window

Type library ‘veowin' loaded. Applying types...

Types applied to @ names.

Using FLIRT signature: Microsoft VisualC 2-14/net runtime
Using FLIRT signature: MFC 3.1-14.@ 32bit

Propagating type information...

Function argument information has been propagated
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O save database x
IDA will save all changes to the disk.
() Don’ t pack database

@ Pack database (Etore)
() Pack database (Deflate)

[ ]cellect zarhaze
L] DOW’ T SAVE the database

| 0K || Cancel || Help |

#5/0)3% Pack database (Store) , 2¥Z B2 HTitFE A A B K DU AN B8 B 244 SR 3T B AE R —ANidbSeftr, - BLMIBR U /S 0 2

B, FREFRTOE ZSV SR Ridb S, SEBER. £ T IRESESITZ SR T LEEHIDAFT % idb3eft .

YA P ANEERESIERER, T LAA1E DON’T SAVE the database MBI, ILETAARSMHER TUAN SR BE AR A SO A, (B S 4E p ki E
% idb3efk .
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ALT+T R FFF 8B (LA R)

ALT+L :#ric(Lable)

ALT+M 1% B ARZE (mark)

ALT+G B # R AR B A 4 ik

ALT+Enter Bk BF M E D

Alt+B PREESRF TR TS FW )T, EEES P e ] LA R # Kopcode
CTRL+M 5128 24 BT S LB AR 2

CTRL+S F28 H —HEHITR 7 BB T AR bk . S5 Rk, BUREE R
Fo A TRREF (L IDAEZERERS T HK)

F5 24— AN R BOH ) H R (4 B th AR A)

G B 245 & Hu ik

A KR RIS B 5 e BAS I il mT e M BR R K 7 B )
X(ctrl+X) : ZXEIH ZEEIT ODH R [l i #

N X RF 5 E b
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P Bl R B

T T G R R

M BB R E B

Yy RERERA

H B #1633 il
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