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# coding=utf-8
import base64

def hexToStr(message):
cipertext = message
i=20
plaintext = ""

while i < len(cipertext) - 1:
plaintext += chr(int(cipertext[i:i + 2], 16))
i+=2

return plaintext
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"523156615245644E536C564856544E565130354B553064524D6C524E546B4A56535655795645644F5530524857544A4553553943566
B644A4D6C524E546C7052523155795645744F536(5248515670555330354452456456576B524854554A585231457956554E4F51305A4
855544E4553303153566B64424D6C524A546B7058527A525A5245744F576C5A4854544A5554553554513063304E46524C54564A56523
16B795255744F51305A4856544E5554564661566B6C464D6B5252546B70595231557A5245394E516C5A4856544A555355354B566B644
E5756524E5455705752316B7A5255564F55305248566B465553564A4356306C4E4D6C524E546B4A565231557952453152556C564A565
44A455555354B5530644E5756525054554A56523030795645314F516C5A4857544A4553303143566B64464D305648546B744352314A4
25645744F576C5A4855544A4651303543566B64564D6B524854554A555230557A52454E4F536C644855544A5554553543566B645A4D6
B564A546C4E445231566152456C52576C5A4855544A5553303544516B64564D6C524C54564A55523045795245314F556C4A4856544E4
55355354B56556C564D6B564E546B70535230315A52457452536C564951544A555455354B565564535156524A54564A5752304579564
56C4E576C46485454525553303143566B6446576C564A54544A46"

= hexToStr(data)

= base64.b64decode(a)

= base64.b32decode(b)

hexToStr(c)

= base64.b64decode(d)

= base64.b32decode(e)

= hexToStr(f)

print g
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840 solves
ARSEESINSENISCC, XZEAH, ARSESET —HENBETE, (REEXETE?
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_| 1s€C.png | isccjpg | WhatlsThat.png | 1SCC-MISCO2zip  1SCC-MISCO2 (1).zip

Qffset o1 2 3 4 5 & 7 g &8 » B C D E F
00000000 50 485 03 04 14 00 00 OB 08 00 4E A0 03 4% 91 03
QQO000l10 | EE BS 11 00 00 0O OF Q0 00 08 00 00 00 &6 &C
00000020 6l 67 2ZE 74 78 T4 2B 4B 2B 28 C3 2A CA 4B 2D 2Aa
QQoooo30 48 A4 2ZA 4B 2C 01 00 50 4B 01 02 3F 00 14 00 07
00000040 EE.GB 00 4E AD 0B 4% 91 08 EE BS 11 00 00 00 OF
QQooo0s0 Q0 00 00 OB 00 24 00 OO 0O Q0O QOO 00 QO 20 00 0O
00000060 00 00 00 00 00 66 &C €1 &7 2E 74 78 T4 0OA 00 20
QQooooTo Q0 00 00 00 00 01 00 18 OO0 13 28 DO BA &C F1 D1
00000080 01 30 41 FR B3 6C F1 D1 01 30 41 F&A B3 &C F1 D1
QQoooos0 01 50 4B 05 06 0O 00 OO 0O Ol OO 01 QO 5& Q0 QO
00000040 00 37 00 00 00 00 00

RIS (hind TH—T) , EFHEAI07 0800 08, 1R7F

IEHATIT B K file

| flag.ext - iB=E

TR $RH|(E) B0
ppirnerphzvat

=5V %

SedL R

vippjmerpbzvat
weqgksofsqcawbu

xhrritpgtrdbxev
yissmughusecydw
Zjttnvrivtfdzex
akuuowsjwugeafy
blvvpxtkxvhibgz
cmwwqyulywigcha
dnxxrzvimzxjhdib
eoyysawnaykiejc
fpzzbxobzjfkd
gqaaucypcamkgle
hrbbvdzqdbnlhmf
isccwearecoming
jtddxfbsfdpnjoh
kueeygetgeqokpi
Ivitzhduhfiplqj
mweggaievigsqnrk
nxhhbjfiwjhtrns]
oyiickgxkiusotm
pzjjdhyljvtpun
gakkemizmkwuqvo
rblifijanixvrwp
scmmgokbomywsxq
tdnnhplepnzxtyr
ueooigmdqoayuzs

A Ew— TR F lag. ctf. iscc, #Flisccwearecoming, iy A\ B A]
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s
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0x09 H 7% 3

HFEL
50

623 solves

XEEMEEENlag, BIE MEXEHTE, BEE!

Flag
7 3 R R R AT
# coding=utf-8
import binascii
print binascii.unhexlify("69742773206561737921")
0x0A #RE ZIPs
HREZIPs
300
281 solves

AZITITGbEZEES NS ENISCC, EHmE—&bES, {ReEfEbESEITHERD?
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Flag
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E tips.xt *
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Advanced Archive Password Recovery $iHER:

SO 3,803,718,881

S5t 3m 565 341ims

PEERE (S A 16,094,198

EA RO 183803718888

+7=it O 4 313838303337313838 33 38
b1 27%... v s

REFE R, FTTEE

I E——
Bizp-

= tips.tet *

RIEEA Mips.txt, RIF7E3.zip B H O & f#tips.txt T Al R 7E2.Zip EEER XA, WEHCRCKILAZ —F

1, FRBCH G E—

i LS. o o BT 2hRH

IEF) tRE(R)  EEEI(H)
G ¥ r : b =~
.8 A & % e @ 0
i1 FHg! Bl E£000 HE #EAD =t plitu
DNEERY ZIP/RARJACE/ARD 37 14 i ea
& Erginixs! 4
Advanced Archive Password Recovery S5 HER:
EiOs nfa
ST [ [on26m 38s d87ms |
RO A nfa
pgpals:pImEy ZIC@t#fE12 sl
R W 55214340 742366 24 3132 e
b 8. v e
2018]5/23 13:15:58 - BA % Tk 2 FL G ,\
2018/5/23 15:42:36 - INEEAERIEE!
2018/5/23 15:42:35 - OS2 RETHIES!
2018/5/23 15:42:36 - 'TIC@EE12 B S —1-Aam 0% v
SHaH%: nfa PLIRE: nfa
2 HAHE: 2h 26m 38s bl SRl 10h 14m 55

BB IEAE AT, SR ERHTEIOS i 10 1=F5)
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REE=E,

=1
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-BlEzip 1zip

Offset o 1 2 3 4 5 6 7 & 8 A B C D E F
00000000 |50 4B 03 04 14 00 00 OF OB 00 8B 70 OC 4B 8D 48
00000010 |A1 25 1500 00 00 17 00 00 00 08 00 Q0 00 66 6C
00000020 |61 67 2E 74 78 74 F3 OC 76 76 8E 57 OC S8E CF &D
00000030 | 8C 4F 4B 2C CB 2F 32 2C 49 8D 77 OE 71 03 00 50
00000040 | 4B 01 02 3F 00 14 00 05 08 08 00 8B 70 OC 4B 8D
00000050 |38 AL 28 15 00 00 G0 17 00 00 00 08 00 24 00 00
00000060 |00 OO0 OO OO OO0 20 00 OO OO OO OO OO0 00 €6 &C €1
00000070 |67 2E 74 78 74 OA 00 20 00 00 00 00 00 Ol 00 18 | g
00000080 |00 BF BF 7D D6 30 13 D3 Ol 26 89 6B AE 30 13 D3
00000090 |01 26 89 6B AE 30 13 D3 Ol 50 4B 05 06 00 00 00
000000R0 |00 00 00 Ol 00 S& 00 00 00 3F 00 00 00 00 00

Laal

SIS I = I TR

0524 00RPH], fi#/E tHflag.txt
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ECEREF A/
50
1653 solves

RERSE LRESFATE T
BN http:/118.190.152.202:8014/

Flag
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&< = | @ lab1.xseclab.com/base10 Ok

HOgE W BE G Google [ 192.1688.6.
| | 1B

HFANT!

ZRMWFAEMR, HERKIEZEFER, FRREEEES, FBREV

7.36 (KHTML, like Gecko) Chrome/66.8.3359.139 Safarif537.36

¥ Form Data WiEW source view URL encoded
v 999

1 requests | 424 B transferred | Finish: 2.

I
2R E—Mhitpi# R

# coding=utf-8
nport requests

url = "http:/lab1 xseclab.conybase10_0b4e4866096913ac9c3a2272dde27215/index.php"
payload = {
V' "9999"
}
1 = requests.post(url, data=payload)
print r.content

99991 £ T, BAFE T key

0x02 webl
web01
50
1086 solves
ga B Hbht hitp://118.190.152.202:8003/
Flag

TIT bk Blphpik 5



< C | ® 118.190.152.202:8003
i OmE & =& G Google [1 192.168670:899% @
<*php

highlight file( 2.php™};
$flag=" [Frkkbskdbrbhrsk]’

if (izzet($ GET[ password 1} 1
if (stremp (§_GET[ pazsword’], $flag) == 0)
die (" Flag: °.3§flag);
elze
print ~Tmwalid password”;

get—passwordfI S5, WRXAMER lag—#F, iR [E flag

X B MR phpda R A S H, HEALpassword[]RI AT

# coding=utf-8

nport requests

url = "httpz/118.190.152.202:8003/"
payload = {
"password[]" "1"

}
1 = requests.get(url, params=payload)
print r.content

0x03 A Hh 1) 55 =%

ARHEAYIFER
100
1417 solves
BRI T SR NI RYERRN, AR T — 80130, BEISNEEDERIIHEALE IR aFNAEGE, TR OERNT-

BuLXNESAY N \ERRRItATERA, o/ \ARATERIE/)IBMAI80 1 3in O RRISEE T 2= (key)? (EXE)
FEHENL http://118.190.152.202:8013/

Flag

T FF 9 T2 25 YEARAD B AT
0x05 — VI H R E K



—YEREER

100
806 solves
FEE = T
=Bkt http:/118.190.152.202:8009/
Flag
FTHF ML

(5 C | @ 118.190.152.202:8009

AR W 5F G Google [ 192.168.6.

flag is here

WEERL RSN, BEKEH, WEEH, BAXHEEMNT, H—Rindexphp.txt, 2R
118.190.152.203:8009/ndex.php. txt

& C | ® 118.190.152.202:8009/index.php.txt
AR W B5F G Google [ 192.168.6.70:8090, |
<“php

include “flag.php”;

if (§_SERVER["REGUEST_METHID"] != "POST™)
die("flag iz here”) ;

if {lizzet($_POST["flag”]) )
die (5_403);

foreach (§_GET as 3k => $v {
$k = B,

1

foreach (§_POST as $k => $wi
Bk = B

1

if { $_POST["flag”] '= $flag )
die ($_403);

echo "flag: . $flag . "
die ($_2007 ;

T

b, XEAMgetpostE & ERKIT R(postETFR, getfiZH), MfaghBm 200, &JFREIKS 20052 MK T $flag, Hik
JRERMANE, xR~ EEREUEK



# coding=utf-8
inmport requests

url = "httpz//118.190.152.202:8009?_200=flag"

payload = {
g": "1 "

}

1 = requests. post(url, data=payload)

print r.content

0x07 web2
web02
100

8§24 solves

R http://118.190.152.202:8004/

Flag

TIT /R H ik 327

€  C © 118.190.152.202:8004
B @R % BE G Google [1 192168.670:899% @ TEES

R {FRYPFEEMip!

Seth¥ip, ZikBEMheaderk, £iF2 KR, header JCLIENT-IP

Reverse
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RSA256

100
590 solves
RSA
B TE
Flag

XIEBAHIDA, FrAA /A thaefi-0-
KRR IEAKRSAE R, THRMEEER

~

=R

[ ] encrypted.messagel
[ ] encrypted.message2
[] encrypted.message3
[ public.key

MET—TF, B—DAH, RE=AEL, RAERMNERWAMATLUT

n=98432079271513130981267919056149161631892822707167177858831841699521774310891

WidnsieveBLthp, q. ZFAREY], BN ORI B X g



# -*- coding: utf-8 -*-
import rsa
from Crypto.PublicKey import RSA

def creatprivatekey(p, q, e):
WH#Ep,q, eEld, )5 HHRAEBRL KA
:param p:
:param q:
:param e:
treturn:

keypair = RSA.generate(1024)

keypair.p = p
keypair.q = q
keypair.e = e

keypair.n
Qn = long((keypair.p - 1) * (keypair.q - 1))

keypair.p * keypair.q

i=1
while True:
x = (Qn * i) + 1
if x % keypair.e == 0:
keypair.d = x / keypair.e
break
i+=1

private = open('D:\\YQworckspace\\CTF\\RSA\\private.pem', 'w')
private.write(keypair.exportKey())
private.close()

p = 302825536744096741518546212761194311477
g = 325045504186436346209877301320131277983
e = 65537

creatprivatekey(p, q, e)

with open('private.pem', 'r') as privatefile:
p = privatefile.read()
privkey = rsa.PrivateKey.load_pkcsl(p)

filel = open("C:\\Users\\fuzhi\\Desktop\\fujian\\encrypted.message3",
message = filel.read()

plaintext= rsa.decrypt(message, privkey)

print plaintex

r

)



3R T https://www.cnblogs.com/semishigure/p/9013131.html
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