ISCC2014 Basic (ZEREX) Writeup

RickGray o F 2014-06-14 23:5538 K Aii O 3432 ﬁ )
SREH: CTFAL XERE: BA
RS AR SCATERAISCE, #AE CC 4.0 BY-SA AU, FEIEM LESCH s EMAE Y.

ASCEEEE: httpsy/blog.csdn.net/i0 13565525 /article/details/30227723
WAL

CTF4isE £4 AL

10 /& 3CE 03T
ITREE

BE—XRZMISCC GHFF) , BAERTRIERZER T AL, B T AL EABREHKEAR.
TH% i BasicHI R 2R, HHAX, EERFAET -)

0x00 =3 #fii& Score: 50

K, fEw. WEMEZA R, AMRZAH, EMRZE, EBfaZiE. Ih17E TP R E s g
WICT —AMERR. ARAEIR H BRGRAE XA S P S A ?

B #AXEREEHLAEESE, REATips: hello,guess where is the key???”, RKifEfirebug B —FEIEHE, 7EHtpmi Bk
HiR Flflag.

= GET index.php 200 0K script.isce.org.cn 338 202.204.80.166:3
IEE wWE HTML Z2F
HEL LB

Connection close
Content-Type text/html
Date Fri, 02 May 2014 14:11:29 GMT
—-—-* Key Welcome—to—ISCC
Seryer nginx/1 4 6 (Ubuntu)
Via 1.0 wwe isclab.ore (squid/s. 1.10)
X-Cache WISS from wwe. isclab. org
X-Cache-Lookup MISS from wew isclab. org:80
X-Powered-By FHP/5. 5. 9-lubuntud
HRLEE
Accept text/html, application/xhtml+xml, applicetion/zml;q=0.9, %/%;q=0. &
Accept-Encoding ezip, deflate
Accept-Language =zh-cn, zh;q=0. 8 en—us;q=0. 3. enig=0. 3
Connection keep-alive
Host =cript. iscc.org.cn
Referer http://wsw. isce.ore. cnfchallenges/2014/basic/basic0l;
User-Agent Mczills/5.0 (Windows NT 6.1; WOWS4; xv:2B.0) Gecko/20100101 Firefox/28.0

flag: Welcome-to-ISCC

0x01 &2 &% Score: 50

MpmeE, afsAsE Arnmc, B4 AEAme, SRRsE. TFFETIRELER T REMS
L4545 424545454542 454542 42 424542 424545, YRBEMEE RLIASC, B0 C ARG ?

Bk WBEFEARX, TUUE BB PN E45M42, X NasciiFfFa"- ", i 82 BEHE, KXt
ERE - - . - - RN MWGGERKY, #RRER, Rathix, BfE, S2dfadsE, aduism
B|HISCISCCANS”, BUN/NERAZ, .


https://blog.csdn.net/u013565525
https://blog.csdn.net/u013565525/category_2172545.html
https://so.csdn.net/so/search/s.do?q=%25E6%258A%2580%25E6%259C%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/u013565525/article/details/30227723
https://blog.csdn.net/u013565525/category_2172545.html

flag: isccans

0x02 1k ¥4 Score: 50
AEEZ AT AZHE, FHEZATLEMIBEZER, RIBEE.

IEMFRIE AT EAR IR A7 — T A", 7 7 B SR> 8 IR B0 T AR IR . 0 X BRI Rk
X, BEEERTMH4EE? EURELWT

\bw{3}(?<x>\.)[xyZ](?<3>0)(?<2>u)t\k<2>[bc][de]\k<x>c\3mVwatch\?
V\=5x1vNTjbwcs\&list\=PL3ZQ5CpNulQm1cXMJ5M6tX305vyXnCYFd\b

RN AR Rflag

BEE: fEAPERR, RAERNENRREER LK, HEAEALEHZ A url, @EidgooglelE N4 5>
(PL3ZQ5CpNulQm1cXMJ5M6tX305vyXnCYFd) ] PAKIIE i% 1E ) & — ™Y outube A1 A% ) 1
hk-http://iwww.youtube.com/watch?v=5x1vNTjbwcs&list=PL3ZQ5CpNulQm1cXMJ5M6tX305vyXnCYFd, F =&
TR zdl, RWPARERIF . (ps: DEBIFIRBOLBER R, BERR, ERIIFENZ TANTEH, &
BRI EXBERSA 4, ERARD

€ il ' @ wwwyoutube.com/watch?v=5x1vNTjbwesAlist=PL3ZQSCpNulQm1cXMISMEEX305vyXnCYFd @ |

YoulD)

ACTION NEws [ CHIE
1

FIPW T,

BREAKING NEWS | 3 - -

TSUNAMI WARNING TRIGGERED BY 8.2 EARTHQUAKE Iwﬂ
\ e

—p- Chile hit by an 8.2 magnitude earthguake

ABC Ac ABC Action News - 19,368 3187
2 3,058
% = o, HEEe e FyE] = I N

flag: Chilehit by an 8.2 magnitude earthquake

0x03 # % & Score: 50
INFHE: “REEEZRE, DEATHE, 2THmESEE, ATEMETHEE. 7


http://www.youtube.com/watch?v=5x1vNTjbwcs&list=PL3ZQ5CpNulQm1cXMJ5M6tX3O5vyXnCYFd

WA (Windows exploitation in 2013) , & B K —HKPET BSMLIBER KK, IREEWEIIER, RIIXHK
B4 7 ?

B EHET MU, RWITH, KAREL --RERLEAER/ME , 2R—0)E, KRAXERBED
Process Explorer Tool, #% 2, #ix. REKAXEFHKERFHFENMNREBRAIREA LT, TREM
google. baidu#, KILT T HIIXABEIEMNUE- » RWTANZ, KINETE HE
R IR A%-CFF Explorer, BIhidz .

B

3, 0FH 22 DF 20| OPENS S2AD 7| 220 AIE ECHAM heroes.exe T'HS BHF .

s’ CFF Explorer VI
File Seftings 7

S

flag: CFFExplorer

0x04 $5 4 K% % Score: 50

INTHE: “NEZRKE, WMZEL, NS, whemiEsd, £4, 8, & SAZus, 250
WRAMZ . "BATIRBIHTT WEREIRED] T REFRIES, EREABHH, B/ HE S H IR A HE I
i, FRZ (AH/ER) -

MOV AX,CS

MOV DS,AX

MOV ES,AX

MOV CX,0020H

MOV DX;1004H

MOV BX,000CH

MOV AX;2300H

P RAZHT K S B A

B WE—AHEAKshellcodefs #d @, HERIL AN NP (+oNdhlRas) 5HEpar, @ m s X8,
PREEABET EEAEdebug R -af NICHARLER--|, K&EZW. (ps: WE—IFHTRR, FEERFHMERT, BINZE

RHEMBRTH)
flag: 8CC88ED88SEC0B92000BA0410BB0OC0O0B80023


http://www.welivesecurity.com/2014/02/11/windows-exploitation-in-2013/
http://sekainonaka.tistory.com/167

0x05 5 A EE Score: 50

WL CENCAE, METIARSR: RURENM, METIAGT. TiEIEHEME TSRS ER®, ZFfag.

B HAXRERER, RUANHENEMRTE, BERNG, RIFHANinputlEL & Z —F-F Nusername, So, H—4
name ypassword, #iA’adminadmin’i®3s, EE, HiFRmethod APOSTE, BRI, MIIEFfag.

INT T| = & SQL- XS5- Encryption- Encoding- Other-
4= Load URL  httpy//scriptiscc.org.enfbasic06_dbf79d1473eba7f518288baf2e8b0d68/aa.php
SE e username=admin

spiit &username=admin
r Execute

[7] Enable Post data [_| Enable Referrer P
) scriptiscc.org.cn/basic06_dbf79d1473eba7{5f3288baf228b0d68 /aa.php?user =admin&username=ad :

g, & scriptisce.org.cn/basic06_dbf7 7 af2e8b0d68/aa.php?username=admin&username=admin 0

6 2P | @ scriptisce.org.en/basic06_dbf79d1473eba7f5f8288baf2e8b0d68/login.html

admin admin login

# J ¢ p|= | e |HTML~ | css B+ DOM @ Cookies
< | 5 | body < html
B <html>

{head> </head?y
- C

= <form action="=a. php” method="post” name="login”»
<input type="text” name="ucernams"}
<input type="text” name="password’
<input type="submit” walue="lcgin"»
</ form>
</bodr>
</html>

€& | @ scriptiscc.org.cn/basic06_dbf79d1473ebaTi5f8288baf2e8b0d68/aa.php

kev: 4qrPccxzPed

flag: 4qrPccxPe9

0x06 %12 ¥ Score: 50

IFE: Wz, ERZAMG, BERZEZEH. 7

E?%ﬂﬁﬁ%@ﬂﬁ%%ﬁ%it, B BN E T RRIEMKESSMHARZEN. &HAREMKIinuxd €, KBfag, iE
gggﬁﬁ&vﬁﬁ&#)ﬁ, ZiEAUL, Hfiles & —T, KMLZelf XX f-3267 (ps: .out>F—B R unixR4 T H

goc/g++ B mFERERKTHAT M) , BT —TFTRIKEHE, TRAstringsti B ETZERFTERS
HFazrmraE, BR ERRITHE.



flag: abc456_09876tiyouare

0x07 x5z 3L Score: 50

INTHE: “HORZMA/RZ, fEZMmahfz®, T2mamttet, ZmmERAeZLt. ”

BRBER MR EEREN AN —NFHE, BFXMMETETRAZ R, ERREREWFE X HHEELLKMHEE, M
ERNBAIPT A ERE R

FEAR CANHOLD U PRISONER,HOPE CANSETU FREE.

B Xfdown R, KIME—FKpng, TREMAMNTLERE, KIWEFFRIREEFEE Z B IEEMR
f, M EEER-T, RARFRED (ps: RXBITHRER—T) , TRREZBVRFEDLRMETEE, EAEN
a, #MENDb, BALEIN T %F%: aaba bba aaaa a baaaabaa, aaab bab bab a babb, ¥ H&E540 0 ~—4H:
aabab|baaaa|aabaalaabaalaaabblabbablababb, #id R FmLE T LB L: freedom.

flag: freedom

0x08 &2 HhE Z H 1% Score: 50
INFE: “MEZVLHE, RZUHmBEREE: —BHE, —HX, =E#, e, AEE.

FRREBHUBRSAHKE? WEIEERARSAEENE, HEFHEAE, HREXRTHMEE . BBEFEH LRI, w=13, n=
2537, SHER—ANETF 24309 L.

B HEHWRT RRSAINE (ps: KR-Z T EEZE, JEERIEEIGEAMIE- -|) , EMEEAR, BT
WA, WEHERK, REESER-702. (HX

=

. )


http://www.ruanyifeng.com/blog/2013/07/rsa_algorithm_part_two.html

flag: 704

0x09 E k1 A\ Score: 100

FE: “WHARE, HEARE. hERFZME, RukfEth. "RITBREEDRANBERLRRIEBEL, BA
T IR R — MR . MER T HRRZ, RINTUBECERBFOLS BFER) , EHREDR
75 G ) e S R I !

B RI\E AR, down T RAIMH:HHE&H —handshake, FIFHBKMEWSA#ITHAET (ps: ML
MRS, REEATHRNTE, FRARGRINNT) , BHEL. zzzzzz,

& Elcomsoft Wireless Security Auditor l w | El-l-El X
—
M wHE EE iR

& N =& W A H2A e e

s)zE T #ES OFEE | BEAE | Tl | DR wes | 2359 |
S IRy il : |«
S EAE: oy 0d Oh:im:33s HlzAtiEl:

ELTIEIEE 1629 TR o

BEES: wineless CPU g :

|

SSID Hash o) s 33

[¥] Androidap ZFTITIIT H3

m

’
Elcomsoft Wireless Security Audit...u

@ #= | ZECERE.

(o]

B BT HE
07:41:30 May 03, 2014 About to start new recovery: 4 CPU cores, 0 accelerators
07:41:30 May 03, 2014 Starting performance monitor i
AT AT RA_. . AT TWA A [ P NSNS § WY Sy S S—— g |
english.dic - 98% il

flag: zZzzzzzzz

0x0a H H A& Score: 100

WTE: "“WHEAANE, BHIIAR.

o5 BAAEWIFIR B T ChinaUnicom, EEZHFTRAMER, ERLERFERARKAT, HERINTKI
TIAWEPHN 2 BEAR Gk, AR UARAR T AhiE ¢ MR G R 213\ A ISCCIK 5 18T i Wifi & 5%
www.bitunion.org ) &5 .

B MES THAphNERER, RIEESMHEPLENZZ: B eBBEwWepl %Y, AR5 MAMEREFR
#iZ% \ HISCC 5 & Fiwww.bitunion.org %45 .

RS IR, B . pktE i k. pcaptg X, )51 Haircrack-ng B fi#wepZ iy, F# Fairdecapfi s Wi/ N &
THEER, FEEDERnttphi e, BInikEEE.



Bl C\Windows\system32\cmd.exe - aircrack-ng *.pcap 1 o oSl 0 S

C:“Users“RickGray*Desktopraircrack—ng *.pcap
Opening crackmel.pcap

Opening crackme2.pcap

Read 1852085 packets.

## BSSID Encryption

1 28:18:7B:58:36:62 WEP <(89734% IUs>
2 P4:E5:43:DB:7E:BB WEP <4 IUs>

Index number of target network 7 1_

BN C\Windows\system32\cmd.exe x =HEE X

Aircrack—ng 1.2 beta3

[BB:88:811 Tested 26219 keys (got 89349 IUs)

depth byte<vote?

a8 1 32126720 37(182656> 54(101888> 63(181632)> B3(10D688 >
a- 38{124168> AZ2<1085216> 3E{182144> 81(101888> 69(29848)
a- 31{121088> 58(1@A2144> @9(100864> 36(99584> 44(28816>
a- 34{1185%92> 1A<1PB6A8> 58(99328> F5(99328> D6(?8816>

a- 49¢119552> B5(1@A6752> 34(181888> D3(181376> V1{181376>
a- 73{130048> ACC?9848> BAC?9584) 69(99584)> BA(I9584)

a- 63(1A8A32> DEC1MAA6AE> 37(18@352> 93(99328> 2499328
a- 43¢113928> B3(182144> E6{18112A> 6D(1888%6> 3IC{(100A76 >
a- ?7¢119848> B2(1P8624@> 2D{182912> C8(1@86A8)> CE(79848)
a- 69¢114688> B3(1P64%6> CE{181376> B4(181128> AB(18112A>
77 82(97280> E1<{96768> F7(%6000> 38(95744)> 3C(95744)

a- 42{182912> 7B(188864> 2B{100864> BF(188352)> F8{(180352)>
a- 59{186772> F1<(182968> DE(99992> E3(99248)> 71(99@844>

W00 -] A A M@

[ N

KEY FOUMD? [ 32:38:31:34:4%9:73:63:43:77:69:66:69:5% 1 (ASCII: 2014IscCuwifi¥

Decrypted correctly: 188:

C:Uzerszs RickGray-Desktop>




C:“Users“RickGray~Desktop decap—ng -1 —w 32383134497363437769666959 crackmel .l
pcap

Total number of packets read 28865

Total number of WEP data packets 77839

Total number of WPA data packets 37

Mumher of plaintext data packets a

Mumher of decrypted WEP packets 7?6353

Mumher of corrupted WEP packets bB6

Mumher of decrypted WPA packets a

C:“Users“RickGray~Desktop decap—ng -1 —w 32383134497363437769666959 crackme2.
pcap

Total number of packets read 15148

Total number of WEP data packets 1271

Total number of WPA data packets 5

Mumher of plaintext data packets a

Mumher of decrypted WEP packets

Mumher of corrupted WEP packets ?2

Mumher of decrypted WPA packets a

C:sUzerszs RickGray-Desktop

_‘ crackmel-dec.pcap [Wireshark 1.10.8 (v1.10.8-2-g52a5244 from master-1.10)] N -
File Edit Wiew Go Capture Analyze Statistics Telephony Took Intemals Help

o ® EEXE Ae»>aTFT2 EE QAR @D 5%
Filter: Ihttp.request.methud == "POST" H Expression.. Clear A Save
No. Time Source. Destination Protocol Length Info
I
02 19.752248 192.108.0.100 192.168.0.1 HTTP/ 1213 POST /soap.cgilsservice=WANIPConnl HTTP/1.1
215 22.876196 192.168.0.100 192.168.0.1 717 POST /soap.cgi?service=wANIPConnl HTTP/1.1
224 22.976507 192.168.0.100 192.168.0.1 395 POST /soap.cgi?service=WANIPConnl HTTP/1.1
267 35.317260 192.168.0.100 119.147.146.126 321 POST /spp/7t=10933189 HTTP/1.0 (application/octet-stream)
2653 54.606456 192.168.0.100 192.168.0.1 1213 POST /soap.cgi?service=WANIPConnl HTTP/:
2675 54.751415 192.168.0.100 192.168.0.1 717 POST /soap.cgi?service=WANIPConnl HTTP/1.
2686 54.864116 192.168.0.100 192.168.0.1 / 395 POST /soap.cgi?service=wANIPCONN1 HTTP/
2894 55.972496 192.168.0.100 192.168.0.1 HTTP/¥¢ 1213 POST /soap.cgi?service=WANIPConnl HTTR/
Ml crackmel-dec.pcap [Wireshark 1.10.8 (v1.10.8-2-952a5244 from master-1.10)] - ‘i@!h
File Edt View Go Capture Analyze Statistics Telephony Took Intemals Help
© ® & B BEEXE AesaTi: (EEQaal| @bms
Filter: | tcp.stream eq 1 BEXPrESSiDﬂ.H Clear Apply Save
No. Time Source Destination Protocol Length Info -
16 3.077994 192.168.0.100 10 " = | = [ I 1 encoded)
17 3.099187 10.1.10.253 78 MRS TovICP Streany :
18 3.099722 10.1.10.253 19 [ ciream Content
19 3.100204 10.1.10.253 19 POST /Togging. php7action
21 3.31315? 192.168.0.100 10| hees rorr ] L
22 3.488947 192.168.0.100 10} | |user—aAgent: Mozilla/5.0 (windows NT 6.1; wWow64; rv:27.0) Gecko/20100101 Firefox/27.0 =
29 3.532587 10.1.10.253 19 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8
33 3.539984 10.1.10.253 19| | |Accept- Laﬂgaage Zhﬁcﬂ,éh%$=0-E,en—US;q=0-S,en;q=0-3
= accept-encodin zip, deflate
S Do TR WD 1oL 27 L Referer: http: 9/ ..Eitumun org/logging. php7action=1ogin&referer=%2rhome. php%3F E
35 3.540911  10.1.10.253 19| |cookie: __utma=17892390.700436135.1395996045.1396092464.1396100761.4;
36 3.541289 10.1.10.253 19 __ utmz=17892390.1396100761.4. 3. utmcsr=bitren. com|utmccn=_referral) utmemd=referral
37 3.541743 10.1.10.253 19 ; cookietime=2592001; _cookietime=0; sid=ggDzowlN; bu_styleid=10;
30 3.544652 192.168.0.100 1ol || |—utmb=17 VIR 130, 1396100761; __utmc=17892390; lastvisit-1396100286
S connection: keep-alive
40 3.548744  192.168.0.100 10 Content-Type: apphcatwnfx -www-form-urlencoded
41 3.551098 10.1.10.253 19 content-Length:
42 3.551482 10.1.10.253 19 | + eh h
. .1.10. referer=%2rhome. php%
ji 3 zzjﬁéf ig i ig 523 ig JF&username=ISCC&password verify=37110&ver ifyimgid=c2beb91f4245281d3a5253eb31
. T fac24ca&styleid=&cookietime BgTHSuUbmi T=XBBXE1%D4%B1%E S¥CTHC2%BCHTTP/1.1 200 OK
45 3.553839 192.168.0.100 10| || |server: nginx/0.7.65
60 3.789491 192.168.0.100 10| Date: Sat, 29 Mar 2014 14:20:50 GMT
6336 68.538243 10.1.10.253 19| | |Content-Type: Text/html -
: 1| |Connection: keep-alive L
# Frame 16: 1052 bytes on wire (8416 bi|| |x-Powered-By: PHP/5.3.2-lubuntu4.22
% IEEE 802.11 Qos Data, Flags: ....... 7| | |set-cCookie: _discuz_user—deleted; expires=fri, 29-mar-2013 14:20:49 GMT
# Logical-Link control set-Cookie: _discuz_pw=deleted; expires=Fri, 29-mMar-2013 14:20:49 GMT
. . Set-Cookie: _discuz_userid= de'leted expires=Fri, 29-Mar-2013 14:20:49 GMT
% Internet Protocol version 4, Src: 192 set-cookie: 51d=ggDzOwIN
+ Transmission control Protocol, src POl || |set-Cookie: bu_styleid=10
# Hypertext Transfer Protocol Set-Cookie: _cookietime=0; expires=sun, 29-Mar-2015 14:20:50 GMT i
7 Line-based text dara: applicarion/x-wf| [Set-Cookie: ,d1scuz,qser=Iscc
Set-Cookie: bu_styleid=10 a -
0000 88 01 2c 00 28 10 7b 50 36 62 7. . .
0010 28 10 7b 50 36 62 90 a9 00 00 aa Entire conversation (17720 bytes) |z| -
0020 08 00 45 00 03 e8 la ee 40 00 40 =
0030 00 64 0a 01 0a fd e1 3b 00 50 3e|| | Eind || Savesds || print ASCI EBCDIC Hex Dump C Arrays ® Raw
0040 e2 f2 50 18 11 1c &1 81 00 00 50
0050 6c 6f 67 67 69 6e 67 2e¢ 70 68 7
0070 51 od oa 45 of 3 74 33 20 77 77| [ ek ] Fiter Out This Stream | [ Cose |
0080 75 6e 69 of 6e 2e of 7 7 0d 03
0090 41 67 65 6e 74 3a 20 4d 6f 7a 69 7 4
00a0 2e 30 20 28 57 69 6e 64 of 77 73 20 4e 54 20 36 0 (wind ows NT &
00b0 2e 31 3b 20 57 4f 57 36 34 3b 20 72 76 3a 32 37 .1; WOwb 4; rv:27 -
7| File: "C:\Users\RickGray\Desktop\crackme... | Packets: 76353 - Displaved: 23 [D 0%) - Load time: 0:02.05% Profile: Default

flag: Thisiskey



0x0b ¥ A {£# Score: 100
INFE: “BESE, RZ2TFH, FRTAN, HMEFEANTER. "BE —vbs3U i, FREgM K HEEFflaghs ?

BEg: down & H M, R—AvbsiiA (ps: vbs&FZEI! ! ), AMERITIT, KIERIEEERE, &
KA REBM AT, "TLARIE, fhifMexcute()REHAT T RBIER, HEMsrEFERNEE, [/ TAE:

dim tbl,pwd,err,str,i,x
tbl=split("56|117|149|186|125|5|37|205|230|121|184|173|82|98|237|6|222|192|141|132|131|53|133|118|188|143|1
pwda=split("94|45|144|52|118|22|46|88|-39|-37|38|127|-11]|-45", "|")
pwdb=split("157|24|6|187|251|35|94|67|136|199|12|34|97|202|188|31","|")

err="Z04R! "
ok="/REIN I FE D HRAKEY ! "

Xx=0:2=0:b=0
str=inputbox("EEKEYIERAEH","","")

if (len(str)=14) then
for i=0 to 13

if Int(asc(mid(str,14-i,1))+pwda(i))=Int(tbl(i+pwdb(i))) then
X=X+1

exit for

end if

next

if x=14 then

msgbox ok

end if

else

msgbox err

end if

WLAER, ILEESEforfEREE, RINM—TRERF, FEAAFITHE, BHEHHbli+pwdb(i)))-pwdal)Ei e, BEEERF
5l xxx, KEIFBFHLENAgT .

flag: vB5 5cR1pT.Vb$

Ox0c HE £ 5, M:fixe L Score: 100

INFE: “RREMEEREE, SEZH, RERMEEAEE, SEOH. 7

FE—WAES A, RIKE T X7 F IS M, M8 S0 +%=keky+%=jinx X th ¥F L R BB T —SESATS, REEE KL
SO MINE SR IR B, B SR R R ?

BEg: downTHHE, R exefdfF, 8172, RURNMHBKMERTF, RWHZHIDAGTHT. BAIDAE, KL
ZARFF A LIRS, TR AN, KILT RERMEMS (FRPis. SIS X —4
TR, G, BEHER-ANFRFLE , aERE, NSERMpythonE TAMERKBBERF, £BU,
2B 3" &#a606D&H#ad579", HRRAZKIAN, FHFE T FHSCKIE06DE T NiEtH, TRIEadAxE,
FEhtmIfp A LU Bn-"R 8B, (Hll B R B3 8#x606D&#5579"HI 7l



1 I

D Functions window

g X |_|1IDA View—h

| mPseudocode—B@ Pseudocode'ﬁt

| @ Hex Wiew-h

Function name
__gnu_exception_handler@4
__mingw_CRTStartup

start

__onexit

__do_sjli_init

_main
__pei386_runtime_relocator
_fpreset
__do_global_dtors
__do_global_ctors

___main

__ w32 _sharedptr_default_unexpected
__ w32 _sharedptr_get

__ w32 _sharedptr_initialize
_ chkstk

__eprintf

_cexit

__p__environ

signal

_p_fmode

_setmode

__getmainargs

system

LI I

m

Line 6 of 39

BHREFWT:

code = '+%=keky+%=jjnx'

codelist = []

for i in code:
codelist.append(ord(i))

result v

offset = 0

codedic = []

for i in codelist:
codedic.append({offset:
for k in range(256):

(1

ui18 = fopen{"TempFile.pyqg",
if { vig )
{
while { tsub_ 481BBB{ui1) )
{
ud = fFgetc{uii);
if { vo t= -1 && v? )

[

{
if § vl <= 47 || vD > 96 )
{
if (D > ub )
Ul —-= vl FH 61;
else
Ul += 0l FH 11;
H
else
{
ud += L3,
H
fputc{u®, uviB);
b
b

feclose{uiid);
feclose{uii);

sprintf{&va, "del %s", &U7);

main:43

'Found the %s nume: %s' % (offset, k)

codedic[offset][offset].append(chr(k))

x = k
if x <= 47 or x > 96:
if x > 46:
X -= X % 61
else:
X += X % 11
else:
X += 53
if x == i:
result += chr(k)
#print
break
offset += 1

print 'S: %s' % code
print 'M: %s' % result



flag: &#x606D&#5579
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