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M Wireshark - 385 TCP 3% (tcp.stream eq 0) - intercepted - O =

PRIVMSG Cold_Storm :Hi

:Cold_Storm!~finalC@localhost PRIVMSG Ice Venom :It's not safe here

PRIVMSG Cold_Storm :What do you mean?

:Cold_Storm!~finalC@localhost PRIVMSG Ice Venom :Someone is listening

PRIVMSG Cold_Storm :What?!

:Cold_Storm!~finalCglocalhost PRIVMSG Ice_Venom :Yea, someone intercepted our last encounter
PING LAG1476558285526987

tirc.glitch.is PONG irc.glitch.is :LAG1478558285526987

:Cold_Storm!~finalCg@localhost PRIVMSG Ice Venom :We need to be careful about what we say on open
channels.

PRIVMSG Cold_Storm :0h B8k, so what do w3 do?

:Cold_Storm!~finalC@glocalhost PRIVMSG Ice Venom :I made som3thing...
:Cold_Storm!~finalC@localhost PRIVMSG Ice Venom :58mething that will allow us to exchange s3crets
securely

PING LAG1478558315569884

H |:irc.glitch.is PONG irc.glitch.is :LAG1478558315569884

:Cold Storm!~finalC@localhost PRIVMSG Ice Venom :.DCC SEND encode.pyc 1494322864 1117 1737.
PING LAG1478558345688305

tirc.glitch.is PONG irc.glitch.is :LAG147@8558345688385

PRIVMSG Cold_Storm :0k

PING LAG1478558375659432

tirc.glitch.is PONG irc.glitch.is :LAG147@558375659432

PRIVMSG Cold_Storm :Wmkvwe88HDzDgMKEUBXChDXCtC7CosKma7RO9w7 I Lwr/
CoT44UcKNwp7D11pPwo3Dts0ID80PT cObwrzDpi3CEtMOKwAPColrCpXUYRhXChMKSwEPDhxfDicOdwolgwpgh5 /Cuw==
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Entire conversation (1260 bytes) - ERHHETEEEBA | ASCII - T
o | | BT w]
Eﬁﬂ:tﬁ ﬂ—Eﬂ Save asg't JEE] Close Help

K2 7 —4> encode.pyc A, I 7 —Bory BT
Wmkvw680HDzDgMKBEUBXChDXCtC7CosKmw7ROw7JLwr/CoT44UcKNwp7DlipPwo3DtsOID8OP TcOWwrzDpi3CtMOKw4PC
olrCpXUYRhXChMK9w6 P DhxfDicOdwoAgwpgNw5/Cvw==
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M intercepted.pcapng - O >
MEE #=E HENM G #=FEO oita sard BEY EW 1RO EEE)

A m 2@ REB Re=2d I EQAQAQH
(M ]data [¥] | Hikste
Ha. Time Source Deztination Frotocel Length Infa
35 75.343892841 89.17.139.144 192.168.1.149 TCP 1514 1117 - 52694 [ACK] Seq=1 Ack=1 ..
37 75.343145784 8§9.17.139.144 192.168.1.149 TCP 355 1117 - 52694 [PSH, ACK] Seq=1449..
39 75.343231386 192.168.1.149 89.17.139.144 TCP 78 52694 - 1117 [PSH, ACK] Seg=1 Ac..
Flags: 8x818 (ACK) -

Window size wvalue: 4117

[Calculated window size: 131744]

[Window size scaling factor: 32]

Checksum: 8xdebf [unverified] ¥
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A LAEBIE k2L 16 0d , X Python 3.5 4 ¥ (F4FAERY , AT LA i k& R AT 1 224K 1) encode.pyc (Python 4 A4 1% )5
HIEFAERS AT LAZE X 259 https://gist.github.com/delimitry/bad5496b52161449f6de )
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