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https://blog.csdn.net/sinat_34200786
https://blog.csdn.net/sinat_34200786/category_6848682.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/sinat_34200786/article/details/78058112
https://blog.csdn.net/sinat_34200786/category_6848682.html
https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/basic/corrupt_.png.crdownload

Corrupt Transmission

& - 305 2531 : Basic R

=E © We intercepted this image, but it must have gotten corrupted during the transmissio
n. Can you try and fix it? corrupt png

Flag :‘ ‘ ‘ 123 |

fige L K8

WriteUp

| corrupt_png & EEEPNG
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Blue Monday

Ji et

Blue Monday

7iE : 807 =4 Misc BEEE

#E : Those who came before me lived through their vocations From the past until completion, t
hey'll turn away no more And still | find it so hard to say what | need to say But I'm quite s
ure that you'll tell me just how | should feel today. blue_monday

Flag : ‘ ‘ ‘ 1Bz ‘

WriteUp


https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/misc/blue_monday

i blue_monday
Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD CE 0OF ~
00000000 4D 54 €8 €4 00 00 00 O6 00 O1 OO O1 OO DC 4D 54 MInd......... MT
00000010 72 6B 00 00 01 BE 00 90 49 €4 81 5C 80 49 00 00 rk...%..Id.\€I..
00000020 90 63 64 81 5C 80 €3 00 00 90 €5 €4 81 5C BO €5  .cd.\€c...ed.\€e
00000030 00 00 90 43 €4 81 5C 80 43 00 00 90 54 64 81 5C ...Cd.\€C...Td.\

i blue_monday

L]

Offset (h)

01 02 03 04 05 0O 07 08 05 OA OB OC OD QOE OF
54 €8 64 00 00 00 O6 00 01 00 01 00 DC 4D 54
6B 00 00 01 BE 00 S0 49 €4 81 5C 80 49 00 00
63 64 81 5C 80 63 00 00 90 65 64 81 5C 8

00 90 43 &4 81 5C 80 43 00 00 90 54 64 81 5C
54 00 00 S0 46 64 81 5C 80 46 00 00 90 TI

S5C 80 7B 00 00 90 48 64 81 5C 80 48 00 00 90 .\€{...Hd.\€H...
€64 81 5C 80 41 00 00 90 €3 64 81 5C 80 €3 00 Ad.\€A...cd.\€c.
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00000070 00 90 €B €4 81 SC 80 €B 00 00 90 31 €4 81 5C 80 ..kd.\€k...1ld.\€
00000080 1 00 00 90 €6E €4 81 SC 80 6E 00 00 90 39 €64 81 1...nd.\€n...9%d.
00000050 SC 80 39 00 00 90 SF 64 81 5C 80 SF 00 00 90 6D \€9... d.\€_...m
O0000CAR0O €4 81 5C 80 €D 00 00 90 55 64 81 5C 80 55 00 00 d.\€m...Ud.\€U..
000000BO 90 35 €4 81 5C 80 35 00 00 90 49 64 81 5C 80 49 .5d.\€5...Id.\€I
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00 S0 63 €4 81 SC 80 €3 00 00 S0 SF 64 81 SC ...cd.\€c..._d.\
S5F 00 00 90 57 64 81 S5C 80 S7 00 00 90 31 64 € _...Wd.\€W...1ld
S5C 80 31 00 00 90 37 64 81 5C 80 37 00 00 90 .\€l...7d.\€7...

L]
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000000F0O 68 €4 81 SC 80 €8 00 00 S0 SF 64 81 SC 80 SF 00 hd.\€h..._d.\€_.
00000100 00 90 €D 64 81 SC 80 €D 00 00 S0 49 €4 81 5C 80 A ..md.\€m...Id.\€
00000110 49 00 00 90 44 64 81 SC 80 44 00 00 90 31 €4 81 I...Dd.\€D...1d.

Rotated!


https://www.ichunqiu.com/racing/54857

Rotated!

oE 109 23 : Crypto FEE

ZE : They went and ROTated the flag by 5 and then ROTated it by 8! The scoundrels! Any

way once they were done this was all that was left VprPGS{jnvg_bar_cyhf 1 vf 37}
tips : flagtEz(2lceCTF

o \

WriteUp

L rotl3

TceCTF fwait one plus 1 is 27}

Rot13 &3 || Rot13 883 || %M |

) || #als
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All your Base are belong to us

-


https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/misc/allyour.txt

WriteUp

01001001
01101101
01100101
01011111
01100001
01101110

are belong to us

oiE 2055 3 Misc CEEE
#|E . What a mess... we got a raw flag but now what do we do... flag.tx
Flag : ‘

01100011
01111001
01011111
01100001
01110011
01100101

01100101 01000011 01010100 01000110 01111011 01100001 01101100 00110001 01011111
01011111 01100010 01100001 01110011 01100101 01110011 01011111 01100001 01110010
01111001 01101111 01110101 01110010 01110011 01011111 01100001 01101110 01100100
01101100 01101100 01011111 01111001 00110000 01110101 01110010 01011111 01100010
01100101 01110011 01011111 01100001 01110010 01100101 01011111 01101101 01101001
01111101

f = open('@1l.txt','r")
numList = []

for line in f.readlines():

numList += list(line.rstrip().split(' "))

numList:

chr(int(n,2))

Thor’s a hacker now

Jir 7t



https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/misc/thor.txt
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WriteUp

00000000 £
00000010
000000Z0 £
00000030 £
00000040 £
00000030 £
00000060 £
00000070 :
000000z0 £
00000090 £
00000020 £
QOO000HD £
0000000 :
Q000000 £
0000000 £
QOOO00LD £
00000100
00000110
00000120 :
00000130
00000140 @
00000130 £
00000160 @
00000170 :
00000180 £
00000190 @
00000120 :

el R RS

718 : 605

8 Misc

OgRes

e

a hacker now X

=5 : Thor has been staring at this for hours and he can't make any sense out of it, can yo
u help him figure out what it is? thor.o

Flag :

4cha
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f = open('in.txt','r")
f2 = open('out.txt','w")

line in f.readlines():
line = line[10:50]+'\n"
f2.write(line)

f.close()
f2.close()
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https://www.ichunqiu.com/racing/54857

iE 4057 23 Misc BEEEE

=E : There is a flag hidden somewhere on our website, do you think you can find it? Goo

d luck!

Flag :

_:_?
CH
5o
o

WriteUp

:~# wget -r https://icec.tf
--2017-09-28 21:04:40-- https://icec.tf/
FEMRIFELY icec.tf (icec.tf)... 104.28.21.215, 104.28.20.215, 2400:chf0:2048:1
::681c:14d7, ...
EEERE icec.tf (icec.tf)|104.28.21.215|:443... B & &,
BExWH HTTP X , EESFHSEMN... 200 0K
KE  XEBE [text/html]
FE®REZE: "icec.tf/index.html”

icec.tf/index.html [ === | 9.97K 56.7KB/s in 0.2s
2017-09-28 21:04:43 (56.7 KB/s) - “"icec.tf/index.html” BEREF [10214]

EfEE A robots.txt; FRMEEBRER,

--2017-09-28 21:04:43-- https://icec.tf/robots.txt
BREHEENT icec.tf:443 MFEE,

E&WH HITP &K , EEFSOEE ... 404 NOT FOUND
2017-09-28 21:04:44 %532 404 : NOT FOUND,

--2017-09-28 21:04:44-- https://icec.tf/apple-touch-icon-57x57.png
BREAFEMI icec.tf:443 MEE,

E&WH HTTP XK , EFESFHEMA... 200 0K

£ E : 721 [image/png]

EEF®EFEE: "icec.tf/apple-touch-icon-57x57.png”

:~ficec.tf# grep -ir icectf{ *
SPONSOrs: <img class="activator" src="/static/images/logos/syndis.png
" alt="IceCTF{YOu c4n7 533 ME iM h1Din9}"> : i
:~/icec.tf# ]

R.I.P Transmission


https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/basic/rip

731 : 405 2531 Basic CEEE
=B - seems to be recieving some sort of transmission. Our experts have been working

around the clock trying and figure out what the hell it means with no hope of gettin
g to the bottom of it. You're our only hope.

Flag :

=y

|
=
CH
5

WriteUp

:~# binwalk rip
DECIMAL HEXADECIMAL DESCRIPTION

32-bit LSB executable, Intel 80386, version 1
{GNU/Linux)
993400 OxF2878 path: fusr/lib/locale/locale-archive
1014524 OxF7AFC Unix path: /proc/sys/vm/overcommit memory
1024257 OxFAl01 Unix path: /proc/sys/kernel/rtsig-max

1825342 OxFAS3E Unix path: /sysdeps/unix/sysv/linux/getcwd.c
1027000 OxFABB8 Unix path: /proc/sys/kernel/osrelease
1093862 Ox10BOE6 Unix path: /nptl/sysdeps/unix/sysv/linux/i386/../T

0x18BD39 ELF, 32-bit LSB no file type, (SYSV)

Ox10Co6E Unix path: /sysdeps/unix/sysv/linux/dl-origin.c
1323949 0x1433AD Zip archive data, encrypted at least v2.0 to extra
ct, compressed size: 112199, uncompressed size: 112190, name: rip.jpg
1436306 0x15EA92 End of Ziphanchive




z:pel"ello
zip password recovery tool

HHEBRE :

e _ RN S FHA 12

. EE: WEMEE o) RESHEERE

Wi i METEAC KRR - W6 A B 2i0E
12%

iRt iE: 00:02:23

|| 17:23:12: =8 : “bunny”.B38: 157s

| L8 4 | 4 WREB.Go = |

| Ziperello ver. 2.1 E2FrE (C) 2008 FDRLab

0xFA101

1323')4')
ct, comp
1436306

Audio Problems

J5 et

Audio Problems

E : 205 =R ; Basic FEEE

ZE : We intercepted the audio signal it sounds like there could be something hidden in it. Ca
n you take a look and see if you can find anything?

Flag : ‘ ‘ Je3z ‘



https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/basic/audi.wav

WriteUp

:~# sox audi.wav -n spectrogram -
#

Time (=)

Bk

Intercepted Conversations Pt.1

pted Conversations Pt.1

5318 : 60577 283 : Basic g

=IE : This traffic was picked up by one of our agents. We think this might be a conversation bet
ween two elite hackers that we are investigating. Can you see if you can analyze the data? |
ntercept.pcapng

Flag : | | FEAR [



https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/basic/interceptpt1.pcapng

=
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Flm
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cH
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o

WriteUp

2% YR

No. Time Source Destination Protocol Length Info
325 39.912984 host 3.21.1 USB 64 URB_INTERRUPT in
324 39.912965 3.21.1 host USBE 72 URB_INTERRUPT 1in
323 39.800984 host 3.21.1 USE 64 URB_INTERRUPT in
322 39.800965 3.21.1 host USBE 72 URB_INTERRUPT in
321 39.712994 host 3.21.1 USB 64 URB_INTERRUPT in
320 39.712974 3.21.1 host USBE 72 URB_INTERRUPT 1in
319 39.536985 host 3.21.1 USBE 64 URB_INTERRUPT in
318 39.536952 3.21.1 host USE 72 URB_INTERRUPT in
317 39.336976 host 3.21.1 USBE 64 URB_INTERRUPT in
1R IO FTRORM 2 21 1 hnet =R 72 1IPR TMTERRIIDT 4in

tshark -r interceptptl.pcapng -T fields -e usb.capdata -Y ‘'usb.capdata && usb.transfer_type == 0x01 && frame.len

72' >cap.txt

PR BRI T
02 Al 20 JFkMIEHERRMAR & KRS

[ 770 - | 8 cap-bxt g |[=] @

cap.py X cap.txt

00:00:00:00:00:00:00:00
00:00:00:00:00:00:00:00
20:00:00:00:00:00:00:00
20:00:0a:00:00:00:00:00
20:00:00:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:0c:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:07:00:00:00:00:00
00:00:00:00:00:00:00:00
02:00:00:00:00:00:00:00
02:00:0c:00:00:00:00:00
02:00:00:00:00:00:00:00
02:00:0e:00:00:00:00:00
02:00:00:00:00:00:00:00

AT« AR Tr« AR QA0 AR« Q0 AR


https://lab.insightsecurity.com.br/writeup-intercepted-conversations-pt-1-icectf-2016/

DM H @Jhonathan Davi

hids codes = {"@x04":"a","@x05":"b","0x06":"c","0x07":"d","0x08":"e", "Ox09" : "f", "Ox0OA" :"g","Ox0B" : "h","0Ox0C" : "1"
,"exep":"j","OxeE" : "k","Ox0F":"1","ex10" : "m", "Ox11":"n", "OX12":"0", "OX13": "p", "OX14" : "q", "OXx15" : "r", "OX16" : "s", "
ox17":"t","ex18":"u","ex19":"v", "Ox1A" : "w", "Ox1B" : "x", "Ox1C": "y","Oox1D" :"z", "Ox1E" : "1", "Ox1F":"2","0x20" :"3", "0X
21" :"4" ,"ex22":"5","ox23":"6","Ox24" :"7","Ox25" : "8","Ox26" :"9", "Ox27":"0","Ox36" : ", ", "OXx33":":","Ox28" :"\n", "Ox2
c":" ","ex2D":" ","Ox2E":"=","@x2F":"{","0ox30":"}"}

layout_dvorak = { 'q":"'", 'w':',"', HIN
Ty "8IS ey M "B E" 5T

k':'t', '1':'n', t.r.t R P "%

open('cap.txt','r")

in file.readlines():

= line.split(':")

= 'Ox'+spli[2].upper()

if conv in hids_codes:
if spli[@] == 'e@':
flag += layout_dvorak[hids_codes[conv]]

else:

flag += layout_dvorak[hids_codes[conv].upper()]

:~# python cap.py
IceCTF{who 11K35 qw3R7Y 4NYwdy5}

LS

Intercepted Conversations Pt.1

==l
5


https://static2.ichunqiu.com/icq/resources/fileupload/CTF/IceCTF/basic/intercepted.pcapng

Intercepted Conversations Pt.2

18 : 504 &7 - Basic FEREE

=B :
We managed to intercept more of the hacker traffic unfortunately since our last encounter t
hey have figured out that they're being watched. They've gatten more clever in their com
munication so we need you to try to make sense of this traffic.

Flag :‘ ‘ Fe3

WriteUp

2% 5k


https://offsecresearch.com/blog/2016/09/ice-ctf-2016-writeups/

MNo.

1
2
3
4
=
6
7
8

=]

10
11
1z
13
14
15
16
17
18
19
20
21
22

Time

8.8
4.3
4.3
6.4
6.6
9.4
9.4
11.
11.
14.
14.
17.
17.
17.
17.
ZE
23.
29.
29.
30.
30.

94464960
67527129
67561200
56027201
24287283
87549734
87590355
808372854
866230921
505332780
505368211
787394926
845304334
845729391
845758936
bE4562251
004599105
824179096
918741233
889809106
889860207

A A0 2704 T AN

v Request:

Source

192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
176.31.182.84
192.168.1.149
192.168.1.149
176.31.1082.84
176.31.1082.84
192.168.1.149

A7Ee A4 _AnNS_na

PRIVMSG Cold Storm :Hi

Command: PRIVMSG
v Command parameters

Par

ameter:

Cold Storm

Destination

176.31.1082.84
192.168.1.149
192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
192.168.1.149
176.31.182.84
176.31.182.84
192.168.1.149
192.168.1.149
176.31.182.84
192.168.1.149
176.31.1082.84
176.31.1082.84
192.168.1.149
192.168.1.149
176.31.1082.84

ANN _AS0 4 44N

Protocol

TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP
IRC
TCP

T

Length

66
135
66
105
66
137
66
94
66
160
66
92
66
122
66
174
66
112
66
136
66

El X |

Info

Request (PRIVI
6667-58558 [AC
Response (PRI
585586667 [AC(
Request (PRIV}
6667-58558 [AC
Response (PRI
585586667 [AC(
Request (PRIV}
6667-58558 [AC
Response (PRI
585586667 [AC(
Request (PING]
6667-58558 [AC
Response (PONC
585586667 [AC(
Response (PRI
585586667 [AC
Request (PRIV!
666758558 [AC
Response (PRIA
585586667 [AC
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BB 79 e8 93 40 00 37 06 82 3a bo 1f 66 54 cB ad Y. ®.7. L T

01 95 1a @b e4 be 1a 98 5f 56 9 69 88 9b 80 18 ........ VM.oi.o...

BE e3 30 11 00 @0 01 @1 88 Oa 40 87 58 8c 04 9b N © LLBLX. ..

18 55 3a 43 6f 6c 64 5Ff 53 74 6f 72 6d 21 7e 66 .U:Cold Storm!~f

60 6e 61 6c 43 40 6c 6f 63 61 6c 68 6T 73 74 20 inalc@lo calhost

5@ 52 49 56 4d 53 47 28 49 63 65 5T 56 65 6e 6T PRIVMSG Ice_Veno

6d 20 3a 49 74 27 73 20 6e 6f 74 20 73 61 66 65 mf :IT"s not sartTe

20 68 65 72 65 8d Ga here. .




A A A N T R I L SR AT LoE EvLearprurErarn P wrwas g

892329124 192.168.1.149 176.31.102.84 TCP 66 585586667 [ACK] Seqg=19
747782532 176.31.102.84 192.168.1.149 159 Response (PRIVMSG)

TATOA AN ANN_ASD 4 A4 AR ATFES A ANS DA Thn S8 COCEND £s0s=7 [TASIET e Af

tamps: TSval 1882628712, TSecr 77287540
d: Time Stamp Option (8)

gth: 10

estamp value: 1082628712

estamp echo reply: 77287540

bd 82 T8 32 b4 75 ©be e3 73 54 08 00 45 0@ {coooalll ooBU5 ol

ed ab 40 0@ 37 06 82 15 be 1f 66 54 cl a8 ceL.@.T. L T
1a Ob e4 be 1a 98 61 ce e9 69 B9 40 80 18 ........ a..i.@..
ed cf 00 0@ @1 ©1 ©8 Ba 40 87 9a 68 04 9b  ........ ..@8..h.

3a 43 6f 6c 64 5f 53 74 6T 72 6d 21 7e 66 Pt:Cold Storm!-~f
61 6c 43 40 6c 6f 63 61 6c 68 6T 73 74 20 inalC@lo calhost
49 56 4d 53 47 280 49 63 65 5f 56 65 6e 6T PRIVMSG Ice Veno
3a 01 44 43 43 28 53 45 4e 44 20 65 6e 63 m :.DCC SEND enc
65 2e 70 79 63 28 31 34 39 34 33 32 32 30 ode.pyc 14943220
20 31 31 31 37 20 31 37 33 37 01 8d ea 64 1117 1737...

34 75.337855123 89.17.139.144 192.168.1.149 TCP 66 [TCP Windc
35 75.343092841 89.17.139.144 192.168.1.149 1514 1117-.5269
Timestamp echo reply: 77295773

[ [S RYACK analysis]




0L 1U( .Y /g3go0oY /s 1YL, 1bd.1.14Y 1/0.31.10Z. 454 I LK DD DEDDE—-DDD/

53 123.120288443 192.168.1.149 176.31.102.84 224 Request (
94 123.216982291 176.31.102.84 192.168.1.149 TCP 66 666758558

v Request: PRIVMSG Cold_Storm :Wmkvw680HDzDgMKEUBXChDXCtC7CosKmw7ROW7JILwr/CoT44UcKNwp7
Command: PRIVMSG

v Command parameters
Parameter: Cold Storm
Trailer: Wmkvw680HDzDqMKEUBXChDXCtC7CosKmw7ROWT JLwr /CoT44UcKNwp7D11pPwo3Dts0ID80OP

gezZo m..... 1 ....b...
O30 e mooos coooo- @.
pe40 ..PRIVMS G Cold_S
pese 76 torm : kvwe8EHD
PO60 95 42 zDQMKGUB XChDXCtC
fevTe 77 37 TCosKmw? ROW7JLwr
pe8e 34 95 63 /CoT44Uc KNwp7Dl1ll
fe9e 33 74 73 0OIDBOPTC
gean Ta 760 69

Bebe T2 760 58

foce 510} 68 78

pede 67 I¥F 35

[ -

&8 1.pyc

Offset[h?\QElGL 02 03 04 05 0&e O7 OB 0% OA OB OC OD QE OF

Q0000000 oD AE 03 E3 00 00 «sAESW ...A...
Q0000010 00 00 40 00 40 Q0 YRR R ) IR P r
Q0000020 00 &4 6C 00 Q0 -3 ...d..d..1..&
Q0000030 eC 01 0l 00 64 . .d..1..Z..d.
Q0000040 05 00 00 &4 07 .d..d..d..d..d..
Q0000050 00 64 64 0C Q0 d..d..d..d..d..d
Q0000060 64 10 11 64 «ad..d. .d..d..d.
Q0000070 15 17 . .d..d..d..d..
Q0000080 00 0 d..d..d..d..d..d
Q00000%S0 64 -ad..d..d .d!.d"%
QO0000AD i .d#.d:.d%.ﬂ&.ﬂ'ﬁ
(aTalalalalal-Tal A bl - ] (alal A bl «1 (alal A el (alal A an (alal A e (alal A -1 I 1% =1 -1 -1 -1



root@kali: ~

XEHF) #wmiB(E) EBE(V) BZR(GS) L&) #BEIH)

:~# uncompyle6 1.pyc
uncompyle6 version 2.11.5
Python bytecode 3.5 (3350)
Decompiled from: Python 2.7.12+ (default, Aug 4 2016, 20:04:34)
[GCC 6.1.1 20160724]
Embedded Tile name: encode.py
Compiled at: 2016-08-08 06:10:09
Size of source mod 2**32: 936 bytes
import random
import basebd
P=1
T SIS S ] T K A SRS A G e s et 33, 16, 36, 64, 3, 61, 54, 25, 12, 2
I 2O LS TS SRS O RSl 42, A7, 4, 14, 7, 46, 34, 19, 23, 48,
63, 18, 45, 60, 13, 15, 22, 9, 62, 51, 32, 55, 29, 24, 41, 39, 49, 52, 48, 28,
31, 59]
5 = [68, 172, 225, 210, 148, 172, 72, 38, 208, 227, 0, 240, 193, 67, 122, 108, 2
52, 57, 174, 197, 83, 236, 16, 226, 133, 94, 104, 228, 135, 251, 1508, 52, 85, 56
. 174, 105, 215, 251, 111, 77, 44, 116, 128, 196, 43, 210, 214, 203, 109, 65, 15
7, 222, 93, 74, 209, 50, 11, 172, 247, 111, 80, 143, 70, 89]
inp = input()
inp += ''.join((chr(random.randint(@, 47)) for _ in range(64 - len(inp) % 64)))
ans ['' for i in range(len({inp))]

e H W W W W W

n <+ 1

for j in range(©, len(inp), 64):
for i in range(64):

import random
import base64

27, 35, 50, 11, 8, 20, 44, 30, 6, 1, 5, 2, 33, 16, 36, 64, 3, 61, 54, 25, 12, 21, 26, 10, 57, 53, 38, 56, 58, 3
7, 43, 17, 42, 47, 4, 14, 7, 46, 34, 19, 23, 40, 63, 18, 45, 60, 13, 15, 22, 9, 62, 51, 32, 55, 29, 24, 41, 39,
49, 52, 48, 28, 31, 59]

inp = input()

inp += ''.join((chr(random.randint(@, 47)) for _ in range(64 - len(inp) % 64)))

ans = ['' for i1 in range(len(inp))]

for j in range(@, len(inp), 64):
for i in range(64):
ans[j + P[i] - 1] = chr((ord(inp[j + i]) + S[i]) % 256)

ans = ''.join(ans)
print(base64.b64encode(ans.encode('utf8')).decode( 'utf8"'))
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import random, base64, string, sys

P = [27, 35, 50, 11, 8, 20, 44, 30, 6, 1, 5, 2, 33, 16, 36, 64, 3, 61, 54, 25, 12, 21, 26, 10, 57, 53, 38, 56, 5
8, 37,
43, 17, 42, 47, 4, 14, 7, 46, 34, 19, 23, 40, 63, 18, 45, 60, 13, 15, 22, 9, 62, 51, 32, 55, 29, 24, 41, 39, 49

k)

52, 48, 28, 31, 59]

S = [68, 172, 225, 210, 148, 172, 72, 38, 208, 227, 0, 240, 193, 67, 122, 108, 252, 57, 174, 197, 83, 236, 16, 2
26, 133,
94, 104, 228, 135, 251, 150, 52, 85, 56, 174, 105, 215, 251, 111, 77, 44, 116, 128, 196, 43, 210, 214, 203, 109

k)

65, 157, 222, 93, 74, 209, 50, 11, 172, 247, 111, 80, 143, 70, 89]

# comment these lines if not running under python2
reload(sys)
sys.setdefaultencoding( 'utf8")

# Get the encoded flag and do the conversions in reverse order
ans = ((base64.b64decode(sys.argv[1])).encode( 'utf8')).decode('utf8")

# Create a list with length of character in ans (encoded flag)
ans_list = list(ans)

# Create empty inp list
inp = ['" for i in range(len(ans))]

for j in range(®@, len(ans), 64):
for i in range(64):
# Try every printable ascii character and if the equation is satisfied, we've found one character of the
initial input
for c in string.printable:
if (ans_list[j + P[i] - 1] == unichr(((ord(c) + S[i]) % 256))):
inp[j + i] = ¢

inp = ''.join(inp)
print(inp)

:~# python 111.py Wmkvw680HDzDgMKEUBXChDXCtC7CosKmw/ROw7ILwr/CoT44UcKNw
p7D11pPwo3Dts0ID80PTcOWwrzDpi3CtMOKw4PCol rCpXUYRhXChMKOwWEPDhx TDicOdwoAgwpgNw5/Cv
w’::

IceCTF{4Lwdy5 US3 551 AnD n3VR4r mAKe YOur OwN cRyp70}

" !%
IceCTF{4Lwdy5 US3 551 AnD n3VR4r mAKe YOur OwN cRyp70}

] !95
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