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{o. Time Source Destination Protocel Length Info
3066 45.138... D-LinkIn_9.. LiteonTe_6.. EAPOL 155 Key (Message 1 of 4)
3068 45.154... LiteonTe_6.. D-LinkIn_9.. EAPOL 155 Key (Message 2 of 4)
3070 45.168.. D-LinkIn_9.. LiteonTe_6.. EAPOL 213 Key (Message 3 of 4)
3072 45.195.. LiteonTe_6.. D-LinkIn_9.. EAPOL 133 Key (Message 4 of 4)
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import string
s = string.digits
f = open('1l.txt', 'w')

for i in s:

for j in s:

for k in s:
for o in s:
f.write("1391040"+i+j+k+o+"'\n")
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sudo rm /var/cache/apt/archives/lock
sudo rm /var/lib/dpkg/lock

:~/Desktop# apt-get install aircrack-ng
E: TiEFBH svar/libsdpkg/lock - open (11: HIEE B A 0]
E: TiZBEEBEB & (/var/lib/dpkg/) , EEBHthHEES
:~/Desktop# cd
:~# "C
:~# sudo rm /var/cache/apt/archives/lock
:~# sudo rm /var/Llib/dpkg/lock

i

R 5 134T % %% aircrack-ng
wRWT

apt-get install aircrack-ng
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aircrack-ng -a2 wifi.cap -w password.txt

:~# aircrack-ng -a2 wifi.cap -w 1.txt
Opening wifi.cap please wait...
Read 4257 packets.
# BSSID ESSID Encryption
3C:E5:A6:20:91:60 CATR WPA (8 handshake)
3C:E5:A6:20:91:61 CATR-GUEST WPA (A handshake)
BC:F6:85:9E:4E:A3 D-Link DIR-600A WPA (1 handshake, with PMKID)

Index number of target network ?

3

Opening wifi.cap please wait...
Read 4257 packets.

1 potential targets

Aircrack-ng 1.5.2
[60:00:04] 9920/9999 keys tested (2438.93 k/s)
Time left: @ seconds

KEY FOUND! | [ 139104607686 ]

Master Key : DA 32 31 El1 3C 66
B4 FC 57 76 A5 9A

Transient Key : 16 26 7C 49 61 4A
F4 FB 66 AC 8D EE
78 B6A F8 F2 AD 8B
44 8A 9A FC 9C 53

EAPOL HMAC : 63 6D 67 7E 03rggnmdﬂugixnﬂLnencc_441Da!iﬁ
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usage:aircrack-ng[options]<.cap/.ivsfile(s)>

Commonoptions:
-a<amode> : &% (1/WEP, 2/WPA-PSK)

-e<essid>: E#Fessid N Him
-b<bssid>:&Fapimach B ¥, B2 MR IR A K ekt
-q: i, TR R

-C<macs> T APE HRN— B

~help: B X A#Bh
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Parsed informasion 1:

Posiion:(75.3,233.3)-(143.5,233.3)-(75.6,301.7)-(143.5,301.7)
Color Normal, Direct

Version; 2

Error level:H, Mask:1
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import base64

def encode():
-f-'lag = "kkokskokskkokkokkkk !
ciphertext = []
for i in range(len(flag)):
= chr(i » ord(flag[i]))
if i % 2 == 0:
s = ord(s) + 10
else:
s = ord(s) - 10
ciphertext.append(str(s))

return ciphertext[::-1]
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def decode():
ciphertext

96",

'65',

'93",

‘88",
‘80",
82",
ST
‘99",
109",
99",
'112']
ciphertext.reverse() # nEREHciphertext]::-1]3#HTHUR, #MffHreverselUx,
flag = "'
for i in range(len(ciphertext)): # MEFEHMRflaghlKE, Mciphertext5flagkE—#f
ifi% 2 ==0:

s = int(ciphertext[i]) - 10 # MEPsHEREEMRZint (ciphertext[i])
else:
s = int(ciphertext[i]) + 10
= chr(i » s) # InEHRiIFflagHel, Hai5sHEIaT2lflag
flag += s

return flag

if _name__ == '_main__':
flag = decode()
print(flag)
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