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1.Caesar |

SRIG— B8, R s YR %, BP AT 33 M —— A A A = R QUICK BROWN FOX JUMPS
OVER THE LAZY DOG OF CAESAR AND YOUR UNIQUE SOLUTION IS........ .

2. Transposition |

PAF B, R R E SN, & 2IF k745 H “oWdnreuf.lY uoc”, & ITT 3k B i% 2 “Wonderful.
You", CAEAEUMRHE, K32 DK EE N6l 7 AT 43 214 = i) )7 Wonderful. You can read the message way
better when the letters are in correct order. | think you would like to see your password now: ........ o s

3.Simple Substitution |

A B, RIS M T R, i F Substitution Cipher Solver T. B RGEXHZ 745 B AT g%, M
8, WA AT RO S Chitp://cryptoclub.org/tools/cracksub_topframe.php) 153145 Hby the almighty
god you can read this my friend i am impressed very well done your solution key is pplrlpcdmsfh this little
challenge was not too hard was it(7£ & K/N5)

4 Caesar ll

HH R ] R — A B RS AN, A A T Lo & 12 Ve 1126 7 BE A 9128 ascii v 4%, (E Bt — 2L,
CIpG:bus
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miwen="15 3D 3D 32 20 38 3D 30 7A 20 47 3D 43 20 41 3D 3A 44 33 32 20 3D 3C 33 20 3B 3D 40 33 20 31 36 2F 3

listl=miwen.split(' ')
mingwen=""
sign=True

for j in xrange(1,128):
for i in listl:
mingwen=mingwen+chr((int(i,16)+j)%128)
for i in mingwen:
if ord(i)>126 or ord(i)<33:
sign=False
break
if sign:
print mingwen
print j

mingwen=""
sign=True

R H LA H 1E TS BEAN — Be bR f RS A R B
+"GoodRjob,RyouRsolvedRoneRmoreRchallengeRinRyourRjourney.RT hisRoneRwasRfairlyReasyRtoRcrack.
R128RkeysRisRaRquiteRsmallRkeyspace,RsoRitRshouldn'tRhaveRtakenRyouRtooRIongRtoRdecryptRthisRmn
Ja B RESCNTG, B EIEE IER T, RIS 245 R
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5.Digraphs

MR AT, X RIS R — RTINS NPT o BT LA S i R SR 2 A ) R H A R AL AR
MR TG, FRRH LRSS — A PR R B0 CRIKHMT R — AN SR AR B 0 #8  H BO M — X B [ — AN 77
AFZEA BTN FRFARED SO H AN TR S (ERP R NSRS, WEFRE, RITER
)T AR — A AR S AR, EORE 30N E ST (ISR ) AR B R ] SR s, T DAAR
#“congratulations”, $RJ& %42 7 R 44 B IE A 005 SR ANEVEH T S . BIAT3R454) T Congratulations. You
decrypted this message successfully. Has not too difficult either? was itx Hell? good job. Anter this keyword as
solution: ........ (A=Y



s="tchwxlfpdgzkkvkafczkkvhlhwxlcsxq fkhwka kjxabedgroockvxakj kvzxhlcs anxacscszkfpxa cskabebexacscsyskafcf
R ) T B BT R SR (PR B A REA %)
lists=s.split(" ")
listi=[]
i=0
str1=""
for i in lists:

if listl.count(i)==0:

listl.append(i)

print listl
R FE A B T B 45 S 5 IR T R N 45 3 1R 10 ) 1
dictl={"tc':'C','hw':'0"','x1"':'n"','fp':"'g"','dg":"'r',"zk":'a"', 'kv':"t"', 'ka':'u", "fc':'1','h1":'i","cs':"'s","
mingwen=""
str1=""
i=0
while i<len(s):
if s[i]==" ":
mingwen+=" "
i=i+1
else:
strl=s[i:i+2]
mingwen+=dictl[stril]
i=i+2

print mingwen

6.Baconian

HH B ] R A TR AR N, LS5 3 AT RE R KNS el A /) 5 BEREAT B AR Ao B T

s="BaCoN's cIphEr or THE bacOnIAN CiPHer iS a meThOD oF sTEGaNOGrapHY (a METhoD Of HidIng A sECRet MeSsaGe

codebookl = {
'A':"aaaaa",
'B':"aaaab",
'C':"aaaba",
'D':"aaabb",

'E':"aabaa",

-n

:"aabab",

:"aabba",
:"aabbb",
:"abaaa",

:"abaab",

4 VW IO VO Z=Tr xJdHTIO

:"ababa",
:"ababb",
:"abbaa",
:"abbab",
:"abbba",
:"abbbb",
:"baaaa",

:"baaab",

:"baaba",
:"baabb",



:"babaa",
:"babab",
:"babba",
:"babbb",
:"bbaaa",
':"bbaab",

N < x = < c

def zhuanhua(s):
str1=""
j=0
for i in s:
if ord(i)>64 and ord(i)<91:
strl=stril+"b"
j=j+1
elif ord(i)>96 and ord(i)<123:
strl=stri+'a’
j=j+1
if j==5:
stri+=" "
j=0
return stril
def decode(s):
cipher=""
ss = s.split(" ")
for c in ss:
sign=True
for k in codebookl.keys():
if codebookl[k] == c:
cipher+=k
sign=False
break
if sign:
#cipher+=c
pass
return(cipher)

a=zhuanhua(s)
b=decode(a)
print b
mingwen=""
for i in b:

if i=="X":

mingwen+=" "

else:

mingwen+=1i

print mingwen.lower()

RS VAL 7 b i S e, B AR X RO AR SR T

7.Substitution Il (5 Digraphs:4AH[R])



H A AT S, X BN T VR — AR N R 0-255 R BENL— AN 163EHI K. BT LR Segm FE B X H 2 R ) T
HIZH 16 IR A T, IR BN sl — T RFE AR 0 (BRI R — N JEAC BT A 46 p i — o)
BLH)—ANFRF, ARFEARB IO PR, Shif @ Ay 7 RE R (PR RNSRR D . WS
Frep, JATE RN T REME A RiE g RAER, BRE B30 ELFERF (ASNUISCFERT) LR B i ] 5
Hit), A LUAE £)“congratulations®, SR 5 #8644 12 B IR A S SR AEVE T I 8 . RER]RAG4) 1
Congratulations! This one was harder, but you got it! very well done fellow hacker! The problem with this
cipher is that the key is pretty long! | will come up with a better encryption sheme any soon! your solution
T AR Y/

s="79 85 89 11 4B 63 52 E9 96 63 52 00 85 89 DO D7 6D B5 F6 00 DO 6D 85 89 98 6D E1 63 DO 6D F6 63 4B 32 98

lists=s.split(" ")
listi1=[]
i=0
stri=""
for i in lists:
if listl.count(i)==0:
listl.append(i)

print listl

dicti={'79':'Cc','85"':'0','89':'n"','11':"'g"',"'4B":'r','63"':'a',"'52"':"t"',"E9"':'u','96"':'1','00"':'i",'DO"':"'s", "
lists=s.split(" ")
str1=""
for i in lists:
strl+=dictl[i]

print stril

8.Pimitive Encryption

1 A H ] 0 RS Zip S key i B 2 AT #izip,  Hwinhexd T 3RATH #izip 5 zip STk HA8R B0A] 145
F“0x332e31343135”, ILHXT N F1543.1415”, J Il H [ A A Jukey AT s, IR = fig 8 e 15 2 zip
SO AT PASR IS -

mask_in=open("pimitive.zip","rb")
mask= bytearray(mask_in.read())
mask_in.close()
key in = open('1l.txt','rb")
key = bytearray(key_in.read(len(mask)))
key _in.close()
for x in xrange(len(mask)):

key[x] ~= mask[x]
key out = open('masked_key.zip', 'wb")
key out.write(key)
key out.close()

RAFbmp I, FTOTRIT R 45 R

9.Chessy Hawks



PAF AU, PTUVERIE AR AR, PR N AR AL xEisidrva,b,c,d. ..., yAlIAEFRN1,2,3,4...., A&
R AR AN EBERI R, B A PR I R B S — MO, MO, 1G4S
R“6652333350776e31335a

B

10.Bacon Returns

A RS AR R T BRI, (BRI S AL e e /NS R, SEINE SCATRE R A RS 78,
FZ IR RGP  HF, B — 8 ME — 8B X RS R=475F, IR 2 RT3 24558 . you can read the
hidden message so i will tell you the solution which is twelve random letters .........

s="bacON's CIpHER OR tHe bacOnIaN CIPHeR iS a meTHoD oF StEGAnoGrApHy (A meThOD Of hidiNG a SecReT meSsAGE
codebookl = {

:"aaaaa",

:"aaaab",

:"aaaba",

:"aaabb",

:"aabaa",

:"aabab",
:"aabba",
:"aabbb",

:"abaaa",

:"abaab",

:"ababa",
:"ababb",
:"abbaa",
:"abbab",
:"abbba",
:"abbbb",
:"baaaa",

:"baaab",

N <X=<cCcHd4wxxOvo=z=2Tr"JdHTITaO@TmMmOoUAnuw >

:"baaba",
:"baabb",
:"babaa",
:"babab",
:"babba",
:"babbb",
:"bbaaa",
:"bbaab",

def zhuanhual(s):
stril=""
j=0
for i in s:
if ord(i)>64 and ord(i)<78:
strl=stri+"a"
j=3+1
elif ord(i)>77 and ord(i)<91:
strl=stri+'b’
j=3+1
if j==5:
stri+=" "
j=0
return stril
def decode(s):

cipher=



Ss = s.split(" ")
for c in ss:
sign=True
for k in codebookl.keys():
if codebookl[k] == c:
cipher+=k
sign=False
break
if sign:
#cipher+=c
pass
return(cipher)

a=zhuanhual(s)
b=decode(a)
print b
mingwen=""
for i in b:
if i=="X"
mingwen+=" "
else:
mingwen+=1i
print mingwen.lower()

11.Gizmore Encryption
AR AT TFa6x=1,k=-1, f—%k=k+x, HKRKTEHHKERKk=0, x=x+1, HAxKTHHKERN =1, AR5

B SO0 BT ST WSO BT R e K R e, RIS A KA1, Hika-z, AZrr, TWISCAE IR 9%
SCERE R, R R A PIREAT I NG S, B P LA, AR



s="64 74 7A 59 6B 3A 36 5B 7E 37 72 49 73 69 65 2A 6D 45 5E 73 37 55 6B 7F OC 77 73 49 36 4D 70 40 6F oC 63
listl=s.split(" ")

keystrl="abcdefghigklmnopqrstuvwxyzABCDEFGHIJKLMNPQRSTUVWXYZ"

mingwen=""

lkey=11

for ch in keystril:

#FMQTT IR, KT AR E B AL, ANl DA E RO A T DLAGSE 7, foJm AR S 2

key="I'+ch
x=1
k=-1
sign=True
for i in listl:
k=k+x
if k>=lkey:
k=0
X=X+1
if x>=lkey:

x=1
if (k%lkey)<len(key):

mingwench=(ord(key[k%lkey])~(int(i,16)"ord('e"')))%128

if (mingwench<91 and mingwench>64) or (mingwench<123 and mingwench>96)or (mingwench<58 and ming
mingwen+=chr(mingwench)

else:
sign=False
break

else:
mingwen+=" "
if sign:
print mingwen
print ch

mingwen=

12.Save the world

A FEAT 4330 HE R B SCrsalin 25 3815 1985 30 e1,62,e3F =A% (n1,e1), (n2,e2), (n3,e3), Hel=e2=e3=3.
X FRATTAT DA RSAMIR T R i ok EL B2 1S 0 S, 1l HLERAT IR RE A3 A0 mi) =k 7 BRn1 e, BRn2hc2, FiRn3%y
c3, A E R e B N SRR AT R, RS



import gmpy2
gmpy2.get_context().precision=5000

Nnl1=67108337285130152841142557048979836392659321891857101226732337281870319219630063308425261001094568350046
€1=59058347096109371168795252122846264164451858386505373224717251386760070715998321616322872045496360926010
Nn2=72291820644801851050330848110159409202048919534527955164120302762396644587973560056961559507263386276590
€2=68832636863309521842738228912135910059247051689379758030564693792234095446146808098880880327706725969407
n3=10478378898782706793002745278660882938206912722204566051496820212920262841945625442842048238092899277498
€3=31530233954435234871615474461082257860814574852516832348566750745247980529778060741121062564921306275042
N1=n2*n3
N2=n1*n3
N3=n1*n2
N=n1*n2*n3
proNl=gmpy2.invert(N1,n1)
proN2=gmpy2.invert(N2,n2)
proN3=gmpy2.invert(N3,n3)
N=( (c1*N1*proN1)%N+(c2*N2*proN2)%N+(c3*N3*proN3)%N)%N
i=1
while True:

res=gmpy2.iroot(N*i,3)

if res[1]:

print res[@]
break
i=i+l1
print i
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