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import pyshark
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4 captures = pyshark.FileCapture ("1.pcap")
5 flag frsm = False

6 flag frsm id = None

7 flag read = False

8 for capture in captures:

9 for pkt in capture:

10 if pkt.layer name == "mms":

11 # file open

12 1if hasattr (pkt, "confirmedservicerequest") and int (pkt.confirmedservicerequest) == 72:

13 if hasattr (pkt, "filename item"):

14 filename items = pkt.filename item.fields

15 for f in filename items:

16 file name = str(f.get default value())

17 if file name == "flag.7z":

18 flag frsm = True

19 1if hasattr(pkt, "confirmedserviceresponse") and int (pkt.confirmedserviceresponse) == 72 and flag frsm:
20 # print (pkt.field names)

21 if hasattr (pkt, "frsmid"):

22 flag frsm id = pkt.frsmid

23 flag frsm = False

24 # file read

25 if hasattr(pkt, "confirmedservicerequest") and int (pkt.confirmedservicerequest) == 73 and flag frsm id:
26 if hasattr (pkt, "fileread"):

27 if str(pkt.fileread) == str(flag frsm id):

28 flag read = True

29 flag frsm id = None

30 1f hasattr(pkt, "confirmedserviceresponse") and int (pkt.confirmedserviceresponse) == 73 and flag read:
31 if hasattr (pkt, "filedata"):

32 data str(pkt.filedata).replace(":", "")

33 print (data)

34 flag read = False

35 except Exception as e:
36 print (e)
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