GE L&

RFEF 2021-01-25 BHFF 2021-02-16 7K F Challenge , 2020, LW (EEZEHEXFE, FEH
Challenge | 2020 | Lk 15 8 2 £ FEXFE | JFE b | BE LA H A

AT ST G L1 il o 1 5

WriteUp K IR
FEMoINAEBL

& H #i8

RBEZFLBIRIRR TR T F5 18285 i BRI H T T K BRI, EA TR HE, HHFR P H)flagls
Bo Flagtsz(4: flagf}.

& H %
o REZH
o S7Comm Bp A H7
JE B
1. S7Comm 4 $7
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1 import pyshark
2 def func s7():

3 try:

4 captures = pyshark.FileCapture ("") #iX &Ky X 1 HIEEZ
5 func codes = {}

6 for ¢ in captures:

7 for pkt in c:

8 if pkt.layer name == "s7comm":

9 1f hasattr(pkt, "param func"):#param funcZjfEigFE
10 func code = pkt.param func

11 if func code in func codes:

12 func codes|[func code] += 1
13 else:

14 func codes|[func code] =1

15 print (func codes)

16 except Exception as e:

17 print(e)

18if name == ' main ':

19 func s7()
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1 #!/usr/bin/python2.7.8
2 #encoding:utf-8
3
4 import pyshark
5
6 captures = pyshark.FileCapture ("s702.pcapng")
7 list =[]
8 for c in captures:
9 for pkt in c:
10 if pkt.layer name == "s7comm" and hasattr (pkt, "param func"):
11 param _func = pkt.param func
12 try:
13 1if param func=='0x00000005":
14 list.append (pkt.resp data)
15 else:
16 continue
17 except Exception as e:
18 print(e)

19 print (list)
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