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题目描述题目描述

工业协议中存在异常数据。请通过流量中的数据找寻 flag，flag形式为 flag{}。提交时请提交括号内内容。

题目考点题目考点

流量分析

S7Comm协议

解题思路解题思路

过滤s7comm-plus.data.function == createobject，发现有写操作

添加过滤条件s7comm-plus.data.opcode == 0x31，筛选写操作数据

得到字符串ZmxhZ3s5d3pLc0x0bVdmWVduTk00fQ

Base解密得到flag

Flag

1 flag{9wzKsLtmWfYWnNM4}
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三句话让 PLC 为你吐 FLAG

file:///categories/Challenge/
file:///categories/Challenge/2021/
file:///categories/Challenge/2021/%25E5%25B7%25A5%25E4%25B8%259A%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E6%258A%2580%25E8%2583%25BD%25E5%25A4%25A7%25E8%25B5%259B/
file:///categories/Challenge/2021/%25E5%25B7%25A5%25E4%25B8%259A%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E6%258A%2580%25E8%2583%25BD%25E5%25A4%25A7%25E8%25B5%259B/%25E5%25B7%25A1%25E5%259B%259E%25E8%25B5%259B-%25E6%259D%25AD%25E5%25B7%259E%25E7%25AB%2599/
https://www.wolai.com/ctfhub/mJg7zCJ4CgQiDCWgwmyShU
https://writeup.ctfhub.com/Challenge/2021/%25E5%25B7%25A5%25E4%25B8%259A%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E6%258A%2580%25E8%2583%25BD%25E5%25A4%25A7%25E8%25B5%259B/%25E5%25B7%25A1%25E5%259B%259E%25E8%25B5%259B-%25E6%259D%25AD%25E5%25B7%259E%25E7%25AB%2599/mJg7zCJ4CgQiDCWgwmyShU.html
https://creativecommons.org/licenses/by-nc-sa/4.0/
file:///tags/Challenge/
file:///tags/2021/
file:///tags/%25E5%25B7%25A5%25E4%25B8%259A%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E6%258A%2580%25E8%2583%25BD%25E5%25A4%25A7%25E8%25B5%259B/
file:///tags/%25E5%25B7%25A1%25E5%259B%259E%25E8%25B5%259B-%25E6%259D%25AD%25E5%25B7%259E%25E7%25AB%2599/
file:///Challenge/2021/%25E5%25B7%25A5%25E4%25B8%259A%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E6%258A%2580%25E8%2583%25BD%25E5%25A4%25A7%25E8%25B5%259B/%25E5%25B7%25A1%25E5%259B%259E%25E8%25B5%259B-%25E6%259D%25AD%25E5%25B7%259E%25E7%25AB%2599/cE1a7QFn8HHSeysATyeChU.html
file:///Challenge/2021/%25E5%25B7%25A5%25E4%25B8%259A%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E6%258A%2580%25E8%2583%25BD%25E5%25A4%25A7%25E8%25B5%259B/%25E5%25B7%25A1%25E5%259B%259E%25E8%25B5%259B-%25E6%259D%25AD%25E5%25B7%259E%25E7%25AB%2599/3Z8dDBsBBwpar6VwV3Rrb4.html

	S7
	WriteUp来源
	题目描述
	题目考点
	解题思路
	Flag


