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1 # -*- coding: utf-8 —*-

2

3 import itertools

4  import binascii

5 import string

6

7 class crc32 reverse class(object) :

8 # the code is modified from https://github.com/theonlypwner/crc32/blob/master/crc32.py
9 def __init (self, crc32, length, tbl=string.printable,
10 poly=0xEDB88320, accum=0) :

11 self.char set = set(map(ord, tbl))

12 self.crc32 = crc32

13 self.length = length

14 self.poly = poly

15 self.accum = accum

16 self.table = []

17 self.table reverse = []

18

19 def init tables(self, poly, reverse=True):

20 # build CRC32 table

21 for 1 in range (256) :

22 for j in range(8):

23 ifi & 1:

24 i >>=1

25 i "= poly

26 else:

27 i>>=1

28 self. table.append (1)

29 assert len(self.table) == 256, "table is wrong size"
30 # build reverse table

31 if reverse:

32 found none = set ()

33 found multiple = set()

34 for i in range(256) :

35 found = []

36 for j in range(256) :

37 if self.table[j] >> 24 == i:

38 found. append ()

39 self.table reverse.append (tuple (found))

40 if not found:

41 found none.add (1)

42 elif len(found) > 1:

43 found multiple.add (i)

44 assert len(self.table reverse) == 256, "reverse table is wrong size"
45

46 def rangess(self, 1i):

47 return ', '.join(map(lambda x: '[{0},{1}]'.format (*x), self.ranges(i)))
48

49 def ranges(self, 1i):

50 for kg in itertools.groupby (enumerate (i), lambda x: x[1] - x[0]):
51 g = list(kg[1])

52 yield g[0][7], g[-1][8]

53

54 def calc(self, data, accum=0) :

55 accum = ~accum

56 for b in data:

57 accum = self.table[(accum " b) & OxFF] ~ ((accum >> 8) & Ox00FFFFFF)
58 accum = ~accum

59 return accum & OXFFFFFFFF

60

61 def findReverse (self, desired, accum):

62 solutions = set()

63 accum = ~accum

64 stack = [(~desired,)]

65 while stack:

66 node = stack.pop ()

67 for j in self.table reverse[(node[0] >> 24) & OxFF]:
68 if len(node) == 4:

69 a = accum

70 data = []

71 node = node[1:] + (3,)

72 for i in range(3, -1, -1):

73 data.append((a " node[i]) & OxFF)
74 a >=8

75 a "= self.table[node[i]]

76 solutions.add (tuple (data))

77 else:

78 stack.append(((node[0] ~ self.table[j]) << 8,) + node[1:] + (j,))
79 return solutions

80

81 def dfs(self, length, outlist=['"]):

82 tmp list = []

83 if length == 0:

84 return outlist

85 for list item in outlist:

86 tmp list.extend([list item + chr(x) for x in self.char set])
87 return self.dfs(length - 1, tmp list)

88

89 def run reverse(self):

90 # initialize tables

91 self.init tables(self.poly)

92 # find reverse bytes

93 desired = self.crc32

94 accum = self.accum

95 # 4-byte patch

96 if self.length >= 4

97 patches = self.findReverse (desired, accum)
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98 for patch in patches:

99 checksum = self.calc (patch, accum)

100 print 'verification checksum: 0x{0:08x} ({1})'.format (

101 checksum, 'OK' if checksum == desired else 'ERROR')

102 for item in self.dfs(self.length - 4):

103 patch = map (ord, item)

104 patches = self.findReverse (desired, self.calc (patch, accum))
105 for last 4 bytes in patches:

106 if all(p in self.char set for p in last 4 bytes):

107 patch.extend(last 4 bytes)

108 print '[find]: {1} ({0})'.format(

109 'OK' if self.calc(patch, accum) == desired else 'ERROR', ''.join(map(chr, patch)))
110 else:

111 for item in self.dfs(self.length) :

112 1if crc32(item) == desired:

113 print '[find]: {0} (OK)'.format (item)

114

115def crc32 reverse(crc32, length, char set=string.printable,

116 poly=0xEDB88320, accum=0) :

117 e

118

119 :param crc32: the crc32 you wnat to reverse
120 :param length: the plaintext length
121 :param char set: char set

122 :param poly: poly , default 0XxEDB88320
123 :param accum: accum , default 0

124 :return: none

125 11t

126 obj = crc32 reverse class(crc32, length, char set, poly, accum)
127 obj.run reverse()

128

129 def crc32(s):

130 e

131

132 :param s: the string to calculate the crc32
133 :return: the crc32

134 v

135 return binascii.crc32(s) & Oxffffffff
136

137 from my crc32 import *

138 1=[0x251dee02,

139 0xb8905301,

140 Ox6e6b39df,

141 0x50£684c3,

142 Oxde41b551,

143 0x24bd35b6,

144 OxcefZeda8,

145 0xba2bl745,

146 Ox1f4c7eal,

147 0x58b2bfa9,

148 0x251dee02,

149 0xe0f81fle,

150 Oxbd6fbd41,

151 0x7342alf6,

152 0x665648e9,

153 Oxe7c594b3,

154 0xa60£ffddo,

155 Oxce2ce80b,

156 0x22459f2d,

157 0x618a6539,

158 0x2073a2e4,

159 0x52fa60a8,

160 0x80410dda,

161 0xb7c68£27,

162 0x6e6b39df,

163 0xbd598041,

164 Oxaal45d64,

165 0x16da6b3b,

166 0x7dd590bc,

167 Oxb9eefbal,

168 0xf0b958£0,

169 0x445a43£7,

170 0x8bd55271,

171 0xc0340fe2,

172 0xc0cd9ee5,

173 0x7fc7de58,

174 0x53bfec8a,

175 0x9905537b,

176 0xd68019af,

177 0x73d7ee30,

178 0x5fbd3f5e]

179

180 for k in 1:

181 crc32 reverse (k,5)

182 print '==

—r

1 #You_know_the bed feels warmer Sleeping here alone You know I dream in color And do the things I want You think you got the best of me Think you had the last laugh Bet you
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